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�<DGDY�9DUXQ�1LWLQ���3URI��9DUVKD�%DEDU

�6WXGHQW��7(�&��$,�	�'6���351����������/���0HQWRU��6338�7HFKQLFDO�6HPLQDU�(/&���&6'
���'HSW��RI�$UWLILFLDO�,QWHOOLJHQFH�DQG�'DWD�6FLHQFH

���$MHHQN\D�'<�3DWLO�6FKRRO�RI�(QJLQHHULQJ��3XQH��,QGLD

$EVWUDFW

0RGHUQ�6KRSSLQJ�0DOOV�FRQVLVW�RI�PDQ\�3D\PHQW�7HUPLQDOV��&&79�&DPHUDV��,R7�'HYLFHV��&ORXG�6HUYLFHV�
DQG�3XEOLF�:L�)L��:KLOH�WKLV�SURYLGHV�FRQYHQLHQFH�IRU�WKH�XVHU�LW�LQWURGXFHV�PDQ\�SRWHQWLDO�HQWU\�SRLQWV�
PDNLQJ� WUDGLWLRQDO� VHFXULW\� PHWKRGV� LQHIILFLHQW�� %\� DSSO\LQJ� UHDO� WLPH� EHKDYLRXUDO� DQDO\VLV� WR� GHWHFW�
DQRPDOLHV� DQG� LPSURYH� WKH�=HUR�7UXVW� VROXWLRQ� XVLQJ�$UWLILFLDO� ,QWHOOLJHQFH��7KLV� SDSHU� ORRNV� DW� VHYHQ�
SDSHUV� WKDW�ZHUH�SXEOLVKHG�EHWZHHQ�����������RQ�$,� DQRPDO\�GHWHFWLRQ��FRQWLQXRXV�DXWKHQWLFDWLRQ��$,�
6HFXULW\�2SHUDWLRQV�&HQWUH��=HUR�7UXVW�LQ�6PDUW�&LWLHV��)UDXG�'HWHFWLRQ�LQ�3D\PHQWV��7KUHDW�$QDO\VLV�LQ�
,R7�DQG�0LFUR�VHJPHQWDWLRQ�LQ�,R7��(DFK�VWXG\�RQO\�IRFXVHV�RQ�RQH�DVSHFW�RI�WKLV�DUHD�DQG�GRHV�QRW�SURYLGH�
VHFXULW\�DFURVV�WKH�HQWLUH�VPDUW�PDOO��)LQGLQJV�KDYH�OHDG�WR�WKH�GHYHORSPHQW�RI�D�PXOWL�OD\HUHG�IUDPHZRUN�
WR�DSSO\�$,�SRZHUHG�=HUR�7UXVW�LQ�VPDUW�PDOOV��7KLV�ORRNV�LQWR�WKH�DSSOLFDWLRQV��EHQHILWV�DQG�FKDOOHQJHV�

.H\ZRUGV� DUWLILFLDO�LQWHOOLJHQFH��FORXG�VHFXULW\��LGHQWLW\�DQG�DFFHVV�PDQDJHPHQW��LQWHUQHW�RI�WKLQJV��PXOWL�
IDFWRU� DXWKHQWLFDWLRQ�� VHFXULW\� RSHUDWLRQV� FHQWUH�� VPDUW� VKRSSLQJ� PDOO�� WKUHDW� GHWHFWLRQ�� ]HUR� WUXVW�
DUFKLWHFWXUH��]HUR�WUXVW�QHWZRUN�DFFHVV�

,��,QWURGXFWLRQ

6KRSSLQJ�0DOOV�KDYH�GHYHORSHG�LQWR�6PDUW�HQYLURQPHQWV�SURYLGLQJ�D�VDIH��FRQYHQLHQW�DQG�SHUVRQDO�VHUYLFH��
0RGHUQ� 6KRSSLQJ�0DOOV� FDQ� KDYH�PDQ\� KXQGUHGV� RU� WKRXVDQGV� RI� GHYLFHV� LQFOXGLQJ�&&79�&DPHUDV��
%LRPHWULFV��3DUNLQJ�6HQVRUV��3D\PHQW�6\VWHPV��326�6\VWHPV��6WDII�'HYLFHV��0RELOH�$SSOLFDWLRQV��3XEOLF�
:LIL��&ORXG�'DWDEDVHV��'LJLWDO�'LVSOD\V�DQG�%XLOGLQJ�0DQDJHPHQW�

7KLV�FDQ�LQFUHDVH�VHFXULW\��&&79���DXWRPDWLF�PRQLWRULQJ��6HQVRUV���IDVWHU�SD\PHQWV��'LJLWDO�3D\PHQWV���
EHWWHU�ZD\�ILQGLQJ��RIIHUV�DQG�SDUNLQJ��0RELOH�$SSOLFDWLRQV���7KHUH�FDQ�EH�WRR�PDQ\�QHZ�SRLQWV�RI�HQWU\�
>�@��,I�DQ\�RI�WKHVH�GHYLFHV DUH�FRPSURPLVHG��&&79��6WDII�'HYLFHV��,R7�'HYLFHV�DQG�1HWZRUN�'HYLFHV��
WKH\�FDQ�DFW�DV�D�SRLQW�RI�HQWU\�>�@�

7UDGLWLRQDOO\� WKH�6KRSSLQJ�0DOO�ZRXOG�KDYH�KDG�D�VHFXUH�QHWZRUN�ZLWKLQ�EXW� LI�DWWDFNHUV�FDQ�JHW�YDOLG�
FUHGHQWLDOV�LW�JLYHV�WKHP�IXOO�DFFHVV�WR�WKH V\VWHP�DV�WKH\�DUH�VHHQ�DV�D�OHJLWLPDWH�XVHU�>�@��7KH�6KRSSLQJ�
0DOO�VKRXOG�DWWHPSW�WR�SXW�D�V\VWHP�LQ�SODFH�ZKHUH�XVHUV�DQG�GHYLFHV�DUH�QRW�DXWRPDWLFDOO\�WUXVWHG�>�@�
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&RQWULEXWLRQ�

���7KLV�SDSHU�LV�D�UHYLHZ�RI�VHYHQ�DUWLFOHV�IURP�����������ZKLFK�ORRN�DW�KRZ�WR�LPSURYH�VHFXULW\�XVLQJ�$,�
DQG�RU�=HUR�7UXVW�LQ�WKH�UHWDLO��,R7�DQG�VPDUW�EXLOGLQJ�VHFWRUV�

���2XWVWDQGLQJ�SUREOHPV�ZLWK�6PDUW�6KRSSLQJ�0DOOV�

���0XOWL�OD\HUHG�)UDPHZRUN�IRU�LPSOHPHQWLQJ�$,�SRZHUHG�=HUR�7UXVW�

7KLV� SDSHU� KDV� VRPH�EDFNJURXQG� LQIRUPDWLRQ� LQ� VHFWLRQ� ,,� DQG� DOVR� FRQWDLQV� D� OLWHUDWXUH� UHYLHZ�ZLWKLQ�
VHFWLRQ�,,,��6HFWLRQ�,9�GLVFXVVHV�FRPSDULQJ�WKH�UHVHDUFK��VHFWLRQ�9�RXWOLQHV�WKH�UHVHDUFK�JDSV��6HFWLRQ�9,�
VKRZV�D�IUDPHZRUN�DQG�VHFWLRQ�9,,�ORRNV�DW�DSSOLFDWLRQV��EHQHILWV�DQG�FKDOOHQJHV��)LQDOO\�VHFWLRQ�9,,,�JLYHV�
D�FRQFOXVLRQ��

,,��%DFNJURXQG

$��$WWDFN�6XUIDFH�RI�6PDUW�0DOO

7KHUH�DUH�PDQ\�DUHDV�ZLWKLQ�D�VKRSSLQJ�PDOO�WKDW�ZRXOG�QHHG�SURWHFWLRQ��7KHVH�ZRXOG�LQFOXGH�3D\PHQW�
6\VWHPV�� 6HFXULW\� 6\VWHPV�� %XLOGLQJ� 6\VWHPV�� *XHVW� :L)L�� 6WDII�7HQDQW� 1HWZRUN� DQG� &ORXG� %DVHG�
6HUYLFHV�� 7KHVH� FDQ� IDFH� WKUHDWV� VXFK� DV� 5DQVRPZDUH�� 3KLVKLQJ�� 3D\PHQW� )UDXG�� 'DWD� 7KHIW�� ,QVLGHU�
7KUHDWV��&RPSURPLVHG�,R7�'HYLFHV�DQG�8QDXWKRULVHG�$FFHVV�>�@��9XOQHUDELOLWLHV�WKDW�FDQ�RFFXU�ZRXOG�EH�
FRPSURPLVHG�ILUPZDUH�RQ�,R7�'HYLFHV��,QVHFXUH�$3,¶V�RQ�&ORXG��,QVHFXUH�3D\PHQWV�DQG�&RPSURPLVHG�
&&79�>�@�

%��=HUR�7UXVW�6HFXULW\

7KH�FRQFHSW�EHKLQG�=HUR�7UXVW�LV�WKDW�ZH�VKRXOG�EH�DSSO\LQJ�WKH�SULQFLSOH�RI�µ1HYHU�7UXVW��$OZD\V�9HULI\¶��
&RQWLQXRXV� YHULILFDWLRQ� RI� XVHUV�� GHYLFHV� DQG� DSSOLFDWLRQV� RFFXU� >�@��7KH� FRUH� FRQFHSWV� RI� =HUR�7UXVW�
LQFOXGH�0XOWL�)DFWRU�$XWKHQWLFDWLRQ��0)$���,GHQWLW\�DQG�$FFHVV�0DQDJHPHQW��,$0��DQG�VHJPHQWDWLRQ�RI�
QHWZRUNV�DQG�HQGSRLQWV�>�@>�@�

&��$,

7UDGLWLRQDOO\�WKLV�FDQ�EH�FKDOOHQJLQJ�EXW�$,�FDQ�EH�XVHG�WR�LGHQWLI\�D�QRUPDO�SDWWHUQ�DQG�GHWHFW�DQRPDOLHV�
>�@��7KHUH�DUH���ZD\V�WKDW�$,�FDQ�EH�XWLOLVHG�ZLWKLQ�=HUR�7UXVW�>�@�

x %HKDYLRUDO�DQDO\WLFV�± 8QGHUVWDQG�ZKDW�QRUPDO�DFWLYLW\�ORRNV�OLNH�IRU�D�XVHU�GHYLFH�DQG�VFRUH�WKHP

x ,QWUXVLRQ�'HWHFWLRQ�± 0/�FDQ�EH�XVHG�WR�GHWHFW�DQRPDORXV�DFWLYLW\

x $XWRPDWHG�,QFLGHQW�5HVSRQVH�± &RQWDLQ�WKUHDWV

,,,��/LWHUDWXUH�5HYLHZ

$��6FRSH�	�0HWKRGRORJ\

7KH�OLWHUDWXUH�UHYLHZHG�LV�IURP������������3DSHUV�ZHUH�UHYLHZHG�EDVHG�RQ�ZKDW�VHFXULW\�WKH\�RIIHU��ZKDW�
SDUW�RI�WKH�VHFXULW\�WKH\�SURWHFW��DUWLILFLDO�LQWHOOLJHQFH�LPSOHPHQWDWLRQ��FRQWH[WXDO�EDVHG�SROLFLHV�DQG�ZKDW�
OLPLWDWLRQV�ZHUH�SUHVHQW��$�QDUUDWLYH�UHYLHZ�KDV�EHHQ�FRQGXFWHG�DQG�WKHUHIRUH�LVQ¶W�D�V\VWHPDWLF�UHYLHZ��
7KLV�PHDQV�UHVXOWV�FDQ�EH�YLHZHG�DV�D�VXPPDU\�RI�WKH�OLWHUDWXUH�
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%��(YLGHQFH

$,�	�=HUR�7UXVW�DUH�FRPSOHPHQWDU\�WHFKQRORJLHV��$,�FDQ�EH�XVHG�WR�GHWHUPLQH�WKHUH�PD\�EH�DQRPDOLHV�E\�
XVLQJ�DQ�DQRPDO\�VFRUH�KRZHYHU�WKLV�GRHVQ¶W�SURYH�DQ\WKLQJ�PDOLFLRXV��=HUR�7UXVW�FDQ�EH�XVHG�WR�VXSSRUW�
SROLFLHV�KRZHYHU�LW�PD\�QRW�EH�TXLFN�HQRXJK�DV�SROLFLHV�DUH�VWDWLF��$�VROXWLRQ�VKRXOG�LQFOXGH�D�SROLF\�HQJLQH�
WKDW�XVHV�LGHQWLW\��GHYLFH�KHDOWK��UHVRXUFH�VHQVLWLYLW\��QHWZRUN�FRQWH[W�DQG�ULVN�VFRUH��,I�WKHUH�LV�XQFHUWDLQW\�
RU�DQ�DFWLRQ�FRXOG�FDXVH�LQWHUUXSWLRQ�WR�HVVHQWLDO�VHUYLFHV�D�KXPDQ�ZLOO�EH�UHTXLUHG�

&��$,�	�=HUR�7UXVW�$XWKHQWLFDWLRQ

$QRPDOLHV�FDQ�EH�GHWHFWHG�E\�FUHDWLQJ�D�EDVHOLQH�RI�µQRUPDO¶�EHKDYLRXU�XVLQJ�VWDWLVWLFDO�PRGHOV�RU�0/��
7KLV�FDQ�EH�XVHG�WR�GHWHFW�DQRPDOLHV�WKURXJKRXW�WKH�UHWDLO�QHWZRUN��)RU�H[DPSOH��ORJLQ��SD\PHQW�IUHTXHQF\�
	�GHYLFH� ILQJHUSULQWLQJ��$Q\�UHTXHVWV�RXWVLGH� WKH�QRUPDO�SDUDPHWHUV�ZLOO� WULJJHU�DQ�DOHUW��7KH�DQRPDO\�
VFRUH�LV�SDVVHG�WR�WKH�=HUR�7UXVW�SROLF\�HQJLQH��7KLV�PHDQV�RQO\�XVHUV�ZKR�SDVV�LGHQWLW\�DQG�ULVN�FKHFNV�
FDQ�ORJ�LQ��7KLV�SURYLGHV�JUHDWHU�DFFXUDF\�IRU�GHWHFWLQJ�DQRPDOLHV�KRZHYHU�WKH�PRGHO�ZDV�RQO\�WUDLQHG�RQ�
VLPXODWHG�GDWD��:H�GRQ¶W�NQRZ�KRZ�LW�ZRXOG�SHUIRUP�ZLWK�UHDO�GDWD�VXFK�DV�&&79�,R7�

7KLV�SURYLGHV�FRQWLQXRXV�DXWKHQWLFDWLRQ�>�@��8VHUV�UHFHLYH�D�FRQILGHQFH�VFRUH�EDVHG�RQ�WKHLU�EHKDYLRXUDO�
ELRPHWULFV�VXFK�DV�W\SLQJ�VSHHG��PRXVH�PRYHPHQW�RU�WRXFK�SUHVVXUH��,I�WKH�VFRUH�GURSV�EHORZ�WKH�WKUHVKROG�
WKH�XVHU�ZLOO�QHHG�WR�UHDXWKHQWLFDWH�XVLQJ�0)$��7KLV�UHGXFHV�WUXVW�RYHU�WLPH��,W�KHOSHG�UHGXFH�LQVLGHU�WKUHDWV�
DQG�LPSURYH�DFFXUDF\�KRZHYHU�LW�ZDVQ¶W�DSSOLHG�DW�D�ODUJH�VFDOH��H�J��PDOO���7KH�GDWD�ZDV�VDPSOHG�IURP�D�
VPDOO�HQWHUSULVH��,W�GLGQ¶W�ORRN�DW�&&79�RU�VPDUW�VHQVRUV�

'��$,�%DVHG�6HFXULW\�	�6FDOHDEOH�=HUR�7UXVW

/HH�HW�DO�XVHG�$,�WR�FRQVROLGDWH�IURP�PXOWLSOH�VRXUFHV�GXULQJ�WKH�ORJ�FROOHFWLRQ�SKDVH�>��@��&ODVVLILFDWLRQ�
PRGHOV�EDVHG�RQ�0/�FDQ�EH�XVHG�WR�FRUUHODWH�PXOWLSOH�VRXUFHV�RYHU�WLPH��)RU�H[DPSOH�*UDGLHQW�%RRVWLQJ�
$OJRULWKPV�RU�'HHS�6HTXHQFH�0RGHOV��7KLV�KHOSV�GHWHFW�PXOWL�VWDJH�DWWDFNV�ZKLFK�FRXOGQ¶W�EH�GHWHFWHG�
XVLQJ�VLQJOH�VRXUFHV��3OD\ERRNV�FDQ�EH�FUHDWHG�WR�DXWRPDWLFDOO\�WDNH�DFWLRQ�H�J��LVRODWH�KRVW�RU�UHYRNH�WRNHQ��
7KLV�SURYLGHV�TXLFNHU�UHVSRQVH�WLPHV�KRZHYHU�UHTXLUHV� ODUJH�YROXPHV�RI� ORJV��7KLV�ZRXOG�UHTXLUH�ODUJH�
FRPSXWH�UHVRXUFHV��,W�ZDVQ¶W�GHVLJQHG�WR�EH�XVHG�LQ�D�PDOO�

6LQJK� HW� DO� LPSOHPHQWHG� FRQWLQXRXV FRQWH[WXDO� DXWKRULVDWLRQ� LQ� D� GLVWULEXWHG� FLW\� >��@�� (YHU\WKLQJ� LV�
FHQWUDOLVHG��KRZHYHU�GDWD�FDQ�EH�FROOHFWHG�IURP�GLIIHUHQW�VXE�QHWZRUNV��)RU�H[DPSOH�WUDIILF�V\VWHPV��SXEOLF�
ZL�IL�	�PXQLFLSDO� ,R7��7KLV� SURYLGHV� XVHU� DXWKRULVDWLRQ��(DFK� VXE� QHWZRUN�KDV� VRPH� ORFDO� FRQWURO� EXW�
IROORZV�WKH�VDPH�WUXVW�PRGHO�ZKLFK�LV�FRQVWDQWO\�XSGDWHG��7KLV�LPSURYHV�FRQWURO�	�PRQLWRULQJ��+RZHYHU�
LW�ZDV�EDVHG�RQ�FDVH�VWXGLHV�IURP�VPDUW�FLWLHV��,W�GLGQ¶W�ORRN�DW�VSHFLILF�VFHQDULRV��)RU�H[DPSOH�WHQDQW�VWRUH�
LVRODWLRQ��/LWWOH�XVH�LQ�UHDO�ZRUOG�VFHQDULRV�

(��)UDXG�'HWHFWLRQ�	�7KUHDW�$QDO\VLV

6XSHUYLVHG�OHDUQLQJ�ZDV�XVHG�WR�GHWHFW�IUDXG�>�@��)HDWXUHV�VXFK�DV�DPRXQW��ORFDWLRQ��PHUFKDQW�W\SH�	�WLPH�
ZHUH�XVHG�WR�WUDLQ�FODVVLILHUV��(QVHPEOH�PHWKRGV�RU�QHXUDO�QHWZRUNV�FDQ�EH�XVHG�WR�XQGHUVWDQG�FRPSOH[�
VSHQGLQJ�SDWWHUQV��:H�ZHUH�DEOH� WR�GHWHFW� IUDXGXOHQW� WUDQVDFWLRQV�DQG�VXVSLFLRXV�DFWLYLW\��8QIRUWXQDWHO\�
WKHUH�LV�QR�FRQILUPDWLRQ�RI�XVHUV�GHYLFHV�VR�LW�RQO\�SURYLGHV�VHFXULW\�DW�SD\PHQW�OD\HU��,W�ZDVQ¶W�WULDOOHG�LQ�
D�UHDO�ZRUOG�VFHQDULR�
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$�WKUHDW�DQDO\VLV�ZDV�SHUIRUPHG�RQ�WKH�,R7��&ORXG�	�5HWDLO�LQIUDVWUXFWXUH�>�@��$WWDFN�YHFWRUV�ZHUH�PDSSHG�
WR�DUHDV�RI�FRQFHUQ��)RU�H[DPSOH�YXOQHUDEOH�ILUPZDUH�RQ�,R7�GHYLFHV��LQVHFXUH�$3,¶V�RQ�WKH�&ORXG��LQVHFXUH�
SD\PHQW�SODWIRUPV�	�H[SRVHG�&&79��7KLV�JDYH�XV D�FOHDU�XQGHUVWDQGLQJ�RI�WKH�DWWDFN�VXUIDFH��:H�KDYH�D�
EURDG� IUDPHZRUN� IRU� WKH� PDOO�� ,W� ZDV� D� FRQFHSW� VWXG\� VR� SURYLGHG� QR� UHFRPPHQGDWLRQV� IRU� VHFXUH�
DUFKLWHFWXUH�

)��,GHQWLW\�9HULILFDWLRQ�	�0LFUR�6HJPHQWDWLRQ

(DFK�,R7�GHYLFH�KDG�D�XQLTXH�LGHQWLW\��;�����&HUWLILFDWHV��>�@��+HDWK\�FKHFNV�ZHUH�SHUIRUPHG�WR�HQVXUH�
WKH�,R7�GHYLFH�FRXOG�FRQQHFW�WR�WKH�QHWZRUN��ILUPZDUH�YHUVLRQ�FRQILJXUDWLRQ���7KH�QHWZRUN�ZDV�EURNHQ�
GRZQ�LQWR�VPDOOHU�9/$1¶V��7KLV�PHDQW�LI�D�GHYLFH�ZDV�FRPSURPLVHG�LW�FRXOG�QRW�DFFHVV�DQ\WKLQJ�RXWVLGH�
RI�WKH�]RQH��7KLV�PHDQW�OHVV�GDPDJH�ZRXOG�RFFXU�LI�WKH�GHYLFH�IDLOHG�WR�DXWKHQWLFDWH��,R7�GHYLFHV�DUH�PRUH�
VHFXUH�ZLWK�OHVV�DWWDFN�VXUIDFH��+RZHYHU�QR�EHKDYLRXUDO�DQDO\VLV�ZDV�SHUIRUPHG�

*��6XPPDU\

7KHUH�DUH���PDLQ�DUHDV�WR�FRQVLGHU��1RQH�RI�WKH�SDSHUV�ORRNHG�DW�DOO�DUHDV��5LVN�DGDSWLYH�LGHQWLW\�YHULILFDWLRQ�
>�@��'HYLFH�OHYHO�PLFUR�VHJPHQWDWLRQ�>�@��%HKDYLRXUDO�DQRPDO\�GHWHFWLRQ�>���@�	�&HQWUDOLVHG�DXWRPDWHG�
UHVSRQVHV�>�����@�

,9��&RPSDUDWLYH�$QDO\VLV

$��(YDOXDWLRQ�0HWULFV�

7KHUH�ZHUH�ILYH�PHWULFV XVHG�WR�HYDOXDWH�WKH�WHFKQLTXHV�����'HYLFH�XVHU�FRYHUDJH�����&RQWLQXRXV�FRQWH[WXDO��
���$QRPDO\�GHWHFWLRQ�����,VRODWLRQ�DQG����$SSOLFDEOH�LQ�D�K\EULG�UHWDLO�HQYLURQPHQW��,R7�EDVHG�VROXWLRQV�KDG�
JUHDWHU� LQIRUPDWLRQ� RQ� GHYLFH� LGHQWLILFDWLRQ� DQG� VHJPHQWDWLRQ� $XWKHQWLFDWLRQ� IRFXVHG� VROXWLRQV� RQO\�
IRFXVHG�RQ�XVHUV��)UDXG�EDVHG�PRGHOV� FDQ�EH�XVHIXO�GXULQJ�SD\PHQWV��$,� VHFXULW\� FDQ�FRUUHODWH� HYHQWV�
DFURVV�PXOWLSOH�VRXUFHV��+RZHYHU��WKHVH�FDQQRW�FRPSOHWHO\�JXDUDQWHH�VHFXULW\�DFURVV�DOO�DUHDV�RI�WKH�PDOO�

%��,PSOLFDWLRQV�RI�XVLQJ�LQ�D�0DOO�

$�PDOO�ZLOO�KDYH�VSHFLILF�]RQHV�ZLWK�FOHDU�LPSOLFDWLRQV�RI�IDLOXUH��3XEOLF�:L)L�FOLHQWV�VKRXOG�EH�UHVWULFWHG�
WR�XVLQJ�SRLQW�RI�VDOH�WHUPLQDOV�LI�FRPSURPLVHG��&DPHUDV�VKRXOG�QRW�EH�DEOH�WR�FRQQHFW�WR�WHQDQW�V\VWHPV��
6WDII�DFFRXQWV VKRXOG�QRW�DXWRPDWLFDOO\�KDYH�DFFHVV�WR�FXVWRPHU�GDWDEDVHV��7KLV�PHDQV�SROLFLHV�VKRXOG�EH�
VHW�EDVHG�RQ�ZKDW�WKHLU�UROH�LV�GRLQJ�DQG�KRZ�VHQVLWLYH�WKH�GDWD�LV��7KH�PDLQ�UHTXLUHPHQW�LV�WR�KDYH�D�XQLILHG�
V\VWHP�FRQWUROOLQJ�XVHUV��GHYLFHV��QHWZRUN��DSSOLFDWLRQV�DQG�PRQLWRULQJ�

2YHUDOO��DV�VHHQ�LQ�WDEOH�,��DOO�WKH�SDSHUV�IRFXVHG�RQ�VHFXULQJ�MXVW�RQH�DVSHFW�RI�WKH�LVVXH��$OO�WHFKQLTXHV�
KDG�OLPLWDWLRQV��7KH\�ODFNHG�UHDO�ZRUOG�WHVWLQJ��OLPLWHG�&&79�,R7�FRYHUDJH�DQG�GLG�QRW�IRFXV�RQ�VKRSSLQJ�
PDOOV�
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7DEOH�,��/LWHUDWXUH�6XUYH\�0DWUL[

$XWKRU�<HDU�
>5HI�@

0HWKRGRORJ\ .H\�ILQGLQJV /LPLWDWLRQV

6KDUPD�HW�DO��
�����>�@

$,�DQRPDO\�
GHWHFWLRQ�DQG�=HUR�
7UXVW�DXWKHQWLFDWLRQ�
LQ�UHWDLO

,PSURYHG�WKUHDW�GHWHFWLRQ�
DFFXUDF\��5HGXFHG�
XQDXWKRUL]HG�DFFHVV�

/LPLWHG�&&79�,R7�FRYHUDJH��
0RGHO�RQO\�WHVWHG�RQ�
VLPXODWHG�UHWDLO�QHWZRUNV�

3DWHO�HW�DO��
�����>�@

$,�FRQWLQXRXV�XVHU�
DXWKHQWLFDWLRQ�DQG�
0)$

5HGXFHG�LQVLGHU�WKUHDWV��
,PSURYHG�DXWKHQWLFDWLRQ�
DFFXUDF\�

'LG�QRW�VHFXUH�&&79�RU�VPDUW�
VHQVRUV��6PDOO�HQWHUSULVH�
GDWDVHW�

/HH�HW�DO��
�����>��@

$,�SRZHUHG�62&�WR�
GHWHFW�WKUHDWV�LQ�UHDO�
WLPH

,PSURYHG�UHVSRQVH�WLPHV��
$XWRPDWHG�PLWLJDWLRQ�

1RW�GHVLJQHG�IRU�PDOOV��+LJK�
FRPSXWLQJ�SRZHU�UHTXLUHG�

6LQJK�HW�DO��
�����>��@

$,�DVVLVWHG�=HUR�
7UXVW�IUDPHZRUN�LQ�
VPDUW�FLWLHV

,PSURYHG�DFFHVV�FRQWURO�DQG�
FRQWLQXRXV�PRQLWRULQJ�

1R�IRFXV�RQ�XVH�FDVHV�IRU�
PDOOV��/LPLWHG�UHDO�ZRUOG�XVH�

:DQJ�HW�DO��
�����>�@

0/�PRGHOV�WR�
GHWHFW�SD\PHQW�
IUDXG�DQG�FXVWRPHU�
EHKDYLRXU

'HWHFWHG�IUDXGXOHQW�
SD\PHQWV�DQG�VXVSLFLRXV�
DFWLYLW\�

1R�=HUR�7UXVW��/LPLWHG�UHDO�
ZRUOG�WHVWLQJ�

9HUPD�HW�DO��
�����>�@

7KUHDW�DQDO\VLV�RI�
,R7��FORXG��SD\PHQW�
DQG�&&79�LQ�UHWDLO

,GHQWLILHG�NH\�YXOQHUDELOLWLHV�
LQ�VPDUW�PDOO�LQIUDVWUXFWXUH�

&RQFHSWXDO��1R�$,�RU�=HUR�
7UXVW�IUDPHZRUN�VXJJHVWHG�

.KDQ�HW�DO��
�����>�@

,GHQWLW\�YHULILFDWLRQ��
DXWKHQWLFDWLRQ�DQG�
PLFUR�VHJPHQWDWLRQ�
IRU�,R7�VPDUW�
EXLOGLQJV

,PSURYHG�,R7�VHFXULW\��
5HGXFHG�DWWDFN�VXUIDFH�

1R�$,�EHKDYLRXUDO�DQDO\WLFV��
)RFXVHG�RQ�,R7�

9��5HVHDUFK�*DSV

$��&RQWH[WXDO�5LVN�6FRULQJ

7KHUH�LV�QR�FOHDU�ULVN�PRGHO��:H�QHHG�WR�EH�DEOH�WR�FRPELQH�WKH�ULVN�VLJQDOV�DFURVV�GLIIHUHQW�VXE�V\VWHPV��
)RU�H[DPSOH�LI�D�KHDOWK�FKHFN�IDLOV��ORJLQ�ORFDWLRQ�LV�XQXVXDO��PXOWLSOH�SD\PHQWV�DUH�GHQLHG�DQG�FDPHUD�
WUDIILF�LV�VSLNLQJ��:H�QHHG�WR�EH�DEOH�WR�QRUPDOLVH�WKH�VLJQDOV�DQG�XQGHUVWDQG�KRZ�FULWLFDO�WKH�DVVHWV�DUH�DQG�
KRZ�WKH\�ZLOO�DIIHFW�WKH�DFFHVV��7KH�VFRUH�QHHGV�WR�EH�XQGHUVWDQGDEOH�DQG�GHSHQG�RQ�ZKDW�LPSDFW�LW�PD\�
FDXVH�

%��2SHUDWLRQDO�5HVLOLHQFH

&DUU\LQJ�RXW�D�FHUWDLQ�VHFXULW\�DFWLRQ�PD\�KDYH�D�QHJDWLYH�LPSDFW��,I�ZH�FDXVH�LVVXHV�ZLWK�WKH�FKHFNRXW��
HPHUJHQF\�FRPPXQLFDWLRQ��DFFHVV�FRQWURO�DQG�RU�FDPHUDV�GXH�WR�KLJK�IDOVH�SRVLWLYHV��,I�WKHUH�ZDV�D�KLJK�
QXPEHU�RI�IDOVH�SRVLWLYHV�WKLV�FRXOG�FDXVH�DOHUW�IDWLJXH��:LWKLQ�RXU�UHVHDUFK�ZH�QHHG�WR�HQVXUH�ZH�KDYH�
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VRPH�ZD\�RI�EDODQFLQJ�GHWHFWLRQ�DQG�UHVLOLHQFH��:H�FRXOG�DXWRPDWLFDOO\�FRQWDLQ�KLJK�FRQILGHQFH�PDOLFLRXV�
DFWLRQV�EXW�IRU�DPELJXRXV�HYHQWV�LQ�FULWLFDO�VHUYLFHV�ZH�ZDQW�WR�OLPLW�WKH�DFWLRQV�VR�WKH\�FDQ EH�YDOLGDWHG�
E\�D�KXPDQ�

&��3ULYDF\

7KHUH�FRXOG�EH�SULYDF\�DQG�JRYHUQDQFH�FRQFHUQV�DV�EHKDYLRXUDO�DQDO\WLFV�PD\�LQYROYH�ORJLQ�GHWDLOV��GHYLFH�
,'��ORFDWLRQ��WUDQVDFWLRQ�PHWDGDWD�DQG�LQWHUDFWLRQV��:H�ZRXOG�QHHG�WR�HQVXUH�ZH�KDYH�D�OHJLWLPDWH�UHDVRQ�
WR�FROOHFW�HDFK�GDWD�SRLQW�ZLWKLQ�WKH�PDOO��:H�ZDQW�WR�OLPLW�KRZ�ORQJ�ZH�NHHS�GDWD�IRU��HQVXUH�WKH�ORJV�DUH�
VHFXUH�DQG�HQVXUH�ZH�DUHQ¶W�XVLQJ�VHFXULW\�PRQLWRULQJ�IRU�QRQ�UHOHYDQW�FXVWRPHU�SURILOLQJ��:H�ZRXOG�DOVR�
OLNH�WR�OLPLW�DFFHVV�WR�VHQVLWLYH�WHOHPHWU\��:H�ZRXOG�QHHG�WR�GHVLJQ�RXU�V\VWHP�WR�HQVXUH�ZH�DUH�FDUU\LQJ�
RXW�SULYDF\�SUHVHUYLQJ�DQDO\WLFV�DQG�NHHSLQJ�GDWD�WR�D�PLQLPXP�

$IWHU�VRPH�UHVHDUFK�LQWR�WKH�OLWHUDWXUH�,�IRXQG�WKHUH�ZHUH���JDSV�

���1R�RYHUDOO�VHFXULW\��0RVW�UHVHDUFK�ZDV�ORRNLQJ�LQWR�XVLQJ�$,�IRU�WKUHDW�GHWHFWLRQ�DQG�]HUR�WUXVW��9HU\�
OLWWOH�UHVHDUFK�ZDV�GRQH�LQWR�ERWK�DUHDV�WR�VHFXUH�WKH�VPDUW�VKRSSLQJ�PDOO�

���1RW�VSHFLILF�WR�VKRSSLQJ�PDOOV��0DQ\�VROXWLRQV�ORRN�LQWR�VHFXULQJ�HQWHUSULVH�QHWZRUNV�DQG�WKH�FORXG�

���1RW�RYHUDOO��0RVW�UHVHDUFK�IRFXVHG�RQ VHFXULQJ�RQH�DVSHFW��,R7��&&79��3D\PHQW��

���1R�UHDO�WLPH�DXWRPDWLRQ��0DQ\�KDG�QR�DXWRPDWLRQ��UHDO�WLPH�PRQLWRULQJ�RU�ULVN�DVVHVVPHQW�

���1R�IRFXV�RQ�LQVLGHU�WKUHDWV��1RQH�ORRNHG�LQWR�GHWHFWLQJ�PDOLFLRXV�DQG�FRPSURPLVHG�HPSOR\HHV�YHQGRUV�
XVLQJ�EHKDYLRXUDO $,�

���1R�VFDODEOH�UHDO�ZRUOG�VROXWLRQ��:H�QHHG�D�VROXWLRQ�ZKLFK�FDQ�EH�SURYLGHG�DW�D�ORZ�FRVW�WR�KHOS�VHFXUH�
WKH�FORXG��SXEOLF�:L�)L��VPDUW�VHFXULW\��,R7�DQG�FXVWRPHU�GDWD

9,��3URSRVHG�)UDPHZRUN

$��/RJLFDO�$UFKLWHFWXUH�	�7UXVW�%RXQGDULHV

7KLV�VHSDUDWLRQ RI�SROLF\�HQIRUFHPHQW�DQG�DQDO\WLFV�PHDQV�SROLF\�HQIRUFHPHQW�FDQ�EH�DSSOLHG�WR�NH\�WUXVW�
ERXQGDULHV�OLNH�,GHQWLW\�$ZDUH�$SSOLFDWLRQ�*DWHZD\V��1HWZRUN�$FFHVV�&RQWUROV��'HYLFH�*DWHZD\V��&ORXG�
$FFHVV� %URNHUV� HWF�� 7KH� SROLF\� GHFLVLRQ� VHUYLFH� ZLOO� XVH� WKH� LGHQWLW\�� GHYLFH� KHDOWK� VWDWXV�� UHVRXUFH�
UHTXHVWHG��]RQHV�	�ULVN�IDFWRUV��7KH�DQDO\WLFV�VHUYLFH�ZLOO�FRQVXPH�WKH�DSSURYHG�WHOHPHWU\�GDWD�WR�JHQHUDWH�
DOHUWV�ULVN� IDFWRUV��7KH�VHFXULW\�RSHUDWLRQV�ZRUNIORZ�ZLOO� DOORZ� LQYHVWLJDWLRQ�RI� WKH�DOHUWV��7KLV� HQVXUHV�
WKHUH�LV�QR�GLUHFW�FRQWURO�RYHU�UHVRXUFHV�E\�WKH�$,�PRGHO��7KH�PDOO�FDQ�HDVLO\�VZDS�RXW�XSJUDGH�GHWHFWLRQ�
FRPSRQHQWV�ZLWKRXW�KDYLQJ�WR�UHFRQILJXUH�DOO�WKH�DFFHVV�FRQWUROV�

%��7UXVW�%RXQGDULHV

7KH� DUFKLWHFWXUH� VKRXOG� LGHQWLI\� WUXVW� ERXQGDULHV� EHWZHHQ� WKH� VHUYLFHV��7KLV� LQFOXGHV� WKH� SXEOLF� IDFLQJ�
VHUYLFHV��WHQDQWV��PDOO�DGPLQLVWUDWLRQ��SD\PHQWV��SK\VLFDO�VHFXULW\��EXLOGLQJ��DQG�FORXG�VHUYLFHV��(DFK�RI�
WKHVH�VHUYLFHV�ZLOO�KDYH�GLIIHUHQW�DYDLODELOLW\�	�FRQILGHQWLDOLW\�UHTXLUHPHQWV��*XHVW�:L�)L�LV�GHOLEHUDWHO\�
DFFHVVLEOH�E\�XQNQRZQ�SDUWLHV��%XLOGLQJ�V\VWHPV�PD\�FRQWURO�OLJKWLQJ��OLIWV�	�HQYLURQPHQW��3D\PHQW�	�
FXVWRPHU�LQIRUPDWLRQ�QHHGV�D�KLJK�OHYHO�RI�FRQILGHQWLDOLW\�	�DXGLWLQJ��7KH�SROLFLHV�VKRXOG�HQVXUH�WKDW�QR�
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DFFHVV�FDQ�EH�JLYHQ�IUHHO\�IURP�D�ORZ�WUXVW�ERXQGDU\�WR�D�KLJK�WUXVW�ERXQGDU\��,I�DQ\�LQWHJUDWLRQ�LV�UHTXLUHG��
WKLV�VKRXOG�EH�GRQH�YLD�D�GRFXPHQWHG�$3,��ZLWK�OLPLWHG�FUHGHQWLDOV��OLPLWHG�QHWZRUN�SDWKV�	�PRQLWRUHG�
DFWLYLW\�

&��'DWD�4XDOLW\�	�([SODLQLQJ�'HFLVLRQV

7R�HQVXUH�ULVNV�DUH�EHLQJ�PDGH�FRUUHFWO\�� LQSXW�GDWD�VKRXOG�EH�DFFXUDWH�	�XS�WR�GDWH��,I� WLPHVWDPSV�DUH�
LQFRUUHFW��LW�FDQ�FDXVH�HYHQWV�WR�DSSHDU�QRW�UHODWHG��0XOWLSOH�RU�PLVVLQJ�ORJV�FDQ�FDXVH�LQDFFXUDWH�DQRPDO\�
VFRULQJ��$VVHW� QDPHV� VKRXOG� EH�PDSSHG�ZLWKLQ� DOO� LGHQWLW\�� HQGSRLQW�� QHWZRUN�	� DSSOLFDWLRQ� V\VWHPV��
(YLGHQFH� VKRXOG� EH� UHWDLQHG� DQG� DQ� H[SODQDWLRQ� SURYLGHG� DV� WR�ZK\� D� ULVN�ZDV�PDGH��7KLV� FDQ� EH� DQ�
XQNQRZQ�GHVWLQDWLRQ��XQKHDOWK\�GHYLFH�	�SURKLELWHG�QHWZRUN�SDWK��7KLV�VKRXOG�FOHDUO\�LGHQWLI\�LI�WKH�ULVN�
ZDV� D� SROLF\� EUHDFK� RU� D� SUREDELOLW\� EDVHG� DOHUW�� 7KLV� ZLOO� KHOS� DQDO\VWV� LQYHVWLJDWH� 	� LPSURYH�
GRFXPHQWDWLRQ��,W�DOVR�UHGXFHV�WKH�FKDQFHV�RI�RSHUDWRUV�WUXVWLQJ�WKH�PRGHO�WRR�PXFK�

'��([FHSWLRQV�	�%UHDN�*ODVV�$FFHVV

([FHSWLRQV�DUH�UHTXLUHG�LQ�WKH�RSHUDWLQJ�HQYLURQPHQW��+RZHYHU��LI�WKHVH�DUH�QRW�PDQDJHG�WKH\�FDQ�EHFRPH�
D� VHFXULW\�ZHDNQHVV�� (DFK� H[FHSWLRQ� VKRXOG� EH� GRFXPHQWHG�ZLWK�ZKR� RZQV� LW�� EXVLQHVV� UHDVRQ�� DVVHWV�
DIIHFWHG��FRPSHQVDWLQJ�FRQWUROV��H[SLU\�GDWH�	�UHYLHZ�GDWH��%UHDN�JODVV�DFFHVV�VKRXOG�EH�GRQH�YLD�XQLTXH�
LGHQWLWLHV��VWURQJHU�DXWKHQWLFDWLRQ�	�GHWDLOHG�ORJJLQJ��,I�LPPHGLDWH�DFFHVV�LV�UHTXLUHG�WR�VDYH�D�OLIH�RU�NHHS�
YLWDO�VHUYLFHV�UXQQLQJ��WKH�V\VWHP�PD\�DOORZ�D�FRQWUROOHG�EUHDN�JODVV�SURFHVV�ZKLFK�VKRXOG�EH�UHYLHZHG�
SURPSWO\��7KH�DLP�LV�QRW�WR�UHPRYH�DOO�H[FHSWLRQV�EXW�WR�PDNH�WKHP�FOHDU�	 KDYH�FRQWURO��7KH�SROLF\�HQJLQH�
VKRXOG�UDLVH�DQ�DOHUW�LI�DQ�H[FHSWLRQ�LV�XVHG�RXWVLGH�RI�WKH�LQWHQGHG�XVH�RU�DIWHU�WKH�DSSURYHG�H[SLU\�GDWH�

(��,GHQWLW\�0DQDJHPHQW��$VVHW�,QYHQWRU\�	�3ROLF\�2ZQHUVKLS

,GHQWLW\� PDQDJHPHQW� VKRXOG� EH� LQ� SODFH� IRU� HPSOR\HHV�� FRQWUDFWRUV�� WHQDQWV�� VHUYLFH� SURYLGHUV��
DGPLQLVWUDWRUV�	�PDFKLQH�LGHQWLWLHV��(DFK�LGHQWLW\�VKRXOG�KDYH�DQ�RZQHU��UROH��UHVRXUFHV�WKH\�DUH�DOORZHG�
WR�DFFHVV�	�H[SLU\�UHYLHZ�GDWH��9HQGRU�LGHQWLWLHV�VKRXOG�EH�WHPSRUDU\�	�RQO\�KDYH�DFFHVV�WR�WKH�V\VWHPV�
UHTXLUHG�WR�FRPSOHWH�WKHLU�FRQWUDFW��0DFKLQH�LGHQWLWLHV�VKRXOG�EH�OLQNHG�WR�DQ�LQYHQWRU\�ZLWK�GHWDLOV�RI�ZKDW�
W\SH� RI� GHYLFH� LW� LV�� ORFDWLRQ�� WHDP� RZQLQJ�� H[SHFWHG� FRPPXQLFDWLRQ� 	� LI� LW� LV� PDLQWDLQHG��$FFXUDWH�
RZQHUVKLS�	�LQYHQWRU\�PDQDJHPHQW�ZLOO�HQVXUH�WKH�SROLF\�HQJLQH�LV�DSSO\LQJ�UXOHV�WR�WKH�FRUUHFW�DVVHW��
3ROLF\�RZQHUVKLS�VKRXOG�EH�DVVLJQHG�WR�WKH�RSHUDWLQJ�WHDPV��6HFXULW\�WHDPV�VKRXOG�RZQ�FRPPRQ�VWDQGDUGV��
H[FHSWLRQ�UHYLHZV�	�DXGLWV�

)��1HWZRUN�6HJPHQWDWLRQ�	�/HDVW�3ULYLOHJH

1HWZRUN� VHJPHQWDWLRQ� VKRXOG� EH� EDVHG� RQ� WKH� OHDVW� DPRXQW� RI� FRPPXQLFDWLRQ� UHTXLUHG�� )RU� H[DPSOH�
SD\PHQW�WHUPLQDOV�PD\�RQO\�EH�DOORZHG�WR�FRPPXQLFDWH�ZLWK�DSSURYHG�SD\PHQW�VHUYLFHV�	�QRW�LQLWLDWH�
FRPPXQLFDWLRQ�ZLWK�FDPHUD�PDQDJHPHQW��&&79�GHYLFHV�VKRXOG�RQO\�EH�DOORZHG�WR�FRPPXQLFDWH�ZLWK�WKH�
UHFRUGLQJ�VHUYHU�	�PDQDJHPHQW�LQWHUIDFH�EXW�QRW�WHQDQWV�326��*XHVW�:L�)L�VKRXOG�EH�LVRODWHG�IURP�LQWHUQDO�
DSSOLFDWLRQV��7HQDQWV�VKRXOG�EH�LVRODWHG�EDVHG�RQ�FRQWUDFWXDO�	�RSHUDWLRQDO�ERXQGDULHV��:KHUH�SRVVLEOH�
UXOHV� VKRXOG�EH�VHW� WR�GHQ\�E\�GHIDXOW��([FHSWLRQV� VKRXOG�EH�GRFXPHQWHG�	�UHYLHZHG��7KLV� VKRXOG�QRW�
UHSODFH�LGHQWLW\�YHULILFDWLRQ�EXW�UHGXFH�WKH�LPSDFW�RI�D�FRPSURPLVHG�DFFRXQW�GHYLFH�
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*��0RGHO�/LIHF\FOH�	�'ULIW

$,� PRGHOV� ZLOO� EH� LPSDFWHG� E\� FKDQJHV� LQ� EXVLQHVV� SDWWHUQV�� VHDVRQDO� WUDIILF�� QHZ� VWRUHV�� GHYLFH�
UHSODFHPHQW�	�VRIWZDUH�XSGDWHV��,I�D�PRGHO�LV�WUDLQHG�GXULQJ�D�TXLHW�SHULRG��LW�PD\�UDLVH�DOHUWV�IRU�OHJLWLPDWH�
DFWLYLW\�GXULQJ�D�IHVWLYDO�RU�ODUJH�VDOH��0RGHO�PDQDJHPHQW�VKRXOG�LQFOXGH�GRFXPHQWHG�GDWD�VRXUFHV��YHUVLRQ�
FRQWURO��SUH�GHSOR\PHQW�YDOLGDWLRQ��GULIW�PRQLWRULQJ�	�UROOEDFN��$QDO\VW�IHHGEDFN�FDQ�EH�XVHG�WR�LPSURYH�
ODEHOOLQJ��+RZHYHU��WKLV�VKRXOGQ¶W�EH�GRQH�LQ�VXFK�D�ZD\�WKDW�HYHU\�DOHUW�WKDW�LVQ¶W�UDLVHG�LV�DVVXPHG�WR�EH�
LQFRUUHFW�	�HYHU\�DOHUW�WKDW�LV�UDLVHG�LV�DVVXPHG�WR�UHSUHVHQW�DOO�IXWXUH�DWWDFNV��0RGHOV�VKRXOG�EH�WHVWHG�ZLWK�
NQRZQ�DWWDFN�VFHQDULRV�	�QRUPDO�KLJK�YROXPH�PDOO�WUDIILF�

+��,QFLGHQW�+DQGOLQJ

7KH�GHWHFWLRQ�SODWIRUP�ZLOO�RQO\�EH�XVHIXO�LI�WKH�DOHUWV�DUH�OLQNHG�WR�FOHDU�SURFHVVHV��7KH�VHFXULW\�RSHUDWLRQV�
WHDP�VKRXOG�GHWHUPLQH�WKH�VHYHULW\�OHYHOV��HVFDODWLRQ��HYLGHQFH�UHWHQWLRQ�	�UHPHGLDWLRQ��3OD\ERRNV�FRXOG�
EH�XVHG� WR� UHPRYH� VHVVLRQ� WRNHQV�� UHTXLUH� VWHS�XS�DXWKHQWLFDWLRQ��EORFN�GHVWLQDWLRQ�� LVRODWH�QRQ�FULWLFDO�
GHYLFHV� RU� UDLVH� DQ� LQFLGHQW��%HIRUH� DXWRPDWLQJ� DQ\� DFWLRQV�� FRQVLGHU� KRZ� LW�ZLOO� LPSDFW� WKH� EXVLQHVV��
,VRODWLQJ�D�FDPHUD�LQ�D�SXEOLF�DUHD�FRXOG�LPSDFW�VDIHW\�PRQLWRULQJ��,Q�WKLV�FDVH�LW�PD\�EH�DSSURSULDWH�WR�SXW�
LW�LQWR�D�UHVWULFWHG�PRGH�RU�UHTXLUH�PDQXDO�DSSURYDO��2QFH�FRQWDLQHG��WKH�WHDP�VKRXOG�YHULI\�WKH�LQWHJULW\�
RI�WKH�GHYLFH��FKDQJH�FUHGHQWLDOV�RQ�WKH�DIIHFWHG�GHYLFHV��UHWXUQ�WR�DQ�DSSURYHG�FRQILJXUDWLRQ�	�GRFXPHQW�
WKH�LQFLGHQW�

,��(QG�WR�(QG�5HTXHVW�3URFHVV

:KHQ�D�XVHU�GHYLFH�UHTXHVWV�D� UHVRXUFH�� WKH�SULQFLSDO� LV� LGHQWLILHG�	�FUHGHQWLDOV�YHULILHG��7KH�GHYLFH� LV�
LGHQWLILHG�	�KHDOWK�FKHFNHG��7KLV�LQFOXGHV�FKHFNLQJ�WKH�YDOLGLW\�RI�WKH�FHUWLILFDWH��SDWFK�ILUPZDUH�VWDWXV�LI�
DYDLODEOH�	� LI� LW� LV�SDUW�RI�DQ�DSSURYHG� LQYHQWRU\��7KH�SROLF\�HQJLQH�ZLOO� FKHFN�ZKDW� UHVRXUFH� LV�EHLQJ�
UHTXHVWHG��UROH�RI�WKH�XVHU��FXUUHQW�QHWZRUN�]RQH��WLPH�ORFDWLRQ�FRQWH[W�	�UHFHQW�ULVN�IDFWRUV��$�GHFLVLRQ�
ZLOO�EH�PDGH�EDVHG�RQ�WKH�HYLGHQFH��7KLV�FDQ�DOORZ��EORFN�RU�FKDOOHQJH�ZLWK�VWURQJHU�DXWKHQWLFDWLRQ��7KLV�
ZLOO�EH�ORJJHG�

-��5LVN�%DVHG�'HFLVLRQ

7KH�IUDPHZRUN�VKRXOG�EH�ULVN�EDVHG��,I�WKH�ULVN�LV�ORZ�	�WKH�GHYLFH�LV�D�KHDOWK\�PDQDJHG�GHYLFH��WKH�UHTXHVW�
FDQ�EH�DOORZHG�ZLWK�QRUPDO�FRQWUROV��,I�WKH�ULVN�LV�PHGLXP��VWHS�XS�DXWKHQWLFDWLRQ��VKRUW�OLYHG�VHVVLRQV�	�
UHVWULFWHG�DFFHVV�FDQ�EH�DSSOLHG��,I�WKHUH�LV�D�KLJK�ULVN��LW�FDQ�EH�EORFNHG�	�HVFDODWHG�WR�VHFXULW\�RSHUDWLRQV��
7KH�WKUHVKROGV�VKRXOG�EH�VHW�IRU�HDFK�DVVHW� W\SH��*XHVW�:L�)L�ZLOO�KDYH�D�GLIIHUHQW�DFFHSWDEOH�ULVN�WKDQ�
SD\PHQWV�RU�V\VWHPV�VXSSRUWLQJ�VDIHW\��$FWLRQV�VKRXOG�EH�DEOH�WR�EH�UHYHUVHG�	�ORJJHG�

.��'DWD 	�7HOHPHWU\

7KH�WHOHPHWU\�GDWD�FRXOG�LQFOXGH�HYHQWV�IURP�LGHQWLW\�SURYLGHUV��HQGSRLQW�GHYLFH�KHDOWK��ILUHZDOO�	�QHWZRUN�
IORZ��DSSOLFDWLRQ�ORJV��SD\PHQW�DOHUWV�	�VHFXULW\�FDPHUD�PDQDJHPHQW��2QO\�FROOHFW�WKH�GDWD�UHTXLUHG�IRU�
WKH�VHFXULW\�SXUSRVH��7KH�GDWD�ZLOO�EH�QRUPDOLVHG��GXSOLFDWH�HYHQWV� UHPRYHG�	�DVVHW�FULWLFDOLW\�	�]RQH�
DGGHG��$,�PRGHOV�FDQ�EH�XVHG�WR�DQDO\VH�SDWWHUQV��,I�WKHUH�DUH�OLPLWDWLRQV�ZLWK�FRQQHFWLYLW\�ODWHQF\��OLJKW�
GHWHFWLRQ�FDQ�EH�XVHG�DW�WKH�HGJH��7KLV�ZLOO�UDLVH�KLJKHU�OHYHO�DOHUWV�



Ь«ĺīŪıôϙ͑ϠϙIŜŜŪôϙ͔ϙϼ�ôŕťôıæôŘϱièťĺæôŘϙ͑͏͕͑Ͻ ϼ�ŕôèĖÍīϙIŜŜŪôϙ͐ϽϙϙϙϙϙϙϙϙϙϙϙI��bϡϙ͒͐͒͘ϱ͓͕͐͗ϙϼiĲīĖĲôϽ

�V""ϱ͑͏͕͑ϱ͏͏͔͖͐ иϙ�i"FI«��X�F�ϙVi��b�[ϙi>ϙ"I«(��(ϙ"I��I�[Ib( иϙſſſϟæĤîîĤĺŪŘĲÍīϟĺŘČ иϙϙ͒͒͏

/��,PSOHPHQWDWLRQ

$�SUDFWLFDO�LPSOHPHQWDWLRQ�ZRXOG�VWDUW�ZLWK�DVVHW�GLVFRYHU\�	�QHWZRUN�PDSSLQJ��7KH�ILUVW�SLORW�VKRXOG�EH�
D�VPDOO�VHFWLRQ�ZKLFK�SRVHV�D�ORZHU�ULVN��7KLV�FRXOG�EH�VWDII�KDYLQJ�DFFHVV�WR�FHUWDLQ�DGPLQ�DSSOLFDWLRQV��
7KH�QH[W�SKDVH�ZRXOG�EH�DGGLQJ GHYLFH�LGHQWLILFDWLRQ�	�VHJPHQWDWLRQ��7KLV�FRXOG�EH�FDPHUDV�	�VHQVRUV��
3D\PHQW�DOHUWV�� FORXG�	� ORJ�FRUUHODWLRQ� FDQ�EH� DGGHG� LQ� WKH� WKLUG�SKDVH��2QFH� WKH�GHWHFWLRQ�PRGHOV�	�
UHPHGLDWLRQ� KDYH� EHHQ� WHVWHG�� KLJK� LPSDFW� FRQWDLQPHQW� DFWLRQV� FDQ� EH� DXWRPDWHG�� 7KLV� ZLOO� UHGXFH�
GLVUXSWLRQ�	�HDFK�SKDVH�FDQ�EH�FRPSDUHG�WR�D�GRFXPHQWHG�EDVHOLQH�

0��([DPSOH�7KUHDW

,I�D�FDPHUD�VWDUWV�FRPPXQLFDWLQJ�ZLWK�DQ�XQNQRZQ�H[WHUQDO�DGGUHVV�	�WULHV�WR�FRQQHFW�WR�D�VWDII�VXEQHW��
'HYLFH�KHDOWK�FKHFNV�VKRZ�WKH�ILUPZDUH�LV�RXW�RI�GDWH�	�QHWZRUN�PRQLWRULQJ�VKRZV�QHZ�FRPPXQLFDWLRQ��
7KH�$,� OD\HU� UDLVHV� WKH� ULVN��7KH� SROLF\� HQJLQH� GRHVQ¶W� MXVW� UHO\� RQ� WKH�$,�PRGHO��7KH� GHYLFH� LGHQWLW\��
GHVWLQDWLRQ��]RQH�	�DVVHW�UROH�DOO�VKRZ�LW�VKRXOGQ¶W�EH�DFFHVVLQJ�WKLV��7KH�V\VWHP�FDQ�EORFN�WKH�FRQQHFWLRQ��
LVRODWH�WKH�FDPHUD�LQWR�D�UHVWULFWHG�]RQH��UHWDLQ�WKH�UHOHYDQW�ORJV�	�DOHUW�WKH�VHFXULW\�WHDP��7KLV�LV�DQ�H[DPSOH�
RI�KRZ�LW�ZRXOG�ZRUN�	�LV�QRW�D�PHDVXUHG�H[SHULPHQW�

$�PXOWL�OD\HUHG�]HUR�WUXVW�IUDPHZRUN�LQFRUSRUDWLQJ�$,�KDV�EHHQ�GHVLJQHG�WR�RYHUFRPH�WKHVH�LVVXHV�

���,GHQWLW\�/D\HU�± 0XOWL�IDFWRU�DXWKHQWLFDWLRQ�	�,GHQWLW\�$FFHVV�0DQDJHPHQW��7KLV�LQFOXGHV�&RQWLQXRXV�
$XWKHQWLFDWLRQ�XVLQJ�EHKDYLRXUDO�ELRPHWULFV��8VHUV�ZLOO�EH�DVNHG�WR�FRPSOHWH�0)$�LI�WKH�FRQILGHQFH�OHYHOV�
GURS�>�@�

���'HYLFH�/D\HU�± &U\SWRJUDSKLF�LGHQWLWLHV�RQ�DOO�,R7�GHYLFHV��&&79��VHQVRUV�	�SD\PHQW�WHUPLQDOV���+HDOWK�
FKHFNV�ZLOO�EH�FRPSOHWHG�>�@�

���1HWZRUN�/D\HU�± 3D\PHQW�V\VWHPV��&&79��SXEOLF�:L�)L��VWDII�	�VWRUHV�ZLOO�EH�PLFUR�VHJPHQWHG��7KLV�
PHDQV�LI�DQ�,R7�GHYLFH�EHFRPHV�FRPSURPLVHG��LW�ZRQ¶W�LPSDFW�RWKHU�GHYLFHV�>�@�>��@�

���$,�$QDO\WLFV�/D\HU�± 7KH�EHKDYLRXUDO�SURILOHV�	�DQRPDO\�VFRUHV�DUH�VHQW�WR�WKH�FHQWUDO�SROLF\�HQJLQH��
3D\PHQW�IUDXG�PRGHOV�DUH�XVHG�>�@�>�@�

���6HFXULW\�2SHUDWLRQV�/D\HU�± 7KH� ORJV�DUH� FRUUHODWHG�XVLQJ� WKH�6,(0�SLSHOLQH��$Q�$,�EDVHG�6HFXULW\�
2SHUDWLRQV�&HQWUH�ZLOO�EH�XVHG��7KLV�ZLOO�LQFOXGH�DXWRPDWHG�SOD\ERRNV�WR�LVRODWH�KRVWV�WRNHQV�>��@�

$OO�UHTXHVWV�ZLOO�SDVV�WKURXJK�WKH�LGHQWLW\��GHYLFH�	�QHWZRUN�OD\HUV��7KH�$,�OD\HU�ZLOO�JLYH�D�ULVN�VFRUH�	�
WKH�SROLF\�HQJLQH�ZLOO�GHFLGH�WR�DOORZ��FKDOOHQJH�RU�EORFN��$Q\�VXVSLFLRXV�EHKDYLRXU�ZLOO�EH�SDVVHG�WR�WKH�
62&��$OO�LQIRUPDWLRQ�ZLOO�EH�ORJJHG��/LJKW�$,�PRGHOV�FDQ�EH�XVHG�DW�WKH�HGJH�WR�KHOS�UHGXFH�FRVWV�	�ODWHQF\�
>�@�>�@�

9,,��$SSOLFDWLRQV��%HQHILWV�DQG�&KDOOHQJHV

$��*RYHUQDQFH

$�VPDOO�FURVV�IXQFWLRQDO�WHDP�VKRXOG�EH�UHVSRQVLEOH�IRU�GHSOR\LQJ�WKH�VROXWLRQ��7KH�WHDP�VKRXOG�FRQWDLQ�
NH\�VWDNHKROGHUV�ZLWKLQ�F\EHUVHFXULW\��,7�LQIUDVWUXFWXUH��SK\VLFDO�VHFXULW\��PDOO�PDQDJHPHQW��SULYDF\�DQG�
YHQGRUV��7KH� WHDP�ZLOO� EH� UHVSRQVLEOH� IRU�GHFLGLQJ�RQ�DVVHW�FDWHJRULVDWLRQ�� ULVN� OHYHOV��SOD\ERRNV��GDWD�
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UHWHQWLRQ�DQG�HPHUJHQF\�SROLFLHV��7KH�WHDP�ZLOO�GHFLGH�ZKDW�FDQ�EH�DXWRPDWHG��7KLV�LV�LPSRUWDQW�DV�WKH�
WHFKQLFDO� FRQWUROV� PD\� DIIHFW� FXVWRPHU� H[SHULHQFH�� )RU� H[DPSOH�� WKH� VHFXULW\� WHDP� PD\� ZDQW� WR�
DXWRPDWLFDOO\�LVRODWH�EXW�WKH�RSHUDWLRQV�PD\�ZDQW�WR�NHHS�WKH�FDPHUD�WHUPLQDO�RQOLQH��+DYLQJ�D�VHW�FULWHULD�
IRU�GHFLVLRQ�PDNLQJ�ZLOO�UHPRYH�DQ\�FRQIXVLRQ�ZKHQ�LQFLGHQWV�RFFXU�

%��3URWRW\SH�(OHPHQWV

)RU�WKH�SURRI�RI�FRQFHSW�WKH�VROXWLRQ�FRXOG�EH�EXLOW�XVLQJ�WKH�IROORZLQJ�FRPSRQHQWV��,GHQWLW\�3URYLGHU��WR�
DXWKHQWLFDWH�XVHUV���&HUWLILFDWH�,QYHQWRU\�6HUYLFH��GHYLFH�LGHQWLWLHV���1HWZRUN�6HJPHQWDWLRQ��&HQWUDO�(YHQW�
3LSHOLQH�� 3ROLF\� (QJLQH��$QRPDO\� GHWHFWLRQ� FRXOG� EH� DFKLHYHG� WKURXJK� EDVLF VWDWLVWLFDO� DQDO\VLV�� 7KH�
VHFXULW\�RSHUDWLRQV�GDVKERDUG�VKRXOG�KDYH�D�YLHZ�RQ�WKH�HYHQW�WLPHOLQH��DVVHW�RZQHU��UHVRXUFH�UHTXHVWHG��
SROLF\�RXWFRPH��ULVN�VLJQDO�DQG�UHFRPPHQGHG�DFWLRQ��DOORZLQJ�WKH�VROXWLRQ�WR�EH�WHVWHG�LQGLYLGXDOO\��7KH�
SURWRW\SH� VKRXOG� XVH� V\QWKHWLF� RU� DXWKRULVHG� GDWD�� &XVWRPHU� GDWD� VKRXOGQ¶W� EH� XVHG� XQOHVV� DEVROXWHO\�
QHFHVVDU\�DQG�PXVW�IROORZ�WKH�DSSURYHG�SURFHVV�

&��7HVWLQJ

2EWDLQ�D�EDVHOLQH��WKLV�ZLOO�VKRZ�KRZ�PDQ\�UHTXHVWV��WUDIILF�DQG�GHYLFH�FRPPXQLFDWLRQ�ZRXOG�EH�VHHQ��6HW�
VRPH� FRQWUROOHG� DWWDFN� VFHQDULRV�� WKLV� FRXOG� LQFOXGH� EUXWH� IRUFH� DWWDFNV�� GHYLFHV� FRPPXQLFDWLQJ� WR�
XQDXWKRUL]HG� HQGSRLQWV� RU� UHTXHVWLQJ� UHVRXUFHV� RXWVLGH� RI� WKHLU� UROH�� &KHFN� WKDW� WKH� VROXWLRQ� FRUUHFWO\�
LGHQWLILHV�WKH�HYHQW��DSSOLHV�WKH�FRUUHFW�SROLF\�DQG�SURYLGHV�DQ�DXGLW�WUDLO��&UHDWH�VRPH�EHQLJQ�VFHQDULRV��
WKLV� ZLOO� DOORZ� \RX� WR� VHH� KRZ� PDQ\� IDOVH� SRVLWLYHV� ZRXOG� RFFXU�� H[DPSOHV� LQFOXGH� VKLIW� FKDQJHV��
PDLQWHQDQFH�SHULRGV�DQG�SHDN�WLPHV��/DVWO\�PHDVXUH�KRZ�PXFK�LPSDFW�WKH�VROXWLRQ�KDV�RQ�RSHUDWLRQV��+RZ�
TXLFNO\�GHFLVLRQV�ZHUH�PDGH��WKH�RYHUKHDG��DQDO\VW�HIIRUW�DQG�LI�DQ\�OHJLWLPDWH�UHVRXUFHV�ZHUH�LPSDFWHG��
$IWHU� DQ\� FKDQJHV� WR� WKH� PRGHO�SROLF\� UHSHDW� WKH� WHVWV� WR� VHH� LI� LPSURYHPHQWV� KDYH� EHHQ� PDGH�WKH�
PRGHO�SROLF\�UHSHDW�WKH�WHVWV�WR�VHH�LI�LPSURYHPHQWV�KDYH�EHHQ�PDGH�

'��5HSRUWLQJ

:KHQ�UHSRUWLQJ�RQ�DQ\�WHVW�UHVXOWV��HQVXUH�WR�GHVFULEH�WKH�HQYLURQPHQW��GDWD�VRXUFH��QXPEHU�RI�VFHQDULRV��
WUDLQLQJ�WHVW� GDWD� VSOLW��PRGHO� VHWXS�� SROLF\� WKUHVKROGV� DQG�PHWULF�GHILQLWLRQV��:KHUH�SRVVLEOH�EUHDN� WKH�
LQIRUPDWLRQ�GRZQ�LQWR�WKH�NH\�VXE�VHFWLRQV��7KLV�ZLOO�KLJKOLJKW� LI� WKH�VROXWLRQ�LVQ¶W�SLFNLQJ�XS�DQ\�ORZ�
IUHTXHQF\�KLJK�LPSDFW�HYHQWV��,QFOXGH�WKH�IDOVH�SRVLWLYHV�DQG�PLVVHG�GHWHFWLRQV��,I�WKH�VROXWLRQ�ZDV�RQO\�
WHVWHG�LQ�D�ODE�HQYLURQPHQWV�WKLV�VKRXOG�EH�PHQWLRQHG�

(��2ZQHUVKLS

7KHUH�DUH�XVXDOO\�PDQ\�SHRSOH�LQYROYHG�ZLWK�D�VPDUW�PDOO��LQFOXGLQJ�PDOO�PDQDJHPHQW��VHFXULW\�RSHUDWLRQV��
,7�DGPLQ�� WHQDQWHG�VWRUHV��SD\PHQW�SURYLGHUV�� IDFLOLWLHV�PDQDJHPHQW�DQG�FORXG�YHQGRUV�� ,Q� WKH�VHFXULW\�
DUFKLWHFWXUH�HQVXUH�\RX�NQRZ�ZKR�KDV�RZQHUVKLS�RI�DSSURYLQJ�DFFHVV�WR�UHVRXUFHV��PDLQWDLQLQJ�GLIIHUHQW�
GHYLFHV��UHFHLYLQJ�DOHUWV�DQG�LVRODWLQJ�V\VWHPV��,I�WKLUG�SDUW\�HTXLSPHQW�LV�XVHG�HQVXUH�LW�LV�FOHDU�ZKR�LV�
UHVSRQVLEOH��7KLV�VKRXOG�EH�RXWOLQHG�LQ�FRQWUDFWV�DQG�SURFHVVHV��7KLV�ZLOO�HQVXUH�ORJV�DUH�DYDLODEOH��DOHUWV�
DUH�UDLVHG��SDWFKLQJ�WLPHIUDPHV�DUH�NQRZQ��DFFHVV�LV�UHYLHZHG�DQG�HYLGHQFH�LV�KDQGOHG�

)��'HSOR\PHQW

&RQVLGHU� WKH� EDQGZLGWK�� VWRUDJH�� DYDLODELOLW\�� OHJDF\� DQG� UHVRXUFHV� UHTXLUHG��$� ORW� RI� WHOHPHWU\� FRXOG�
LQFUHDVH�WKH�VWRUDJH�DQG�SURFHVVLQJ�FRVWV��7RR�PXFK�FHQWUDOL]DWLRQ�FRXOG�FUHDWH�D�VLQJOH�SRLQW�RI�IDLOXUH��
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&RQVLGHU�XVLQJ�D�K\EULG� DSSURDFK�ZLWK� UHDO� WLPH� ORFDO� SURFHVVLQJ�DQG�DJJUHJDWHG� HYHQWV�SXVKHG� WR� WKH�
DQDO\WLFV��&RQVLGHU�KRZ�WKH�V\VWHP�ZLOO�IXQFWLRQ�ZKHQ�RIIOLQH��&ULWLFDO�VHUYLFHV�PD\�KDYH�VWULFW�SROLFLHV�WR�
DOORZ�IDOO�EDFN��7U\�WR�HQVXUH�WKH�V\VWHP�LVQ¶W�WRR�RSHQ�RU�FORVHG��/LPLW�WKH�IDOO�EDFN�SHULRG�

*��6HFXULW\�	�$XGLW

%HIRUH�JRLQJ�OLYH�SHUIRUP�VRPH�WKUHDW�PRGHOOLQJ��FRQILJ�FKHFNV��SHQHWUDWLRQ�WHVWLQJ�DQG�ZDONWKURXJKV��7HVW�
WR�XQGHUVWDQG�LI�WKH�LGHQWLWLHV�FDQ�EH�UHXVHG�LQ�GLIIHUHQW�]RQHV��GHYLFHV�FDQ�FRPPXQLFDWH�WR�XQDXWKRULVHG�
HQGSRLQWV�ZKHQ�FRPSURPLVHG��ORJV�FDQ�EH�FKDQJHG�DQG�HPHUJHQF\�DFFHVV�LV�FRQWUROOHG��(QVXUH�WKH�SROLF\�
HQJLQH� LV�YHU\�VHFXUH�� WKLV�FDQ�EH�DFKLHYHG�E\�XVLQJ� VWURQJ DXWKHQWLFDWLRQ�� OHDVW�SULYLOHJH��EDFN�XS�DQG�
DSSURYDOV� IRU� FKDQJHV�� ,QFOXGH� LQIRUPDWLRQ�RQ� WKH�FRQWH[W�RI� WKH� UHTXHVW�� GHFLVLRQ��SROLF\�YHUVLRQ�� ULVN�
VLJQDOV�DQG�DQ\�DXWRPDWHG�DFWLRQV��7KLV�ZLOO�KHOS�DQDO\VWV�XQGHUVWDQG�ZK\�DFFHVV�ZDV�JUDQWHG�UHMHFWHG�DQG
DOORZ�WKHP�WR�LQYHVWLJDWH�IXUWKHU�

+��5LVNV

,I�WKH�WHOHPHWU\�LV�LQFRPSOHWH��WKH�ODEHOOLQJ�LV�XQUHOLDEOH�RU�DWWDFNHUV�DUH�WU\LQJ�WR�PLPLF�OHJLWLPDWH�XVHUV�
WKHQ� WKH� IUDPHZRUN� PD\� QRW� ZRUN� ZHOO�� 7KHUH� LV� D� ULVN� WKDW� WKHUH� ZLOO� EH� DGYHUVDULDO� DWWDFNV�� VHQVRU�
FRPSURPLVH�DQG�WUDLQLQJ�GDWD�SRLVRQLQJ��(QVXUH�D�OD\HUHG�GHIHQFH�LV�XVHG��8VH�$,�WR�SURYLGH�HYLGHQFH�EXW�
VWLOO�KDYH�FKHFNV�LQ�SODFH�IRU�WKH�LGHQWLWLHV��FU\SWRJUDSK\��QHWZRUN�VHJPHQWDWLRQ�DQG�GHWHUPLQLVWLF�UXOHV��
'RQ¶W�PDNH�WKH�GHSOR\PHQW�ORRN�OLNH�EHFDXVH�LW�VFRUHV�KLJK�LW�PXVW�KDYH�EHHQ�DWWULEXWDEOH�WR�WKH�LQFLGHQW��
(QVXUH�DQDO\VWV�FDQ�HDVLO\�XQGHUVWDQG�ZKDW�WKH\¶UH�VHHLQJ��ZKDW�WKH�PRGHO�LV�ZRUNLQJ�RXW�DQG�ZKDW�KDV�
EHHQ�GLVFRYHUHG�

,��0HWULFV

,Q�WKH�IXWXUH�ZKHQ�FUHDWLQJ�D�SURWRW\SH��WHVW�WKH�VROXWLRQ�ZLWK D�GHILQHG�GDWDVHW��7U\�XVLQJ�VRPH�FRQWUROOHG�
VFHQDULRV��0HWULFV� FRXOG� LQFOXGH�SUHFLVLRQ�� UHFDOO�� IDOVH�SRVLWLYH� UDWH�� GHWHFWLRQ� WLPH�� FRQWDLQPHQW� WLPH��
DXWKHQWLFDWLRQ�FKDOOHQJH� UDWH��SROLF\�GHFLVLRQ� WLPH�DQG� VHUYLFH� DYDLODELOLW\��'HWHFWLRQ� VKRXOG�EH�EURNHQ�
GRZQ�LQWR�SD\PHQW�V\VWHPV��,R7�GHYLFHV��VWDII�LGHQWLWLHV�DQG�JXHVW�QHWZRUNV��7KLV�LV�GXH�WR�WKH�GLVWULEXWLRQ�
DQG�FRVW�RI�HUURUV��5HFRUG�FRPSXWDWLRQDO�RYHUKHDG�

-��%DVHOLQH�	�6FHQDULRV

&RPSDUH�ZLWK�D� WUDGLWLRQDO� VROXWLRQ��]HUR� WUXVW�ZLWKRXW�$,� ULVN� VFRULQJ�DQG�$,�GHWHFWLRQ�ZLWKRXW�SROLF\�
HQIRUFHPHQW��6FHQDULRV�FRXOG� LQFOXGH�FUHGHQWLDO� WKHIW��DQRPDORXV�DFFRXQW�DFWLYLW\��FDPHUD�FRPSURPLVH��
PXOWLSOH� SD\PHQW� DQRPDOLHV�� ODWHUDO�PRYHPHQW� DQG� VXVSLFLRXV� FORXG�$3,� UHTXHVW��$OO� VFHQDULRV� VKRXOG�
LQFOXGH� EHQLJQ� HYHQWV� WR� HQVXUH� WKH� VROXWLRQ� FDQ� LGHQWLI\� OHJLWLPDWH� H[FHSWLRQV�� 1R� SHUIRUPDQFH� VWDWV�
FODLPHG�DV�WKLV�LV�IXWXUH�ZRUN�

.��,QWHJUDWLRQ

7KLV�FRXOG�EH�RQH�RI�WKH�PDLQ�LVVXHV��$�PDOO�PD\�KDYH�OHJDF\�FDPHUDV��326�V\VWHPV��WHQDQWHG�QHWZRUNV��
�UG� SDUW\� SDUNLQJ� DQG� PXOWLSOH� YHQGRUV� WR� PDQDJH� WKH� FORXG� DSSOLFDWLRQV�� 6RPH� GHYLFHV� PD\� QRW� EH�
FRPSDWLEOH�ZLWK�PRGHUQ�DJHQWV�RU�VWURQJ�FU\SWRJUDSKLF�PHWKRGV��:RUNDURXQGV�PD\�EH�UHTXLUHG�VXFK�DV�
QHWZRUN�JDWHZD\��SDVVLYH�PRQLWRULQJ��OLPLWHG�]RQHV�DQG�GRFXPHQWHG�H[FHSWLRQV��7KH�DVVHWV��FHUWLILFDWHV��
SROLFLHV�DQG�GHWHFWLRQ�PRGHOV�ZLOO�QHHG�WR�EH�PDLQWDLQHG��$V�VWRUHV��GHYLFHV�DQG�XVHU�UROHV�FKDQJH�
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/��%HQHILWV�	�7UDGH�RIIV

+DYLQJ�PRUH�YLVLELOLW\��OHVV�ODWHUDO�PRYHPHQW�RSSRUWXQLWLHV��PRUH�FRQWH[WXDO�GHFLVLRQV�DQG�IDVWHU�LQFLGHQW�
UHVSRQVH��'HSHQGV�RQ�WKH�TXDOLW\�RI�DVVHWV��HYHQWV��SROLFLHV�DQG�VWDII�SURFHVVHV��7KH�DQDO\WLFV�FRXOG�DGG�
VRPH�FRVW�DQG�GHOD\�WR�WKH�V\VWHP��(GJH�SURFHVVLQJ�FDQ�EH�FRPSOLFDWHG��3ROLFLHV�FRXOG�EH�WRR�UHVWULFWLYH��
FDXVLQJ�GLVUXSWLRQ�WR�JHQXLQH�EXVLQHVV�RU�WRR�OD[ VR�WKH�VHFXULW\�EHQHILWV�DUHQ¶W�VHHQ��,W�LV�LPSRUWDQW�WR�KDYH�
FRQWLQXRXV�PRQLWRULQJ�DQG�UHJXODUO\�UHYLHZ�SROLFLHV��7KLV�GHVLJQ�FRXOG�HDVLO\�EH�DSSOLHG�WR�UHWDLO�FKDLQV��
DLUSRUWV��KRVSLWDOV��VPDUW�EXLOGLQJV�DQG�VPDUW�FLW\�LQIUDVWUXFWXUH��%HQHILWV�LQFOXGH�FRQWLQXRXV�YHULILFDWLRQ��
IHZHU�VLGH�DWWDFNV��IDVWHU�UHVSRQVH�DQG�UHDO�WLPH�IUDXG�GHWHFWLRQ��+RZHYHU�WKHUH�DUH�D�IHZ�LVVXHV�

,W� ZLOO� DGG� FRVW�� QHHG� VNLOOHG� VHFXULW\� VWDII� DQG� FRQWLQXDO� PRQLWRULQJ�� 1HHG� WR� LQWHJUDWH� ZLWK� H[LVWLQJ�
LQIUDVWUXFWXUH��$�ORW�RI�ORJV ZLOO�EH�UHTXLUHG�>��@��ZKLFK�ZLOO�UHTXLUH�D�ORW�RI�SURFHVVLQJ�SRZHU��5HDO�ZRUOG�
GDWD�ZDVQ¶W�WHVWHG�LQ�WKH�VWXGLHV�>�@�>�@�

9,,,��&RQFOXVLRQ�DQG�)XWXUH�:RUN

$��)XWXUH�:RUN

7KH� IXWXUH�ZRUN�VKRXOG� LQFOXGH�GHYHORSLQJ�D�SURWRW\SH�DQG�VHWWLQJ�XS�D� FRQWUROOHG�HQYLURQPHQW�ZKLFK�
VKRXOG� VLPXODWH� D� VPDUW�PDOO��7KLV� VKRXOG� LQFOXGH� UHDO� XVHUV�� ,R7�GHYLFHV�� QHWZRUN� VHJPHQWV�� SD\PHQW�
DFWLYLW\�DQG�D�FHQWUDO�ORJ��$Q�DOJRULWKP�VKRXOG�EH�GHYHORSHG�WR�SURYLGH�H[SODLQDEOH�ULVN�VFRUHV�DQG�SULYDF\�
SUHVHUYLQJ�DQDO\WLFV��)HGHUDWHG�/HDUQLQJ�DQG�OLJKW�ZHLJKW�$,�PRGHOV�VKRXOG�DOVR�EH�LQYHVWLJDWHG�WR�XVH�LQ�
VLWXDWLRQV�ZKHUH�GDWD�FDQQRW�EH�VWRUHG�LQ�D�FHQWUDO�ORFDWLRQ��7KH�UHVHDUFK�VKRXOG�UHSRUW�RQ�KRZ�VHFXUH�WKH�
V\VWHP�LV�DQG�LWV�LPSDFW�RQ�RSHUDWLRQV��IDOVH�SRVLWLYHV��UHVSRQVH�WLPHV�DQG�VHUYLFH�LQWHUUXSWLRQV��

%��/LPLWDWLRQV

7KLV� SDSHU� SURYLGHV� D� IUDPHZRUN� XVLQJ� D� WDUJHWHG� OLWHUDWXUH� UHYLHZ��$Q� DFWXDO� V\VWHP�ZDV� QRW� FUHDWHG�
PHDQLQJ� WKHUH� LV� QR� RULJLQDO� GDWDVHW�� EHQFKPDUNV� RU� TXDQWLWDWLYH� GDWD�� 7KH� SDSHUV� XVHG� YDU\� EHWZHHQ�
GLIIHUHQW�VFHQDULRV�DQG�PHWKRGV��7KLV�PHDQV�UHVXOWV�FDQQRW�EH�JHQHUDOLVHG�WR�DOO�VKRSSLQJ�PDOOV��7KLV�SDSHU�
SURYLGHV� D� IUDPHZRUN�ZKLFK�PXVW� EH� LPSOHPHQWHG�� UHYLHZHG� E\� VWDNHKROGHUV� DQG� WHVWHG� LQ� D� UHDOLVWLF�
HQYLURQPHQW�

:KLOVW�$,� DQG� =HUR�7UXVW� LQFUHDVHV� F\EHUVHFXULW\� WKURXJK� FRQWLQXRXV�PRQLWRULQJ�� WKUHDW� GHWHFWLRQ� DQG�
DFFHVV�FRQWURO��2QO\�RQH�DVSHFW�RI�WKH�IUDPHZRUN�ZDV�ORRNHG�DW�ZLWKLQ�WKH�VWXGLHV�DQG�IHZ�ORRNHG�DW�KRZ�
WKH\�FDQ�ZRUN�WRJHWKHU��6PDUW�PDOOV�FDQ�IDFH�LVVXHV�ZLWK�SD\PHQW�IUDXG��UDQVRPZDUH��SKLVKLQJ�DWWDFNV��
LQVLGHU�WKUHDWV��YXOQHUDELOLWLHV�DQG�XQDXWKRULVHG�DFFHVV��,W�VHHPV�DQ�LQWHJUDWHG�DSSURDFK�LV�QHHGHG�

7KH�IUDPHZRUN�ZLOO�EH�H[SDQGHG�XSRQ�DQG�ZLOO�EH�WHVWHG�DFURVV�GLIIHUHQW�DVSHFWV�LQFOXGLQJ�SD\PHQWV��,R7��
&&79�� FORXG�� SXEOLF�:L�)L� DQG� FXVWRPHU� GDWD�� )XWXUH� ZRUN� FRXOG� ORRN� LQWR� FUHDWLQJ� DQ�$,� SRZHUHG�
DXWRQRPRXV� 6HFXULW\� 2SHUDWLRQV� &HQWUH�� SULYDF\� SUHVHUYLQJ�$,�� OLJKW� ZHLJKW�$,� PRGHOV�� GLJLWDO� WZLQ�
VHFXULW\�DQG�TXDQWXP�UHVLVWDQW�=HUR�7UXVW�$UFKLWHFWXUH�>�@>�@�
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