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�6WXGHQW��7(�&��$,�	�'6���351����������%���0HQWRU��6338�7HFKQLFDO�6HPLQDU�(/&���&6'
�'HSW��RI�$UWLILFLDO�,QWHOOLJHQFH�DQG�'DWD�6FLHQFH

�$MHHQN\D�'<�3DWLO�6FKRRO�RI�(QJLQHHULQJ��3XQH��,QGLD

$EVWUDFW

&\EHU�DWWDFNV�DUH�LQFUHDVLQJ�ZLWK�PDQ\�EHLQJ�YHU\�WDUJHWHG�DQG�GLIILFXOW�WR�GHWHFW�XVLQJ�VLJQDWXUH�EDVHG�
DSSURDFKHV��6LJQDWXUH�EDVHG�DSSURDFKHV�DUH�XVHIXO�IRU�GHWHFWLQJ�NQRZQ�WKUHDWV�EXW�KDYH�ZHDNQHVVHV�ZKHQ�
WU\LQJ�WR�GHWHFW�XQNQRZQ�WKUHDWV�OLNH�]HUR�GD\�DWWDFNV��PXWDWHG�PDOZDUH�DQG�DQRPDOLHV��7KLV�SDSHU�H[SORUHV�
WKH�GLIIHUHQW�W\SHV�RI�$,�DQG�0/�WHFKQLTXHV�WKDW�FDQ�EH�XVHG�IRU�LQWHOOLJHQW�WKUHDW�GHWHFWLRQ��EORFNLQJ�DQG�
UHSRUWLQJ��$� UHYLHZ� RI� HOHYHQ�$,�0/� SDSHUV� UHODWHG� WR� F\EHUVHFXULW\� ZDV� XQGHUWDNHQ� ZLWK� D� UDQJH� RI�
GLIIHUHQW� WHFKQLTXHV� LQFOXGLQJ� VXSHUYLVHG� FODVVLILFDWLRQ� IRU�ZHE� DWWDFNV�� WUHH� EDVHG� LQWUXVLRQ� GHWHFWLRQ��
HQVHPEOH�WHFKQLTXHV��''R6�GHWHFWLRQ��RQOLQH�,VRODWLRQ�)RUHVW��GHHS�OHDUQLQJ�IRU�ZLUHOHVV�DQG�ZHE�LQWUXVLRQ�
GHWHFWLRQ�� DQG� JHQHUDO� F\EHUVHFXULW\� VXUYH\V�� %\� UHYLHZLQJ� WKH� OLWHUDWXUH� LW� KDV� EHHQ� IRXQG� WKDW� XVLQJ�
OHDUQLQJ�EDVHG�DSSURDFKHV� FDQ� LQFUHDVH� IOH[LELOLW\�ZLWKLQ� WKH V\VWHP�DQG�SURYLGH� UHDO� WLPH�PRQLWRULQJ��
+RZHYHU� WKHUH� DUH� OLPLWDWLRQV� WR� WKHVH� DSSURDFKHV�ZKHQ� DSSOLHG� WR� UHDO�ZRUOG� FDVHV� LQFOXGLQJ� ROG� DQG�
OLPLWHG�EHQFKPDUN�GDWD�VHWV��IDOVH�SRVLWLYHV��FRVW�RI�PRGHOV��FODVV�LPEDODQFH�DQG�SRRU�LQWHJUDWLRQ�EHWZHHQ�
GHWHFWLRQ� DQG� EORFNLQJ�� 7KLV� SDSHU� VXJJHVWV� DQ� HQG�WR�HQG� FRQFHSW� IUDPHZRUN� IRU� FDSWXULQJ� DQG� SUH�
SURFHVVLQJ�WHOHPHWU\�GDWD��XVLQJ�VXSHUYLVHG�FODVVLILFDWLRQ��DQRPDO\�GHWHFWLRQ��DVVHVVLQJ�WKH�ULVN�VHYHULW\��
DSSO\LQJ�SROLFLHV�WR�FRQWDLQ�WKH�WKUHDW�DQG�FUHDWLQJ�DQ�DXGLW�DEOH�UHSRUW�RI�WKH�LQFLGHQW��7KH�IUDPHZRUN�KDV�
QRW�EHHQ�LPSOHPHQWHG�RU�YDOLGDWHG��7KH�IUDPHZRUN�ZLOO�EH�YDOLGDWHG�XVLQJ�XS�WR�GDWH�GDWD�VHWV��SUHFLVLRQ��
UHFDOO�� IDOVH�SRVLWLYH� UDWH��GHWHFWLRQ� ODWHQF\�� WKURXJKSXW�DQG� UHVSRQVH� WLPH��+LJK� LPSDFW� DFWLRQV ZLOO�EH�
UHTXLUHG�WR�EH�DSSURYHG�E\�KXPDQV��7KH�IUDPHZRUN�ZLOO�IRFXV�RQ�XVLQJ�$,�DV�SDUW�RI�D�ZLGHU�V\VWHP�WR�
DVVLVW�ZLWK�GHFLVLRQ�PDNLQJ�

.H\ZRUGV� $UWLILFLDO�LQWHOOLJHQFH��0DFKLQH�OHDUQLQJ��&\EHUVHFXULW\��7KUHDW�GHWHFWLRQ��,QWUXVLRQ�GHWHFWLRQ�
V\VWHP��$QRPDO\�GHWHFWLRQ��$XWRPDWLF�EORFNLQJ��,QFLGHQW�UHSRUWLQJ��''R6�GHWHFWLRQ�

,��,QWURGXFWLRQ

0RGHUQ�HQWHUSULVH�HQYLURQPHQWV�GHSHQG�RQ�FORXG��ZHE�DSSOLFDWLRQV��ZLUHOHVV�DQG�HQGSRLQWV�PHDQLQJ�WKDW�
WKHUH�LV�PRUH�RSSRUWXQLWLHV�IRU�DWWDFNV�WR�EH�FDUULHG�RXW��7KHVH�DWWDFNV�FDQ�EH�FDXVHG�E\�PDOLFLRXV�FRGH�
VXFK� DV�PDOZDUH�� UDQVRPZDUH�� SKLVKLQJ��''R6��ZHE� DWWDFNV�� FUHGHQWLDO� DEXVH� DQG�XQDXWKRULVHG� DFFHVV�
FDXVLQJ� GLVUXSWLRQ� RU� OHDNLQJ� RI� VHQVLWLYH� GDWD� >�@�� >�@�� >�@��7KH� DWWDFNV� KDYH� HYROYHG� WR� XVH� G\QDPLF�
SD\ORDGV��LQIUDVWUXFWXUH��SXEOLVKHG�H[SORLWV�DQG�UHDOLVWLF�VRFLDO�HQJLQHHULQJ�
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7UDGLWLRQDO�GHWHFWLRQ�PHWKRGV�VXFK�DV�ILUHZDOOV��DQWLYLUXV�DQG�,QWUXVLRQ�'HWHFWLRQ�6\VWHPV��,'6��DUH�YLWDO�
IRU� WKH� V\VWHP�� :KHQ� DWWDFNV� PDWFK� SUHYLRXVO\� NQRZQ� DWWDFNV� WKH� GHWHFWLRQ� PHWKRGV� RIIHU� WKH� EHVW�
SURWHFWLRQ�� +RZHYHU�� ZKHQ� QHZ� YDULDQWV� DUH� XVHG� VXFK� DV� XVLQJ� ORZ� DQG� VORZ�� HQFU\SWLRQ� RU� XQXVXDO�
FRPELQDWLRQV��WKH�DWWDFNV�FDQ�EH�GLIILFXOW�WR�GHWHFW��,Q�DGGLWLRQ��NHHSLQJ�WKH�UXOHV�XS�WR�GDWH�FDQ�FDXVH�LVVXHV�
>�@��>�@�

$,�DQG�0/�FDQ�EH�XVHG�WR�KHOS�GHWHFW��$�PRGHO�FDQ�EH�WUDLQHG�WR�LGHQWLI\�VWDWLVWLFDO�UHODWLRQVKLSV�EHWZHHQ�
IHDWXUHV�LQ�WKH�WUDIILF�HYHQWV�DQG�NQRZQ�DWWDFN�W\SHV��$QRPDO\�GHWHFWLRQ�FDQ�EH�XVHG�WR�LGHQWLI\�DQRPDOLHV�
>�@��>�@��'HHS�OHDUQLQJ�FDQ�EH�XVHG�WR�ILQG�FRPSOH[�SDWWHUQV�LQ�WKH�GDWD�DQG�HQVHPEOH�PHWKRGV�FDQ�EH�XVHG�
ZKHUH�PXOWLSOH�FODVVLILHUV�DUH�XVHG�>�@��>�@��>�@��>��@��'HWHFWLRQ�VWLOO�QHHGV�WR�EH�GRQH��$OHUWV�QHHG�WR�EH�
LQYHVWLJDWHG��SULRULWLVHG��VDIHO\�PDQDJHG�DQG�ORJJHG�

7KLV� UHYLHZ� VKRZV� WKDW� ��� VWXGLHV� EHWZHHQ� ����� DQG� ����� FDQ� EH� FDWHJRULVHG� LQWR� GLIIHUHQW� GHWHFWLRQ�
PHWKRGV�DQG�HQYLURQPHQWV��,VVXHV�ZHUH�LGHQWLILHG�VXFK�DV�KDYLQJ�D�UHSUHVHQWDWLYH�GDWD�VHW��IDOVH�SRVLWLYHV��
UHVRXUFH�LQWHQVLYH�DQG�LVVXHV�ZLWK�LQWHJUDWLQJ�ZLWK�UHVSRQVH��$�FRQFHSWXDO�IUDPHZRUN�ZDV�DOVR�SURSRVHG�
WR�OLQN�GHWHFWLRQ�WR�SROLF\�EDVHG�FRQWDLQPHQW�DQG�UHSRUWLQJ��7KLV�LV�D�GHVLJQ�VROXWLRQ�EDVHG�RQ�WKH�OLWHUDWXUH�
UHYLHZHG�DQG�KDV�QRW�EHHQ�LPSOHPHQWHG�RU�WHVWHG�

7KH�UHVW�RI� WKLV�SDSHU� LV�RUJDQLVHG�DV� IROORZV��6HFWLRQ�,,�RXWOLQHV� WKH� WKUHDW� ODQGVFDSH�DQG�UHOHYDQW�0/�
WHFKQLTXHV��6HFWLRQ� ,,,�JLYHV� DQ�RYHUYLHZ�RI� WKH� VHOHFWHG� VWXGLHV��6HFWLRQ� ,9�FRPSDUHV� DGYDQWDJHV� DQG�
GLVDGYDQWDJHV�RI�HDFK�VWXG\��6HFWLRQ�9�GLVFXVVHV�UHVHDUFK�JDSV��6HFWLRQ�9,�SURYLGHV�D�XQLILHG�IUDPHZRUN�
DQG�KRZ�LW�ZLOO�EH�HYDOXDWHG��)LQDOO\�6HFWLRQ�9,,�FRQFOXGHV�ZLWK�IXWXUH�ZRUN�

,,��%DFNJURXQG

$��7KUHDW�/DQGVFDSH

7KHUH�DUH�QXPHURXV�DWWDFNV�ZKLFK�PXVW�EH�FRQVLGHUHG�WR�GHWHFW� WKUHDWV��)RU�ZHE�EDVHG�DWWDFNV�WKLV�PD\�
LQFOXGH�LQMHFWLRQ�EDVHG�DWWDFNV��PDOIRUPHG�UHTXHVWV�DQG�ORJLFDO�IODZV��)RU�QHWZRUN�DWWDFNV�LW�FDQ�LQFOXGH�
XQZDQWHG�DFFHVV��XQXVXDO�FRQQHFWLRQV�DQG�RGG�WUDIILF�SDWWHUQV��''R6�DWWDFNV�DLP�WR�VDWXUDWH�WKH�EDQGZLGWK��
FRQQHFWLRQV� RU� DSSOLFDWLRQ�� :LUHOHVV� HQYLURQPHQWV� ZLOO� KDYH� YDULDWLRQ� GXH� WR� PRELOLW\� RI� GHYLFHV��
$GGLWLRQDO� LQIRUPDWLRQ� FDQ�EH�REWDLQHG� IURP�HQGSRLQWV� DQG�HYHQW� ORJV� WR�SURYLGH�PRUH� LQIRUPDWLRQ� WR�
LGHQWLI\�VXVSLFLRXV�VHTXHQFHV�>�@��>�@��>�@��>��@�

,W�LV�UDUH WR�DFWXDOO\�VHH�WKH�DWWDFN�LWVHOI��,QVWHDG��\RX�ZLOO�UHFHLYH�LQIRUPDWLRQ�UHODWLQJ�WR�WKH�DWWDFN�LQFOXGLQJ�
SDFNHW�IORZ� VWDWLVWLFV�� UHTXHVW� UDWHV�� SURWRFRO� ILHOGV�� FRQQHFWLRQ� WLPHV�� VHTXHQFHV� RI� HYHQWV��
VXFFHVVIXO�XQVXFFHVVIXO�DXWKHQWLFDWLRQV�DQG�UHVRXUFH�FKDQJHV��7KLV�GHSHQGV�RQ�WKH�TXDOLW\�RI�WKH�IHDWXUHV��
KRZ�RIWHQ�WKH\�ZHUH�VDPSOHG��LI�WKH\�DUH�HQFU\SWHG��DQ\�PLVVLQJ�ILHOGV�DQG�KRZ�PXFK�YDULDWLRQ�WKHUH�LV�LQ�
QRUPDO� XVHU� EHKDYLRXU�� 7KHUHIRUH�� LW� FDQQRW� EH� DVVXPHG� WKDW�PRGHOV� ZLOO� JHQHUDOLVH� EHWZHHQ� GLIIHUHQW�
HQYLURQPHQWV�

%��/LPLWV�RI�5XOH�%DVHG�6HFXULW\

6LJQDWXUH�EDVHG�PHWKRGV�FRPSDUH�DQ�HYHQW�WR�NQRZQ�DWWDFN�VLJQDWXUHV��7KLV�FDQ�SURYLGH�D�JRRG�OHYHO�RI�
HIILFLHQF\�DQG�HDVH�RI�XQGHUVWDQGLQJ��KRZHYHU� LI� WKH�VLJQDWXUHV�DUH�QRW�NHSW�XS� WR�GDWH�RU� WKHUH�DUH�QRW�
HQRXJK�GLVWLQJXLVKLQJ�IHDWXUHV�EHWZHHQ�WKH�GLIIHUHQW�HYHQWV�WKHQ�WKHUH�FDQ�EH�D�ORZ�FRYHUDJH��%HKDYLRXUDO�
UXOHV� FDQ�KHOS� LQFUHDVH� WKLV� FRYHUDJH��KRZHYHU� WKH� VWULFW� WKUHVKROG� FDQ�FDXVH� D�KLJK� IDOVH�SRVLWLYH� UDWH��
$WWDFNHUV�FDQ�HYDGH�GHWHFWLRQ�E\�XVLQJ�WKH VDPH�SDWWHUQ�XVHG�ZLWKLQ�D�VLJQDWXUH�EXW�YDU\LQJ�WKH�UHTXHVW�
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RUGHU��WLPH��VRXUFH�DGGUHVV�RU�HQFRGLQJ�ZLWKLQ�WKH�SD\ORDG��7KHVH�SUREOHPV�DUH�VWLOO�IDFHG�ZKHQ�XVLQJ�0/��
EXW�WKH�ZD\�WKH�GDWD�LV�UHSUHVHQWHG�ZLOO�EH�GLIIHUHQW�DQG�WKLV�ZLOO�DIIHFW�WKH�GHFLVLRQ�ERXQGDU\�

&��$,�0/�$SSURDFKHV

6XSHUYLVHG�FODVVLILFDWLRQ�XVHV�ODEHOOHG�H[DPSOHV�WR�OHDUQ�D�PDSSLQJ�IURP�IHDWXUHV�WR�EHQLJQ�RU�PDOLFLRXV�
FODVVHV��,WV�SHUIRUPDQFH�GHSHQGV�RQ�ODEHO�TXDOLW\��WKH�UDQJH�RI�DWWDFNV�LQ�WUDLQLQJ��DQG�WKH�GHJUHH�WR�ZKLFK�
RSHUDWLRQDO� GDWD� UHVHPEOHV� WKH� WUDLQLQJ� GLVWULEXWLRQ�� 7UHH�EDVHG� PRGHOV� FDQ� SURYLGH� XQGHUVWDQGDEOH�
GHFLVLRQ�SDWKV�DQG�DUH�RIWHQ�XVHIXO�ZKHUH�DQDO\VWV�QHHG�LQWHUSUHWDEOH�UHDVRQV�IRU�DQ�DOHUW�>�@�

(QVHPEOH� OHDUQLQJ� FRPELQHV� PXOWLSOH� HVWLPDWRUV� WR� UHGXFH� GHSHQGHQFH� RQ� DQ\� VLQJOH� PRGHO�� ,W� PD\�
LPSURYH� UREXVWQHVV��EXW� LQIHUHQFH�FRVW� DQG�RSHUDWLRQDO�FRPSOH[LW\�FDQ� LQFUHDVH� >�@��$QRPDO\�GHWHFWLRQ�
LQVWHDG�PRGHOV�QRUPDOLW\�RU�LVRODWHV�XQXVXDO�REVHUYDWLRQV��LW�FDQ�EH�YDOXDEOH�ZKHQ�ODEHOOHG�H[DPSOHV�RI�
HPHUJLQJ�DWWDFNV�DUH�VFDUFH��2QOLQH�,VRODWLRQ�)RUHVW� LV�RQH�DSSURDFK�UHSRUWHG�IRU� ORZ�ODWHQF\�6'�:$1�
WUDIILF� PRQLWRULQJ� >�@�� 'HHS� QHXUDO� QHWZRUNV� FDQ� OHDUQ� FRPSOH[� IHDWXUH� LQWHUDFWLRQV� EXW� PD\� UHTXLUH�
VXEVWDQWLDO�WUDLQLQJ�GDWD��KDUGZDUH��WXQLQJ��DQG�PRQLWRULQJ�>�@��>�@��>��@��>��@�

'��'HWHFWLRQ��5HVSRQVH��DQG�5HSRUWLQJ

2QFH� GHWHFWHG� \RX¶OO� KDYH� D� VFRUH�FDWHJRU\�LQFLGHQW�� +RZ� WKLV� LV� UHVSRQGHG� WR� FDQ� YDU\�� ,I� LW¶V� D� ORZ�
FRQILGHQFH�LQFLGHQW�LW�FDQ�EH�ORJJHG�WR�LQYHVWLJDWH��+LJK�FRQILGHQFH�KLJK�VHYHULW\�LQFLGHQWV�FDQ�OHDG�WR�UDWH�
OLPLWLQJ��EORFNLQJ�DQG�TXDUDQWLQLQJ��$XWRPDWHG�DFWLRQV�VKRXOG�EH�UHYHUVLEOH��RQO\�DIIHFW�WKH�DVVHW�WKDW�ZDV�
LPSDFWHG�DQG�EH�SROLF\�GULYHQ��:KHQ�FUHDWLQJ�DQ�LQFLGHQW�\RX�JHW�LQIRUPDWLRQ�VXFK�DV�WLPH�RI�GHWHFWLRQ��
HYLGHQFH��V\VWHPV�LPSDFWHG��FRQILGHQFH�VFRUH��VHYHULW\��DFWLRQ�WDNHQ�DQG�UHVXOWV��7KLV�FDQ�DLG�ZLWK�WULDJHV��
DXGLWLQJ��WKUHDW�KXQWLQJ�DQG�KHOS�LPSURYH�\RXU�PRGHOV�LQ�WKH�IXWXUH�

(��2SHUDWLRQDO�5HTXLUHPHQWV

$� GHSOR\DEOH�$,� VHFXULW\� FRPSRQHQW� VKRXOG�PHHW� UHTXLUHPHQWV� EH\RQG� UDZ� FODVVLILFDWLRQ� DFFXUDF\�� ,W�
VKRXOG�KDQGOH�H[SHFWHG�WUDIILF�YROXPH��PDNH�GHFLVLRQV�ZLWKLQ�DQ�DFFHSWDEOH�ODWHQF\�EXGJHW��H[SRVH�XVHIXO�
H[SODQDWLRQV��SURWHFW�WHOHPHWU\��DQG�IDLO�VDIHO\�ZKHQ�WKH�PRGHO�RU�GDWD�SLSHOLQH�LV�XQDYDLODEOH��,W�VKRXOG�
DOVR�EH�PRQLWRUHG�IRU�GDWD�GULIW�DQG�FKDQJLQJ IDOVH�SRVLWLYH�UDWHV��$�WHFKQLFDOO\�DFFXUDWH�PRGHO�PD\�VWLOO�EH�
XQVXLWDEOH�LI�LW�EORFNV�OHJLWLPDWH�XVHUV�RU�FRQVXPHV�PRUH�UHVRXUFHV�WKDQ�WKH�SURWHFWHG�V\VWHP�FDQ�VSDUH�

,,,��/LWHUDWXUH�5HYLHZ

7KH�VHOHFWHG�UHVHDUFK�KDV�D�SURJUHVVLRQ�IURP�FODVVLFDO�0/�FODVVLILFDWLRQ�WHFKQLTXHV�WR�HQVHPEOH��RQOLQH�
DQRPDO\�GHWHFWLRQ�DQG�'HHS�/HDUQLQJ��(DFK�KDV�D�GLIIHUHQW�IRFXV�RQ�WKUHDW�W\SHV��QHWZRUN�LQIUDVWUXFWXUH�
UHTXLUHPHQWV��WHVWLQJ�HQYLURQPHQW�DQG�HDVH�RI�LPSOHPHQWDWLRQ�LQ�DQ�RYHUDOO�ZRUNIORZ�

$��''R6�0LWLJDWLRQ�DQG�7UDIILF�&ODVVLILFDWLRQ

=KDR�HW�DO��>�@�XVHV�0/�WR�FODVVLI\�DQG�VKDSH�WUDIILF�XVLQJ�LQ�QHWZRUN�PLWLJDWLRQ�IRU�''R6�DWWDFNV��7KLV�
ZRUN�KDV�D�NH\� ILQGLQJ�RI�PRYLQJ� IURP� MXVW�GHWHFWLRQ� LQ� WUDIILF� WR�QHWZRUN�PLWLJDWLRQ��7KLV�FRXOG�KHOS�
UHGXFH�WLPH�EHWZHHQ�GHWHFWLRQ�DQG�PLWLJDWLRQ�EXW�UHTXLUHV�D�QHWZRUN�LQIUDVWUXFWXUH�WKDW�FDQ�EH�SURJUDPPHG�
DQG� WKH�SROLFLHV�PXVW�EH� LPSOHPHQWHG�FDUHIXOO\��&ODVVLILFDWLRQ�FRXOG� OHDG� WR� IDOVH�SRVLWLYH�LVVXHV�ZKHUH�
OHJLWLPDWH�EXUVWV�DUH�VORZHG�GRZQ��7KLV�PHWKRG�ZRXOG�QRW�QHFHVVDULO\�EH�LPSOHPHQWDEOH�LQ�QHWZRUNV�ZKLFK�
FDQQRW�EH�FRQWUROOHG�



Ь«ĺīŪıôϙ͑ϠϙIŜŜŪôϙ͔ϙϼ�ôŕťôıæôŘϱièťĺæôŘϙ͑͏͕͑Ͻ ϼ�ŕôèĖÍīϙIŜŜŪôϙ͐ϽϙϙϙϙϙϙϙϙϙϙϙI��bϡϙ͒͐͒͘ϱ͓͕͐͗ϙϼiĲīĖĲôϽ

�V""ϱ͑͏͕͑ϱ͏͏͔͐͐ иϙ�i"FI«��X�F�ϙVi��b�[ϙi>ϙ"I«(��(ϙ"I��I�[Ib( иϙſſſϟæĤîîĤĺŪŘĲÍīϟĺŘČ иϙϙ͓͒͑

=KDQJ�HW�DO��>�@�XVHV�DQ�RQOLQH�YHUVLRQ�RI�,VRODWLRQ�)RUHVW�IRU�GHWHFWLQJ�PDOLFLRXV�WUDIILF�LQ�DQ�6'�:$1�
QHWZRUN��7KH�RQOLQH�DVSHFW�LV�XVHIXO�IRU�VLWXDWLRQV�ZKHUH�WUDIILF�FKDQJHV�RYHU�WLPH�DQG�GHFLVLRQV�QHHG�WR�EH�
PDGH�TXLFNO\��%\�XVLQJ�DQRPDO\�GHWHFWLRQ��OHVV�DWWDFN�GDWD�LV�UHTXLUHG�ZLWK�FRPSOHWH�ODEHOV�EXW�DQRPDOLHV�
GR�QRW�DOZD\V�PHDQ�WKHUH�LV�PDOLFLRXV�LQWHQW��$QRPDOLHV�FDQ�DULVH�IURP�FKDQJHV�LQ�DSSOLFDWLRQ��PDLQWHQDQFH�
SHULRGV��QHZ�GHYLFHV�RU�RXW�RI�WKH�RUGLQDU\�EXVLQHVV�DFWLYLW\��7KLV�WHFKQLTXH�ZRXOG�EH�VSHFLILF�WR�6'�:$1�
QHWZRUNV�DQG�ZRXOG�QHHG�WR�EH�ORRNHG�DW�IXUWKHU�WR�VHH�LI�LW�FDQ�LPSOHPHQWHG�LQ�RWKHU�QHWZRUN�DUFKLWHFWXUHV�

%��&ODVVLFDO�DQG�(QVHPEOH�0DFKLQH�/HDUQLQJ

7KLV�ZRUN�E\�$EGRX�9DGKLO�HW�DO��>�@�XVHV�VXSHUYLVHG�0/�FODVVLILHUV�WR�GHWHFW�ZHE�DWWDFNV��7KLV�VKRZV�KRZ�
0/�FODVVLILFDWLRQ�FDQ�EH�XVHG�WR�GHWHFW�FRPPRQ�PDOLFLRXV�WUDIILF�LQ�ZHE�DWWDFNV��7KH�ZRUN�LV�IRFXVVHG�RQ�
DSSOLFDWLRQ�WUDIILF�VSHFLILFDOO\��,I�WKH�GHWHFWRU�LV�WUDLQHG�RQ�ZHE�WUDIILF�LW�PD\�QRW�GHWHFW�''R6�EHKDYLRXU�RU�
GHWHFW�VXVSLFLRXV�HYHQWV�DW�HQGSRLQWV�

1DWK�HW�DO��>�@�ORRNV�DW�XVLQJ�WUHH�EDVHG�DOJRULWKPV�IRU�GHWHFWLQJ�LQWUXVLRQ��7UHH�EDVHG�PRGHOV�FDQ�EH�YHU\�
LQWHUSUHWDEOH�VKRZLQJ�KRZ�GLIIHUHQW�IHDWXUHV�FRQWULEXWH�WR�WKH�SUHGLFWLRQ��+RZHYHU�WKHUH�FDQ�EH�LVVXHV�ZKHQ�
WU\LQJ�WR�SUHGLFW�LQ�KLJKO\�LPEDODQFHG�FODVVHV��5DUH�DWWDFN�W\SHV�PD\�QRW�EH�SUHVHQW�HQRXJK�LQ�WKH�WUDLQLQJ�
VHW�PHDQLQJ�DFFXUDF\�FRXOG�EH�JRRG�EXW�UHFDOO�PD\�QRW�EH�VR�JRRG�IRU�WKRVH�VSHFLILF�DWWDFNV�WKDW�ZH�ZRXOG�
ZDQW�WR�GHWHFW�

+RVVDLQ� DQG� ,VODP� >�@� ORRN� DW� XVLQJ� HQVHPEOH� WHFKQLTXHV� IRU� LQWUXVLRQ� GHWHFWLRQ�� &RPELQLQJ�PXOWLSOH�
PRGHOV�FDQ�LQFUHDVH�UREXVWQHVV�LI�WKH\�HDFK�PDNH�GLIIHUHQW�PLVWDNHV�EXW�FRPHV�DW�H[WUD�FRVW�LQ�WHUPV�RI�
FRPSXWDWLRQ� PHPRU\� DQG�PDQDJLQJ�PXOWLSOH�PRGHOV�� ,I� XVLQJ� WKH�PRGHO� LQ� UHDO� WLPH�� WKH� LQFUHDVH� LQ�
SHUIRUPDQFH�ZRXOG�QHHG�WR�EH�FRQVLGHUHG�DJDLQVW�KRZ�PXFK�WUDIILF�WKH�V\VWHP�FDQ�SURFHVV�LQ�WKH�JLYHQ�
WLPH�

<DGDY� DQG�1LQJVKHQ� >�@� GLVFXVVHV� LPSURYLQJ�0/�EDVHG� ,'6�ZLWK� IHDWXUH� VHOHFWLRQ� DQG�SUHSURFHVVLQJ��
8VLQJ�IHDWXUH�VHOHFWLRQ�FDQ�KHOS�UHGXFH�FRPSOH[LW\�RI�WKH�WUDLQLQJ�DQG�SUHGLFWLRQ�E\�UHPRYLQJ�LUUHOHYDQW�
RU�GXSOLFDWHG�IHDWXUHV��3UHSURFHVVLQJ�FDQ�DOVR�KHOS�UHGXFH�QRLVH�LQ�WKH�GDWD�WKDW�FRXOG�FDXVH�IDOVH�SRVLWLYHV��
7KH�GUDZEDFN�RI�WKLV�SDSHU�LV� WKDW� WKH\�XVHG�UHVWULFWHG�RU�ROG�EHQFKPDUN�GDWD�VHWV�� ,I� WKH�IHDWXUHV�ZHUH�
OHDUQHG�IURP�D�VPDOO�GDWD�VHW�WKH\�PD\�QRW�EH�RSWLPDO�ZKHQ�WUDIILF�FKDQJHV�RU�DWWDFN�WHFKQLTXHV�FKDQJH�

&��'HHS�/HDUQLQJ�IRU�:HE�DQG�:LUHOHVV�,QWUXVLRQ

<DQJ�HW�DO��>�@�SURSRVH�XVLQJ�'HHS�/HDUQLQJ�WR�GHWHFW�LQWUXVLRQV�LQ�UHDO�WLPH�LQ�ZLUHOHVV�QHWZRUNV��8VLQJ�
0/�WR�OHDUQ�WUDIILF�SDWWHUQV�FDQ�KHOS�ILQG�FRPSOH[�UHODWLRQVKLSV�LQ�WKH�GDWD�ZKLFK�DUH�KDUG�WR�VSHFLI\�XVLQJ�
PDQXDO�UXOHV��+RZHYHU�WUDLQLQJ�DQG�SUHGLFWLRQ�FDQ�EH�H[SHQVLYH�DQG�PD\�QRW�EH�VXLWHG�WR�ORZ�UHVRXUFH�
HGJH�GHYLFHV��7KHUH�FDQ�DOVR�EH�OHJLWLPDWH�YDULDWLRQ�LQ�ZLUHOHVV�QHWZRUNV�PHDQLQJ�WKH�PRGHO�PXVW�EH�DEOH�
WR�GLIIHUHQWLDWH�EHWZHHQ�WKH�FKDQJHV�DQG�KRVWLOH�LQWUXVLRQV�

.LP�HW�DO��>�@�SURSRVH�XVLQJ�$,�,'6�WR�GHWHFW�ZHE�LQWUXVLRQV�LQ�UHDO�WLPH�XVLQJ�'HHS�/HDUQLQJ��7KLV�VXSSRUWV�
WKH� XVH� RI� 0/� WR� OHDUQ� SDWWHUQV� LQ� ZHE� WUDIILF� EXW� LV� YHU\� VSHFLILF� WR� ZHE� DWWDFNV�� *HQHUDOLVDWLRQ��
FRPSXWDWLRQDO�H[SHQVH�DQG�FRQWLQXRXV�YDOLGDWLRQ�ZRXOG�QHHG�WR�EH�FRQVLGHUHG�

5DYL�HW� DO�� >��@� ORRN�DW�XVLQJ�'HHS�/HDUQLQJ� IRU� LQWHOOLJHQW� LQWUXVLRQ�GHWHFWLRQ�DQG�FODVVLI\LQJ�QHWZRUN�
LQWUXVLRQ��7KLV�VKRZV�KRZ�1HXUDO�WHFKQLTXHV�FDQ�EH�XVHG�WR�PRGHO�FRPSOH[�SDWWHUQV�LQ�HYHQWV�DQG�WUDIILF��
+RZHYHU�'HHS�/HDUQLQJ�PRGHOV�XVXDOO\�UHTXLUH�UHSUHVHQWDWLYH�WUDLQLQJ�GDWD�DQG�FDQ�EH�FRPSXWDWLRQDOO\�
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H[SHQVLYH��-XVW�EHFDXVH�D�KLJK�SHUIRUPDQFH�ZDV�UHSRUWHG� LQ�RQH�H[SHULPHQWDO�VFHQDULR�GRHVQ¶W�PHDQ� LW�
ZRXOG�EH�WKH�VDPH�LQ�GLIIHUHQW�WUDIILF�VFHQDULRV�

/HH�HW�DO��>��@�XVHV�$UWLILFLDO�1HXUDO�1HWZRUNV�WR�GHWHFW�VXVSLFLRXV�HYHQWV�EDVHG�RQ�HYHQW�SURILOHV��8VLQJ�
HYHQW�SURILOHV�JLYHV�PRUH�FRQWH[W�WR�WKH�HYHQWV�WKDQ�LQGLYLGXDO�SDFNHWV�FRXOG��+RZHYHU�WKH�UHOLDELOLW\�RI�WKH�
HYHQW�SURILOHV�DQG�JHQHUDOLVDWLRQ�WR�QHZ�WKUHDWV�LV�DQ�LVVXH��2IWHQ�HYHQW�SURILOHV�ZLOO�QRW�EH�FRPSOHWH��KDYH�
LQFRQVLVWHQW�WLPHV�DQG�FDQ�GLIIHU�EHWZHHQ�V\VWHPV�

'��*HQHUDO�6XUYH\

6KDXNDW�HW�DO��>�@�KDYH�SURGXFHG�D�VXUYH\�RI�0/�WHFKQLTXHV�XVHG�LQ�&\EHUVHFXULW\�RYHU�WKH�ODVW�GHFDGH��
7KLV�VKRZV�KRZ�YDULHG�WKH�WHFKQLTXHV�FDQ�EH��,W�DOVR�KLJKOLJKWV�KRZ�WKH�UHVXOWV�ZRXOG�GHSHQG�RQ�ZKDW�GDWD�
VHWV��IHDWXUHV�DQG�WHVWLQJ�ZHUH�XVHG��7KLV�ZRXOG�QRW�JXDUDQWHH�WKDW�DQ�DOJRULWKP�ZRXOG�EH�WKH�EHVW�FKRLFH�
IRU�D�QHZ�VFHQDULR�EXW�ZRXOG�KHOS�WR�XQGHUVWDQG�ZKDW�WUDGHRIIV�QHHG�WR�EH�PDGH�

(��6XPPDU\�RI�/LWHUDWXUH

1RQH�RI�WKH�WHFKQLTXHV�GLVFXVVHG�LQ�WKH�OLWHUDWXUH�FDQ�VROYH�DOO�WKH�UHTXLUHPHQWV�IRU�DQ�RSHUDWLRQDO�V\VWHP��
6XSHUYLVHG�WHFKQLTXHV�FDQ�KDYH�JRRG�SHUIRUPDQFH�RQ�FODVVHV�WKDW�DUH�ZHOO�UHSUHVHQWHG��$QRPDO\�GHWHFWLRQ�
FDQ�KHOS�LGHQWLI\�XQNQRZQ�EHKDYLRXU��7UHH�EDVHG�PRGHOV�FDQ�EH�HDVLHU�WR�H[SODLQ��(QVHPEOH�WHFKQLTXHV�FDQ�
LQFUHDVH�UREXVWQHVV��'HHS�/HDUQLQJ�FDQ�KHOS�ZLWK�FRPSOH[�SDWWHUQV��+RZHYHU�WKHUH�FDQ�EH�LVVXHV�ZLWK�ELDV�
LQ�WKH�GDWD�VHWV��LPEDODQFHG�FODVVHV��LQIUDVWUXFWXUH�UHTXLUHPHQWV�DQG�UHVRXUFH�OLPLWDWLRQV��0RVW�RI�WKH�ZRUN�
GLVFXVVHG�LV�IRFXVHG�RQ�GHWHFWLRQ�RU�D�VSHFLILF�PLWLJDWLRQ�WHFKQLTXH�DQG�QRW�ORRNLQJ�WR�FRYHU�WKH�ZKROH�OLIH�
F\FOH�LQFOXGLQJ�GHFLVLRQ�PDNLQJ�IRU�UHVSRQVHV�DQG�FRQVLVWHQW�UHSRUWLQJ�

,9��&RPSDUDWLYH�$QDO\VLV

7DEOH�,�VXPPDUL]HV�WKH�UHYLHZHG�VWXGLHV�LQ�WHUPV�RI�PHWKRG��UHSRUWHG�FRQWULEXWLRQ��DQG�NH\�OLPLWDWLRQ��7KH�
FRPSDULVRQ�LV�TXDOLWDWLYH�DQG�IROORZV�WKH�GHVFULSWLRQV�LQ�WKH�VRXUFH�SDSHU��LW�VKRXOG�QRW�EH�LQWHUSUHWHG�DV�D�
FRQWUROOHG�EHQFKPDUN�EHFDXVH�WKH�VWXGLHV�XVH�GLIIHUHQW�WDVNV��GDWDVHWV��PHWULFV��DQG�HQYLURQPHQWV�

7DEOH�,��4XDOLWDWLYH�&RPSDULVRQ�RI�WKH�5HYLHZHG�6WXGLHV

6WXG\ 0HWKRG���IRFXV &RQWULEXWLRQ�GHVFULEHG /LPLWDWLRQ�GHVFULEHG

$EGRX�9DGKLO�HW�
DO��>�@������

6XSHUYLVHG�0/�IRU�
ZHE�DWWDFNV

'HWHFWV�FRPPRQ�ZHE�DWWDFN�
WUDIILF

:HE�IRFXVHG��OLPLWHG�
FRYHUDJH�RI�QHWZRUN�OHYHO�
WKUHDWV

=KDR�HW�DO��>�@��
����

0/�GULYHQ�LQ�
QHWZRUN�WUDIILF�
VKDSLQJ

''R6�PLWLJDWLRQ�WKURXJK�
WUDIILF�DGMXVWPHQW

1HHGV�SURJUDPPDEOH�
QHWZRUN�LQIUDVWUXFWXUH

<DGDY�DQG�
1LQJVKHQ�>�@��
����

0/�,'6�ZLWK�
IHDWXUH�VHOHFWLRQ�
DQG�SUHSURFHVVLQJ

,PSURYHG�FODVVLILFDWLRQ�DQG�
IHZHU�IDOVH�DODUPV

/LPLWHG�RU�ROGHU�EHQFKPDUN�
GDWDVHWV

+RVVDLQ�DQG�
,VODP�>�@������

(QVHPEOH�EDVHG�
0/�,'6

5REXVWQHVV�WKURXJK�PRGHO�
FRPELQDWLRQ

+LJKHU�FRPSXWDWLRQDO�FRVW
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6WXG\ 0HWKRG���IRFXV &RQWULEXWLRQ�GHVFULEHG /LPLWDWLRQ�GHVFULEHG

1DWK�HW�DO��>�@��
����

7UHH�EDVHG�0/
$FFXUDF\�ZLWK�LQWHUSUHWDEOH�
UXOHV

,PEDODQFHG�DWWDFN�FODVVHV

=KDQJ�HW�DO��>�@��
����

2QOLQH�,VRODWLRQ�
)RUHVW�RYHU�6'�
:$1

/RZ�ODWHQF\�DQRPDO\�
GHWHFWLRQ

6'�:$1�VSHFLILF�
DVVXPSWLRQV

<DQJ�HW�DO��>�@��
����

'HHS�OHDUQLQJ�IRU�
ZLUHOHVV�,'6

5HDO�WLPH�ZLUHOHVV�LQWUXVLRQ�
GHWHFWLRQ

7UDLQLQJ�DQG�FRPSXWH�
RYHUKHDG

.LP�HW�DO��>�@��
����

'HHS�OHDUQLQJ�IRU�
ZHE�,'6

5HDO�WLPH�ZHE�LQWUXVLRQ�
GHWHFWLRQ

:HE�VFRSH�DQG�
JHQHUDOL]DWLRQ�FRQFHUQV

6KDXNDW�HW�DO��
>�@������

&\EHUVHFXULW\�0/�
VXUYH\

6\QWKHVL]HV�0/�WHFKQLTXHV�
DQG�XVH�FDVHV

)LQGLQJV�GHSHQG�RQ�
XQGHUO\LQJ�VWXGLHV

5DYL�HW�DO��>��@��
����

'HHS�OHDUQLQJ�,'6
,QWUXVLRQ�LGHQWLILFDWLRQ�DQG�
FODVVLILFDWLRQ

'DWD�DQG�FRPSXWH�
UHTXLUHPHQWV

/HH�HW�DO��>��@��
����

$11�RQ�F\EHU�
HYHQW�SURILOHV

,GHQWLILHV�VXVSLFLRXV�HYHQW�
SDWWHUQV

3URILOH�TXDOLW\�DQG�
JHQHUDOL]DWLRQ

$� FRPPRQ� FRPSDULVRQ� VKRXOG� FRQVLGHU� PRUH� WKDQ� DFFXUDF\�� 3UHFLVLRQ� LQGLFDWHV� KRZ�PDQ\� DOHUWV� DUH�
FRUUHFW�� ZKLOH� UHFDOO� LQGLFDWHV� KRZ�PDQ\� DFWXDO� PDOLFLRXV� HYHQWV� DUH� GHWHFWHG�� 7KH� IDOVH�SRVLWLYH� UDWH�
HVWLPDWHV�KRZ�RIWHQ�EHQLJQ�DFWLYLW\�LV�LQFRUUHFWO\�IODJJHG��/DWHQF\�DQG�WKURXJKSXW�GHWHUPLQH�ZKHWKHU�D�
PRGHO�FDQ�NHHS�XS�ZLWK�RSHUDWLRQDO�WUDIILF��5HVRXUFH�XVH�DIIHFWV�GHSOR\PHQW�RQ�JDWHZD\V�DQG�HGJH�GHYLFHV��
)LQDOO\��LQWHUSUHWDELOLW\�DQG�DFWLRQDELOLW\�GHWHUPLQH�ZKHWKHU�DQ�DOHUW�FDQ�EH�LQYHVWLJDWHG�DQG�FRQYHUWHG�LQWR�
D�VDIH�UHVSRQVH�

7KH� OLWHUDWXUH� DOVR� VKRZV� D� GLVWLQFWLRQ� EHWZHHQ� PRGHO� SHUIRUPDQFH� DQG� V\VWHP�OHYHO� HIIHFWLYHQHVV��$�
FODVVLILHU� PD\� LGHQWLI\� DQ� DWWDFN� EXW� IDLO� WR� UHGXFH� LWV� LPSDFW� LI� WKH� DOHUW� UHDFKHV� DQ DQDO\VW� WRR� ODWH��
&RQYHUVHO\��DXWRPDWHG�EORFNLQJ�FDQ�UHGXFH�UHVSRQVH�GHOD\�EXW�DPSOLI\�WKH�FRQVHTXHQFHV�RI�D�IDOVH�SRVLWLYH��
7KHUHIRUH�� D� SUDFWLFDO� GHVLJQ� QHHGV� D� FDOLEUDWHG� GHFLVLRQ� SROLF\�� DQ� DXGLWDEOH� DFWLRQ�PHFKDQLVP�� DQG� D�
UHFRYHU\�SDWK�DORQJVLGH�WKH GHWHFWLRQ�PRGHO�

9��5HVHDUFK�*DSV�DQG�&KDOOHQJHV

$��'DWD�6HW�&XUUHQF\�DQG�5HSUHVHQWDWLYHQHVV

0DQ\�WHFKQLTXHV�XWLOLVH�GDWD�VHWV�ZKLFK�PD\�QRW�UHIOHFW�FXUUHQW�WHFKQRORJLHV��DSSOLFDWLRQV��SURWRFROV�DQG�
DWWDFNHUV�>�@��$V�QHZ�YHUVLRQV�RI�WKH�VRIWZDUH�DUH�UHOHDVHG��WKHUH�PD\�EH�QHZ�QRUPDO�WUDIILF�SDWWHUQV�DQG�
DWWDFNV�PHDQLQJ�WKH�GDWD�EHFRPHV�RXWGDWHG��7KHUH�PD\�DOVR�EH�LVVXHV�ZLWK�EDODQFLQJ�FODVVHV�ZKHUH�WKHUH�
DUH�PRUH�EHQLJQ�HYHQWV�WKDQ�DWWDFN�HYHQWV��7KH�DWWDFN�HYHQWV�PD\�DOVR�EH�UDUH�PHDQLQJ�WKH\�RQO\�RFFXU�D�
IHZ�WLPHV��,Q�IXWXUH�HYDOXDWLRQV�GHWDLOV�VKRXOG�EH�SURYLGHG�DERXW�WKH�VRXUFH�DQG�GDWH�RI�WKH�GDWD��'HWDLOV�
VKRXOG�DOVR�EH�SURYLGHG�DERXW�WKH�FODVVHV�RI�GDWD�DQG�ZKDW�IHDWXUHV�ZHUH�DYDLODEOH��7KH�GDWD�VKRXOG�EH�VSOLW�
XVLQJ�WLPH�RU�HQYLURQPHQW�EDVHG�VSOLWV�WR�LPSURYH�JHQHUDOLVDWLRQ�
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%��)DOVH�3RVLWLYHV�DQG�&ODVV�,PEDODQFH

$QRPDO\�GHWHFWLRQ�DLPV�WR�IODJ�ZKHQ�DQRPDORXV�HYHQWV�RFFXU��+RZHYHU�WKLV�FDQ�FDXVH�IDOVH�SRVLWLYHV�ZKHUH�
WKH�GDWD�FKDQJHV�OHJLWLPDWHO\�>�@��7KLV�FDQ�FDXVH�WKH�DQDO\VW�WR�ZDVWH�WLPH�DQG�FDXVH�GLVWUXVW�RI�DXWRPDWHG�
V\VWHPV��7KH� DFFXUDF\�PD\� EH� KLJK� KRZHYHU� WKH� UHFDOO�PD\� EH� ORZ� IRU� WKH XQGHU� UHSUHVHQWHG� FODVVHV��
$FFXUDF\�VKRXOG�EH�SURYLGHG�SHU�FODVV��&RQIXVLRQ�PDWULFHV�� IDOVH�SRVLWLYH�UDWH�DQG�SUHFLVLRQ�DQG�UHFDOO�
VKRXOG�EH�SURYLGHG��7KUHVKROGV�VKRXOG�EH�WXQHG�XVLQJ�D�YDOLGDWLRQ�VHW�

&��&RPSXWDWLRQDO�2YHUKHDG

'HHS�OHDUQLQJ�PRGHOV�FDQ�KDYH�D�ODUJH�FRPSXWDWLRQDO�RYHUKHDG�DQG�FRVW�WR�WUDLQ�DQG�VWRUH�>�@��>�@��>��@��
0DQ\�GHFLVLRQV�LQ�VHFXULW\�KDYH�WR�EH�PDGH�DW�WKH�HGJH�RI�WKH�QHWZRUN�PHDQLQJ�WKHUH�DUH�OLPLWHG�UHVRXUFHV��
7KH�RYHUDOO�EXGJHW�RI�WKH�V\VWHP�VKRXOG�EH�FRQVLGHUHG�ZKHQ�FKRRVLQJ�D�PRGHO��'LPHQVLRQDOLW\�UHGXFWLRQ�
WHFKQLTXHV�� PRGHO� FRPSUHVVLRQ�� VDPSOLQJ�� PXOWL�VWDJH� GHWHFWLRQ� DQG� FRPSOH[� PRGHOV� EHLQJ� XVHG�
VHOHFWLYHO\�VKRXOG�EH�H[SHULPHQWHG�ZLWK�

'��(VFDODWLRQ

0DQ\�WHFKQLTXHV�IRFXV�RQ�WKH�FODVVLILFDWLRQ�DVSHFW��'HWDLOV�VKRXOG�EH�SURYLGHG�DERXW�KRZ�WR�HVFDODWH�WKH�
DOHUW��$XWRPDWLFDOO\�EORFNLQJ�PD\�FDXVH�DGGLWLRQDO�SUREOHPV��,I�WKHUH�LV�D�IDOVH�SRVLWLYH�WKHQ�LW�PD\�FDXVH�
GLVUXSWLRQ� WR�D� OHJLWLPDWH�VHUYLFH��$WWDFNHUV�PD\�DOVR� WU\� WR� WULFN� WKH�PRGHO� LQWR�EORFNLQJ� WKH�YLFWLP��$�
UHVSRQVH�VKRXOG�EH�SURYLGHG��7KUHVKROGV�QHHG�WR�EH�GHILQHG�IRU�GLIIHUHQW�OHYHOV��DFWLRQV�WKDW�FDQ�EH�WDNHQ��
WLPH�EHIRUH�H[SLU\��UROOEDFN�DQG�ZKDW�QHHGV�WR�EH�DSSURYHG��+LJK�LPSDFW�DFWLRQV�VKRXOG�VWLOO�EH�PDQXDOO\�
YHULILHG�XQOHVV�WKH�V\VWHP�KDV�EHHQ�WKRURXJKO\�YDOLGDWHG�DQG�LW�LV�DOORZHG�E\�SROLF\�

(��*HQHUDOLVDWLRQ��([SODLQDELOLW\�DQG�'ULIW

7KH�PRGHO�PD\�QRW�JHQHUDOLVH�ZHOO�WR�QHZ�HQYLURQPHQWV��7KH�PRGHO�VKRXOG�EH�H[SODLQDEOH�WR�SURYLGH�D�
FRQFLVH�H[SODQDWLRQ�IRU�ZK\�WKH�GHFLVLRQ�ZDV�PDGH��0RQLWRULQJ�VKRXOG�EH�LQ�SODFH�WR GHWHFW�GULIW�LQ�WKH�
GDWD��,I�GULIW�RFFXUV�LQYHVWLJDWLRQV�VKRXOG�EH�FDUULHG�RXW�RU�LW�VKRXOG�EH�FRQWUROOHG�ZLWK�UH�WUDLQLQJ��7UDLQLQJ�
GDWD��PRGHO�YHUVLRQ��WKUHVKROGV�DQG�UHVSRQVH�SROLF\�YHUVLRQ�VKRXOG�EH�QRWHG�

9,��3URSRVHG�8QLILHG�)UDPHZRUN

$Q� RYHUYLHZ� RI KRZ� DQ�$,�EDVHG� WKUHDW� GHWHFWLRQ� IUDPHZRUN� FDQ� EH� GHVLJQHG�� %HORZ� GHVFULEHV� WKH�
DUFKLWHFWXUH�DQG�SURFHVVHV�

$��$UFKLWHFWXUH�	�3URFHVV�)ORZ

���'DWD�FROOHFWLRQ�DQG�SUHSURFHVVLQJ

&ROOHFW�GDWD�IURP�YDULRXV�VRXUFHV�VXFK�DV�QHWZRUN�IORZ�VXPPDULHV��ZHE�UHTXHVW�PHWDGDWD��DXWKHQWLFDWLRQ�
ORJV��HQGSRLQW�ORJV��UHOHYDQW�WHOHPHWU\��1RUPDOLVH�WKH�GDWD�WR�HQVXUH�WKH�WLPHVWDPSV�DUH�FRQVLVWHQW��)LOO�LQ�
PLVVLQJ�YDOXHV�DQG�UHPRYH�GXSOLFDWHV��([WUDFW�IHDWXUHV�WR�HQVXUH�QR�XQQHFHVVDU\�VHQVLWLYH�GDWD�LV�EHLQJ�
FROOHFWHG��(QVXUH�WKH�GDWD�LV�RI�D�JRRG�TXDOLW\�

���7KUHDW�'HWHFWLRQ

8VH�D�OLJKWZHLJKW�VXSHUYLVHG�OHDUQLQJ�DSSURDFK�WR�GHWHFW�NQRZQ�DWWDFN�SDWWHUQV��3HUIRUP�DQRPDO\�GHWHFWLRQ�
WR�GHWHUPLQH�DQRPDOLHV�ZLWKLQ�WKH�GDWD��7KLV�FDQ�WKHQ�EH�FRPELQHG�ZLWK�GHWHUPLQLVWLF�UXOHV�DQG�UHSXWDWLRQ�
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VFRUHV��7KHUH¶V�QR�VHW�ZD\�RI�FKRRVLQJ�WKH�PRGHO��WKLV�GHSHQGV�RQ�WKH�WKUHDW�W\SHV��DYDLODEOH�WHOHPHWU\�DQG�
FRPSXWDWLRQDO�FRQVWUDLQWV��2XWSXW�FRQILGHQFH�DQG�DQRPDO\�VFRUHV��,QFOXGH�IHDWXUHV�XVHG�WR�WULJJHU�WKH�DOHUW�

���5LVN�VFRULQJ

&RQVLGHU� FRQILGHQFH� ZLWKLQ� WKH� PRGHO�� KRZ� LPSDFWIXO� WKH� WKUHDW� LV� OLNHO\� WR� EH�� FULWLFDOLW\� RI� DVVHWV��
FRQWH[WXDO�LQIRUPDWLRQ�DQG�HYLGHQFH��'HFLGH�KRZ�VHYHUH�WKH�WKUHDW�VKRXOG�EH�FODVVLILHG��LQIRUPDWLRQDO���
ORZ���PHGLXP���KLJK���FULWLFDO���7KH�ULVN�VFRUH�VKRXOG�QRW�EH�EDVHG�SXUHO\�RQ�WKH�PRGHO�RXWSXW��)RU�H[DPSOH�
LI�WKH�DQRPDO\�RFFXUUHG�RQ�D�ORZ�ULVN�WHVW�KRVW�LW�PD\�VLPSO\�EH�ORJJHG��,I�WKHUH�DUH�PDQ\�PDOLFLRXV�UHTXHVWV�
WR�D�SXEOLF�VHUYLFH�LW�PD\�EH�WKURWWOHG�

���3ROLF\�%DVHG�$XWRPDWHG�0LWLJDWLRQ

'HFLGH�ZKDW�FDQ�EH�GRQH�WR PLWLJDWH�WKH�WKUHDW��7KLV�GHSHQGV�RQ�WKH�VHYHULW\�DQG�FRQILGHQFH��([DPSOHV�DUH�
ORJJLQJ��PRQLWRULQJ�� WKURWWOLQJ��EORFNLQJ�WKH�VRXUFH�DQG�WHUPLQDWLQJ�VHVVLRQV��,QFOXGH�ZK\�WKHVH�DFWLRQV�
ZHUH� WDNHQ�� VHYHULW\�RI� DFWLRQ��GXUDWLRQ��KRZ� WR� UROOEDFN��$Q\�DFWLRQV�ZLWK�KLJK� LPSDFW� VKRXOG� UHTXLUH�
DQDO\VW�DSSURYDO��,I�WKHUH�LV�QR�WHOHPHWU\�DYDLODEOH�RU�WKH�PRGHO�FDQQRW�EH�XVHG�GXH�WR�ORZ�FRQILGHQFH�WKHQ�
WKH�V\VWHP�VKRXOG�DGRSW�D�FDXWLRXV�DSSURDFK�

���,QFLGHQWV

(YHU\�DOHUW�VKRXOG�EH�ORJJHG�LQ�GHWDLO��7KLV�VKRXOG�LQFOXGH�D�XQLTXH�,'��GDWH�WLPH��DVVHW�DIIHFWHG��W\SH�RI�
HYHQW��PRGHO�YHUVLRQ��FRQILGHQFH��VHYHULW\��VXPPDU\�RI�HYLGHQFH��SROLF\�ZKLFK�ZDV�DSSOLHG��DFWLRQ�WDNHQ��
GXUDWLRQ�DQG�UHVROXWLRQ��$QDO\VWV�PD\�DGG�QRWHV�WR�WKH�HYHQW�VXFK�DV�WUXH�IDOVH��RXWFRPH�DQG�FRPPHQWV��
7KLV�ZLOO�DLG�ZLWK�HYDOXDWLRQ�LQ�WKH�IXWXUH��+RZHYHU�LW�VKRXOG�QRW�DXWRPDWLFDOO\�EH�XVHG�WR�UHWUDLQ�PRGHOV�
LQ�SURGXFWLRQ�ZLWKRXW�TXDOLW\�FKHFNV�DQG�DSSURYDOV�

%��3ROLF\

&UHDWH� D� VHQVLEOH� SROLF\�� /RZ� FRQILGHQFH� RU� ORZ� LPSDFW� FDQ� MXVW� EH� ORJJHG� DQG� FRUUHODWHG�� 0HGLXP�
FRQILGHQFH�FDQ�EH�IXUWKHU�PRQLWRUHG��DOHUWHG�RQ�RU�WKURWWOHG�GHSHQGLQJ�RQ�WKH�ULVN��7KHVH�DFWLRQV�ZLOO�EH�
UROOHG� EDFN��+LJK� FRQILGHQFH� DQG� KLJK� LPSDFW� FDQ� EH�PLWLJDWHG� WHPSRUDULO\�� ,QFOXGH� FOHDU� SHUPLVVLRQV�
ZKLFK�FDQ�EH�UROOHG�EDFN��&ULWLFDO�DFWLRQV�RU�KLJK�PRGHO�XQFHUWDLQW\��DVVHW�FULWLFDOLW\�DQG�EXVLQHVV�LPSDFW�
VKRXOG�EH�UHYLHZHG�E\�D�KXPDQ�DQDO\VW��7KLV�HQVXUHV�D�EDODQFH�EHWZHHQ�VSHHG�DQG�HUURUV�

&��,QFLGHQW�/RJJLQJ

(QVXUH�WKH�LQFLGHQW�ORJJLQJ�LV�FRQFLVH�WR�KHOS�ZLWK�WULDJH�EXW�LQFOXGHV�HQRXJK�GHWDLO�IRU�DXGLWLQJ��,QFLGHQW�
,'��GDWH�WLPH�RI�HYHQW��KRVW�DFFRXQW�VHUYLFH�DIIHFWHG��LQGLFDWRUV��PRGHO�SUHGLFWLRQ�DQG�FRQILGHQFH��UHDVRQ�
IRU� VHYHULW\�� DOHUWV�� DFWLRQ� WDNHQ�� SROLF\�� VWDUW� WLPH� DQG� HQG� WLPH�� 'RQ¶W� LQFOXGH� WRR� PXFK� VHQVLWLYH�
LQIRUPDWLRQ�RU�PDVN��(QVXUH�DOO�WLPHV�DUH�FRQVLVWHQW�DQG�LQFOXGH�OLQNV�WR�SURWHFWHG�HYLGHQFH�

'��(YDOXDWLRQ�3ODQ

(YDOXDWH�HDFK�VHFWLRQ�RI�WKH�IUDPHZRUN��2IIOLQH��&RPSDUH�GLIIHUHQW�PRGHOV��8VH�VXSHUYLVHG��WUHH�EDVHG��
HQVHPEOH�DQG�DQRPDO\�GHWHFWLRQ�PRGHOV��(QVXUH�WKH�GDWD�LV�VSOLW�FRUUHFWO\�VR�WKHUH�LV�QR�GDWD�OHDNDJH��1RWH�
FODVV�GLVWULEXWLRQ��,I�SRVVLEOH�VSOLW� WKH�GDWD�RYHU�WLPH�WR�DFFRXQW�IRU�FKDQJHV�LQ� WUDIILF��&RPSDUH�DJDLQVW�
VLPSOH�PRGHOV� DQG� FXUUHQW� UXOHV��&RPSDUH� UHVXOWV� XVLQJ� SUHFLVLRQ�� UHFDOO�� )��VFRUH�� IDOVH� SRVLWLYH� UDWH��
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EUHDNGRZQ� E\� FODVV� DQG� FRQIXVLRQ� PDWULFHV�� ,QFOXGH� SHUIRUPDQFH� PHWULFV� VXFK� DV� ODWHQF\�� HYHQWV� SHU�
VHFRQG��PHPRU\�XVDJH��&38�XVDJH�DQG�GHWHFWLRQ�WR�DFWLRQ�WLPH�

0LWLJDWLRQ��7HVW� WR� VHH� LI�PLWLJDWLRQ�KDV� UHGXFHG� WKH� LPSDFW�RI� DWWDFNV�ZLWKRXW� DIIHFWLQJ�DQ\� OHJLWLPDWH�
WUDIILF��,QFLGHQW�/RJJLQJ��&RQVLGHU�FRPSOHWHQHVV��WUDFHDEOH�DQG�DQDO\VW�XQGHUVWDQGLQJ���UHVROXWLRQ�WLPH�

6KDGRZ�([SHULPHQW��$OORZV�DQDO\VWV�WR�XQGHUVWDQG�WKH�DOHUWV�WKDW�KDYH�EHHQ�UDLVHG�DQG�ZKDW�KDV�DFWXDOO\�
KDSSHQHG��,W�ZLOO�DOVR�KHOS�VSRW�DQ\�UHSHDWHG�IDOVH�SRVLWLYHV��$IWHU�HQRXJK�YDOLGDWLRQ�KDV�EHHQ�GRQH�D�IHZ�
UHYHUVLEOH�DFWLRQV�FDQ�EH�HQDEOHG�IRU�VSHFLILF�VLWXDWLRQV��,W�LV�LPSRUWDQW�WR�LPSOHPHQW�WKLV�LQFUHPHQWDOO\��
,QFOXGH�D�GDVKERDUG�WR�PRQLWRU��NLOO�VZLWFK�DQG�UROOEDFN��1R�QXPHULFDO�UHVXOWV�KDYH�EHHQ�LQFOXGHG�DV�WKH�
IUDPHZRUN�KDV�QRW�\HW�EHHQ�LPSOHPHQWHG�RU�WHVWHG�

(��6HFXULW\

(QVXUH�\RXU�GHWHFWLRQ�PRGHO�DQG�GDWD�SLSHOLQH�DUH�VHFXUH��$WWDFNHUV�PD\� DWWHPSW�WR�SRLVRQ�WKH�WUDLQLQJ�
GDWD��PDQLSXODWH� IHDWXUHV�� FDXVH� WRR�PDQ\� DOHUWV� RU� DWWDFN� WKH�PRGHO�� 6HFXUH� \RXU�PRGHO� ILOHV�� IHDWXUH�
SLSHOLQHV��WKUHVKROGV�DQG�PLWLJDWLRQ�SROLFLHV��/RJ�DOO�FKDQJHV��(QVXUH�HYHU\WKLQJ�LV�YHUVLRQHG��YHULILHG�DQG�
UHYHUVLEOH��0LWLJDWLRQ�FRQWUROOHU�VKRXOG�EH�LQGHSHQGHQW�WR�HQVXUH�DOORZOLVWLQJ�DQG�VDIHW\�UXOHV�DUH�LQ�SODFH��
7KLV�PHDQV�WKH�PRGHO�FDQ¶W�SHUIRUP�DQ\�UDQGRP�FRPPDQGV�EDVHG�RQ�LWV�SUHGLFWLRQV�RU�FDXVH�WKH�EORFN�WR�
JR�EH\RQG�ZKDW�LW�LV�DOORZHG�

)��%HQHILWV�	�7UDGHRIIV

7KLV�IUDPHZRUN�FRXOG�LPSURYH�UHVSRQVH�WLPHV�WR�DOHUWV��$V�WKHUH�DUH�QR�XQQHFHVVDU\�KDQGRYHUV�IRU�ORZ�ULVN�
ZHOO� XQGHUVWRRG� HYHQWV�� 7KH� VWUXFWXUHG� ORJJLQJ� PDNHV� DXGLWLQJ� HDVLHU� DQG� KHOSV� VSRW� SDWWHUQV�� 8VLQJ�
VXSHUYLVHG�OHDUQLQJ�DQG�DQRPDOLHV�FRXOG�JLYH�EURDG�FRYHUDJH��7KHVH�DUH�WKHRULHV�ZKLFK�ZRXOG�QHHG�WR�EH�
WHVWHG��0RUH�LQWHJUDWLRQ�PD\�EH�QHHGHG��IDOVH�SRVLWLYHV�FRQWDLQHG��PRGHO�GULIW��WHOHPHWU\�VWRUHG�DQG�SROLFLHV�
DQG�HYDOXDWLRQ�PHWKRGV�PDLQWDLQHG�

9,,��&RQFOXVLRQ�DQG�)XWXUH�:RUN

(OHYHQ�$,�0/� SDSHUV� ZHUH� UHYLHZHG� ZKLFK� ZHUH� SXEOLVKHG� EHWZHHQ� ����� DQG� ������ 7KHVH� LQFOXGH�
H[DPSOHV�RI�OHDUQLQJ�EDVHG�VROXWLRQV�IRU�GHWHFWLQJ�F\EHU�WKUHDWV�XVLQJ�VXSHUYLVHG�OHDUQLQJ�IRU�FODVVLI\LQJ�
ZHE�DWWDFNV��WUHH�EDVHG�DQG�HQVHPEOH�LQWUXVLRQ�GHWHFWLRQ��''R6�WUDIILF�VKDSLQJ��RQOLQH ,VRODWLRQ�)RUHVW��
GHHS� OHDUQLQJ� IRU� ZLUHOHVV� DQG�ZHE� HQYLURQPHQWV�� HYHQW� SURILOLQJ� DQG� D� JHQHUDO� RYHUYLHZ� RI�PDFKLQH�
OHDUQLQJ�DSSURDFKHV��7KLV�VKRZV�KRZ�OHDUQLQJ�EDVHG�VROXWLRQV�FDQ�EH�XVHG�WR�SURYLGH�IOH[LEOH�GHWHFWLRQ�
PHFKDQLVPV��+RZHYHU��WKH\�PXVW�EH�DEOH�WR�XVH�UHDOLVWLF�GDWD��SURGXFH�DFFXUDWH�UHVXOWV��EH�FRPSXWDWLRQDOO\�
HIILFLHQW�DQG�KDYH�IHZ�IDOVH�SRVLWLYHV�WR�EH�XVHIXO�

$�NH\�LVVXH�IRXQG�ZDV�WKH�ODFN�RI�LQWHJUDWLRQ�EHWZHHQ�WKUHDW�GHWHFWLRQ�DQG�UHVSRQVH��7KLV�KDV�EHHQ�UHVROYHG�
ZLWK�D�XQLILHG�IUDPHZRUN�WKDW�LQFOXGHV�GDWD�SUHSURFHVVLQJ��PXOWLSOH�PHWKRGV�IRU�GHWHFWLRQ��WKUHDW�VFRULQJ��
FRQWDLQPHQW� XVLQJ� SROLFLHV� DQG� VWUXFWXUHG� UHSRUWLQJ�� ,W� LQFOXGHV� HOHPHQWV� VXFK� DV� EHLQJ� DEOH� WR� XQGR�
SURFHVVHV��KDYLQJ� FOHDU� WKUHVKROGV�� KDYLQJ�KXPDQ� LQYROYHPHQW� IRU�KLJK� LPSDFW�GHFLVLRQV�� DQG�HQVXULQJ�
SULYDF\�RI�WHOHPHWU\��7KLV�LV�SXUHO\�WKHRUHWLFDO�ZLWK�QR�H[SHULPHQWDO�UHVXOWV�

,Q�IXWXUH�ZRUN��D�SURWRW\SH�VKRXOG�EH�FUHDWHG��7KLV�VKRXOG�EH�WHVWHG�XVLQJ�PRGHUQ�DQG�YDULHG�GDWDVHWV�ZLWK�
WHPSRUDO�WHVWLQJ�DQG�LPEDODQFHG�DWWDFN�FODVVHV��7KLV�VKRXOG�LQFOXGH�WHVWLQJ�OLJKWZHLJKW�DQG�PRUH�FRPSOH[�
PRGHOV��UHFRUGLQJ�GHWHFWLRQ�DQG�V\VWHP�OHYHO�PHWULFV��,W�VKRXOG�DOVR�WHVW�LI�DXWRPDWLRQ�FDQ�UHGXFH�WKH�WLPH�
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WDNHQ�WR�UHVSRQG�WR�WKUHDWV�ZLWKRXW�LQFUHDVLQJ�VHUYLFH�LQWHUUXSWLRQ��)XUWKHU�ZRUN�VKRXOG�EH�GRQH�WR�DFFRXQW�
IRU� QHZ� VRFLDO� HQJLQHHULQJ� WKUHDWV�� PRGHOOLQJ� GULIW�� DGYHUVDULDO� DWWDFNV� DQG� SULYDF\� RI� WHOHPHWU\�� $�
VXFFHVVIXO�VROXWLRQ�ZLOO�QRW�MXVW�GHWHFW�PDOLFLRXV�HYHQWV�EXW�DOVR�KHOS�GHIHQGHUV�WR�DFFXUDWHO\��WUDQVSDUHQWO\�
DQG�VDIHO\�UHVSRQG�
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