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6KUDYDQ�/DZDQG

(PDLO��VKUDYDQODZDQG#JPDLO�FRP
'HSDUWPHQW�RI�$UWLILFLDO�,QWHOOLJHQFH�DQG�'DWD�6FLHQFH
$MHHQN\D�'<�3DWLO�6FKRRO�RI�(QJLQHHULQJ��3XQH��,QGLD

$EVWUDFW

*HQHUDWLYH�$UWLILFLDO�,QWHOOLJHQFH��*HQ$,��DQG�/DUJH�/DQJXDJH�0RGHOV��//0V��KDYH�JUHDWO\�FKDQJHG�WKH�
LQWHUDFWLRQ� EHWZHHQ� PDQ� DQG� PDFKLQHV� WKURXJK� QDWXUDO�ODQJXDJH� UHDVRQLQJ�� FRQWHQW� JHQHUDWLRQ��
SHUVRQDOL]DWLRQ��DQG�LQWHUDFWLRQ�YLD�DJHQWV��+RZHYHU��WUDGLWLRQDO�//0�DSSOLFDWLRQV�GR�QRW�SURYLGH�D�XQLILHG�
PHFKDQLVP� IRU� PDLQWDLQLQJ� D� ORQJ�WHUP�� VWUXFWXUHG�� DQG� LGHQWLW\�FRQVLVWHQW� UHSUHVHQWDWLRQ� RI� D� SHUVRQ�
GXULQJ�ORQJ�WLPH�LQWHUDFWLRQ��$V�VKRZQ�LQ�WKH�UHFHQW�VWXGLHV�RI�JHQHUDWLYH�DJHQWV��ORQJ�WHUP�//0�PHPRU\��
DJHQWLF�PHPRU\��OLIHORQJ�OHDUQLQJ��DQG�$,�VHOI�LGHQWLW\��WKHVH�SURFHVVHV�SUHVHQW�HVVHQWLDO�FDSDELOLWLHV�WKDW�
KDYH�EHHQ�VWXGLHG�DV�VHSDUDWH�FRPSRQHQWV��7KLV�SDSHU�SUHVHQWV�WKH�$GDSWLYH�'LJLWDO�&RQVFLRXVQHVV��$'&��
IUDPHZRUN� DV� WKH� WKHRUHWLFDO� DUFKLWHFWXUH� IRU� FRPSXWDWLRQDO� UHSUHVHQWDWLRQ� RI� FRUH� IHDWXUHV� RI� KXPDQ�
LGHQWLW\��7KH�$'&�IUDPHZRUN�SURSRVHV�D�V\VWHP�RI�VWUXFWXUHG�UHSUHVHQWDWLRQ�RI�'LJLWDO�'1$�IRU�SHUVRQDO�
NQRZOHGJH��H[SHULHQFH��SUHIHUHQFHV��YDOXHV��DQG�EHKDYLRUV�DQG�FRQQHFWV�LW�WR�PXOWLOD\HU�PHPRU\��VHPDQWLF�
HPEHGGLQJV��YHFWRU�UHWULHYDO��5HWULHYDO�$XJPHQWHG�*HQHUDWLRQ��5$*���//0�UHDVRQLQJ��DGDSWLYH�OHDUQLQJ��
DQG�DXWRQRPRXV�DJHQWV��7KH�IUDPHZRUN�DOVR�SURSRVHV�WKH�QRWLRQ�RI�LGHQWLW\�FRQVWUDLQWV�DQG�WKH�V\VWHP�RI�
XSGDWLQJ� PHPRU\�� FRQVROLGDWLQJ� LW�� KDQGOLQJ� FRQIOLFWV�� IRUJHWWLQJ�� PDLQWDLQLQJ� SULYDF\�� FRQVHQW�� DQG�
VHFXULW\��DV�ZHOO�DV�PRQLWRULQJ�WKH�RULJLQ�RI�GLJLWDO�LQIRUPDWLRQ��7KH�JRDO�RI�WKH�VWXG\� LV�QRW�WR�UHSOLFDWH�
ELRORJLFDO�RU�VXEMHFWLYH�FRQVFLRXVQHVV

7KH� UHVHDUFK� PRWLYDWLRQ�� SUHYLRXV� ZRUNV�� WKH� V\VWHP� VXJJHVWHG�� DV� ZHOO� DV� PHPRU\� DQG� DGDSWDWLRQ�
WHFKQLTXHV��HYDOXDWLRQ�WHFKQLTXHV��HWKLFV�DQG�DSSOLFDWLRQV�RI�WKH�ILQGLQJV��GUDZEDFNV�RI�WKH�UHVHDUFK DQG�
IXWXUH�UHVHDUFK�GLUHFWLRQV�RQ�WKLV�VXEMHFW�

.H\ZRUGV��DGDSWLYH�DUWLILFLDO�LQWHOOLJHQFH��GLJLWDO�LGHQWLW\��SUHVHUYDWLRQ�RI�KXPDQ�LGHQWLW\��ODUJH�ODQJXDJH�
PRGHOV�� JHQHUDWLRQ�RI� DUWLILFLDO� LQWHOOLJHQFH��'LJLWDO�'1$� WHFKQRORJ\�� ORQJ�WHUP�PHPRU\�DQG� UHWULHYDO�
DXJPHQWHG�JHQHUDWLRQ�WHFKQRORJ\��DXWRQRPRXV�DJHQWV�DQG�GLJLWDO�OHJDF\

,��,1752'8&7,21

7KH� DGYHQW� RI� *HQHUDWLYH� $UWLILFLDO� ,QWHOOLJHQFH� �*HQ$,�� DQG� /DUJH� /DQJXDJH� 0RGHOV� �//0V�� KDV�
WUDQVIRUPHG�KRZ�SHRSOH�FRPPXQLFDWH�ZLWK�GLIIHUHQW�VRIWZDUH�VROXWLRQV��7KHVH�PRGHOV�KDYH�WKH�DELOLWLHV�WR�
LPSOHPHQW� QDWXUDO�ODQJXDJH� XQGHUVWDQGLQJ�� YHUVDWLOH� DQVZHU� JHQHUDWLRQ�� LQIRUPDWLRQ� VXPPDUL]DWLRQ��
UHDVRQLQJ��DQG�SHUVRQDOL]DWLRQ�FRPPXQLFDWLRQ�FDSDELOLWLHV��7KH�UROH�RI�DJHQWV�EDVHG�RQ�//0V�LV�LPSRUWDQW�
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WR� WKLV�SURJUHVV�DV� LW�SHUPLWV� WKH� LQFRUSRUDWLRQ�RI�//0�ZLWK�PHPRULHV��SODQQLQJ�� WRROV�� DQG� LQWHUDFWLRQ�
ORRSV�

0HPRU\�UHWHQWLRQ�UHSUHVHQWV�RQH�RI�WKH�NH\�DVSHFWV�RI�WKLV�GHYHORSPHQW�DQG�*HQHUDWLYH�$JHQWV�LPSOHPHQW�
WKH�DUFKLWHFWXUH�RI�DQ�//0�DJHQW�FROOHFWLQJ�H[SHULHQFH�DQG�DOORZLQJ�WKH�IRUPDWLRQ�RI�KLJK�OHYHO�UHIOHFWLRQV��
PHPRU\�UHWULHYDO��DQG�LWV�XVH�LQ�EHKDYLRU�SODQQLQJ��,Q�WKLV�UHJDUG��0HPRU\%DQN�KDV�FRQWLQXHG�VWXG\LQJ�
ORQJ�WHUP�PHPRU\��IUHTXHQW�PHPRU\�XSGDWHV��SHUVRQDOLW\�FKDQJHV��DQG�VHOHFWLYH�IRUJHWWLQJ�IRU�//0�ORQJ�
WHUP� FRPPXQLFDWLRQ��0RUH� UHFHQW� HQGHDYRUV� XVHG� WKH� NQRZOHGJH� RI� G\QDPLF� DJHQW� PHPRU\�� OLIHORQJ�
OHDUQLQJ��DQG�EHQFKPDUNV�RI�WKH�LGHQWLW\�SHUPDQHQFH�LQ�ODQJXDJH�PRGHOV¶�DJHQWV�

7KHVH� GHYHORSPHQWV� SRVH� D� ELJJHU� TXHVWLRQ�� FDQ� VRPH� RI� WKH� FRPSRQHQWV� RI� VRPHRQH¶V� LGHQWLW\� EH�
SUHVHQWHG� LQ� D� FRPSXWHUL]HG� IRUP� DQG� SUHVHUYHG"� +HUH�� E\� LGHQWLW\� ZH� GR� QRW� PHDQ� D� ELRORJLFDO�
FRQVFLRXVQHVV�RU�VXEMHFWLYH�EHLQJ��LGHQWLW\�KHUH�LV�XQGHUVWRRG�DV�D�FHUWDLQ�RUJDQL]DWLRQ�RI�GDWD�WKDW�SHUWDLQV�
WR�KRZ�D�SHUVRQ�LV�UHSUHVHQWHG�LQ�DQ�$,��IRU�LQVWDQFH��FRQFHUQLQJ�SHUVRQDO�LQIRUPDWLRQ��SDVW�H[SHULHQFH��
WDVWHV� DQG� LQWHUHVWV�� YDOXHV�� DQG� EHKDYLRUDO� SHUIRUPDQFH�� &XUUHQW� VWXGLHV� DUH� XVHIXO� IRU� UHVHDUFK� RI�
GLVWLQFWLYH�PRGXOHV�RI�WKLV�NLQG�RI�V\VWHP��EXW�WKHUH�LV�VWLOO�QR�FRPSUHKHQVLYH�DSSURDFK�WR�WKH�GHVFULSWLRQ�
RI�WKH�V\VWHP�UHVSRQVLEOH�IRU�WKH�ORQJ�WHUP�SUHVHUYDWLRQ�RI�LGHQWLW\�

0HPRU\�V\VWHPV�DUH�FRQFHUQHG�ZLWK� WKH�VWRUDJH�DQG� UHWULHYDO�RI� LQIRUPDWLRQ��DJHQW�EDVHG� WHFKQRORJLHV�
ZLWK� VLPXODWLRQ� RI� LQGLYLGXDOV�� SKLORVRSK\� RI� HGXFDWLRQ�ZLWK� FKDQJH�� DQG� VWXGLHV� RI� LGHQWLW\� ZLWK� WKH�
UHVHDUFK�RI�SDUWLFXODU�FKDUDFWHULVWLFV�UHODWHG�WR�LGHQWLW\�IRUPDWLRQ�

�� 7KH�SULPDU\�FRQWULEXWLRQ�RI�WKH�SDSHU�LV�WKH�LQWURGXFWLRQ�RI�D�QHZ�FRQFHSWXDO�IUDPHZRUN�WKDW�GHILQHV�
GLJLWDO� LGHQWLW\� DV� D� G\QDPLF� SURFHVV� LQVWHDG� RI� D� VWDWLF� XVHU� SURILOH�� 7KH� SURSRVHG� DUFKLWHFWXUH�
LQWHJUDWHV�'LJLWDO�'1$��SHUVLVWHQW�PHPRULHV��LQIRUPDWLRQ�UHWULHYDO�PHWKRGV��//0�ORJLF�SURFHVVLQJ��
DGDSWLYH�XSGDWLQJ�SURFHVVHV��DQG�DJHQW�FROODERUDWLRQ�

�� 7KH�VXJJHVWHG�IUDPHZRUN�ZLOO�HQVXUH�WKDW�VHOHFWHG�LQIRUPDWLRQ�UHJDUGLQJ�LGHQWLW\�LV�SUHVHUYHG�ZKLOH�
VWLOO�PDNLQJ�SRVVLEOH�WKH�HYROXWLRQ�RI�DQ�LGHQWLW\�LQ�WKH�SURFHVV�RI�LQIRUPDWLRQ�DFTXLVLWLRQ�

�� $�IRUP�RI�WHPSODWH�'LJLWDO�'1$�ZKLFK�LV�XVHG�IRU�ZRUNLQJ�ZLWK�LQIRUPDWLRQ�UHOHYDQW�WR�RQH¶V�LGHQWLW\�
LQFOXGLQJ�LQIRUPDWLRQ�DERXW�SUHIHUHQFHV��NQRZOHGJH�DQG�SDVW�H[SHULHQFH�

�� $Q�LGHQWLW\�EDVHG�VWUXFWXUH�WKDW�JLYHV�WKH�SRVVLELOLW\�WR�DSSO\�VHPDQWLF�UHWULHYDO��5$*�SURFHVV��//0�
UHDVRQLQJ��DGDSWLYH�XSGDWLQJ�DQG�LQWHUDFWLRQ�RI�DJHQWV�

�� 7KH�XVH�RI�FRQFHSWXDO�PHFKDQLVPV�DLPHG�DW�PHPRU\�SURYHQDQFH��UHVROYLQJ�LVVXHV�FRQQHFWHG�ZLWK�
FRQIOLFWV�LQ�PHPRU\��UHJXODWHG�SURFHVV�RI�IRUJHWWLQJ�DQG�PDLQWDLQLQJ�WKH�LQWHJULW\�RI�LGHQWLW\�

�� (YDOXDWLRQ� V\VWHP� WKDW� LQFOXGHV�PHDVXUDEOH� DVSHFWV� RI� UHWULHYDO� TXDOLW\�� LQWHJULW\� RI� LGHQWLW\� DQG�
YDULRXV�RWKHU�IHDWXUHV�

,,��352%/(0�'(),1,7,21�$1'�5(6($5&+�*$3

$Q�LGHQWLW\�SUHVHUYLQJ�DUWLILFLDO�LQWHOOLJHQW�V\VWHP�KDV�WR�IRFXV�RQ�D�FKDOOHQJH�WKDW�LV�PXFK�ZLGHU�WKDQ�EHLQJ�
DEOH�WR�PHUHO\�NHHS�D�PHPRU\�RI�SUHYLRXV�FRQYHUVDWLRQV��$�JRRG�$,�V\VWHP�KDV�WR�EH�DEOH�WR�GLIIHUHQWLDWH�
LQIRUPDWLRQ� WKDW� LQGLFDWHV� WKH� UHODWLYHO\� VWDEOH� LGHQWLW\� WUDLWV� RI� D� SHUVRQ� IURP� WKH� LQIRUPDWLRQ� DERXW�
HSKHPHUDO�H[SHULHQFHV��WR�LGHQWLI\�UHOHYDQW�PHPRULHV��WR�DGGUHVV�WKH�SUREOHPV�ZLWK�RSSRVLQJ�LQIRUPDWLRQ��
DQG�WR�GHFLGH�ZKHQ�DQ�ROG�PHPRU\�VKRXOG�EH�HLWKHU�XSGDWHG�RU�HUDVHG�
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7KH�LVVXH�GHDOW�ZLWK�ZLWKLQ�WKLV�SDSHU�LV�FRQQHFWHG�ZLWK�WKH�ODFN�RI�DQ�DOO�LQ�RQH��LGHQWLW\�EDVHG�IUDPHZRUN�
ZKLFK�HQDEOHV�

�� SRUWUD\�FKRVHQ�FRPSRQHQWV�RI�D�SHUVRQ¶V�LGHQWLW\�LQ�DQ�RUJDQL]HG�PDQQHU�

�� VWRUH�SHUVRQDO�GDWD�DQG�H[SHULHQFH�IRU�D�ORQJ�SHULRG�

�� UHFDOO�LGHQWLW\�VSHFLILF�PHPRULHV�ZKHQHYHU�QHFHVVDU\�

�� DFFHSW�QHZ�LQIRUPDWLRQ�ZLWKRXW�JHWWLQJ�ORVW�LQ�LGHQWLW\�

�� GHDO�ZLWK�ROG��XQQHFHVVDU\��FRQWUDGLFWRU\��RU�IDOVH�PHPRULHV�

�� SURYLGH�FXVWRPL]HG�UHDVRQLQJ�RI�//0�DQG�DJHQW�LQWHUDFWLRQV�

�� HQVXUH� FRQILGHQWLDOLW\�� DSSURYDO�� VDIHW\�� VRXUFH�� DQG� SRVVHVVLYHQHVV� DQG� FRQWURO� RYHU� FRQFHUQLQJ�
XVHUV��

7KH� UHYLHZHG� OLWHUDWXUH� VXJJHVWV� VHYHUDO� UHODWHG� JDSV�([LVWLQJ� ZRUN� SURYLGHV� VWURQJ� PHFKDQLVPV� IRU�
PHPRU\�� UHWULHYDO�� EHKDYLRUDO� VLPXODWLRQ�� VHOI�LGHQWLW\� DQDO\VLV�� DQG� OLIHORQJ� DGDSWDWLRQ�� EXW� WKHVH�
FDSDELOLWLHV� DUH� QRW� JHQHUDOO\� RUJDQL]HG� DURXQG� D� VLQJOH� LGHQWLW\�FHQWHUHG� UHSUHVHQWDWLRQ�� )RU� H[DPSOH��
*HQHUDWLYH�$JHQWV�IRFXV�RQ�EHOLHYDEOH�EHKDYLRU�WKURXJK�PHPRU\�DQG�UHIOHFWLRQ�>��@��0HPRU\%DQN�IRFXVHV�
RQ�ORQJ�WHUP�PHPRU\�DQG�VHOHFWLYH�IRUJHWWLQJ�>�@��$�0(0�GHYHORSV�G\QDPLFDOO\�HYROYLQJ�DJHQWLF�PHPRU\�
>�@�� OLIHORQJ�OHDUQLQJ� UHVHDUFK� VWXGLHV� FRQWLQXDO� DGDSWDWLRQ� >�@�� DQG� LGHQWLW\�IRFXVHG� ZRUN� SURSRVHV�
RSHUDWLRQDO�RU�PDWKHPDWLFDO�DSSURDFKHV�WR�LGHQWLW\�SHUVLVWHQFH�>�@��>�@��$'&�DGGUHVVHV�WKH�LQWHJUDWLRQ�RI�
WKHVH�FDSDELOLWLHV�ZKLOH�H[SOLFLWO\�DGGLQJ�JRYHUQDQFH�DQG�XVHU�FRQWUROOHG�LGHQWLW\�VWDWH�PDQDJHPHQW�

,,,��5(/$7('�:25.

$��*HQHUDWLYH�$JHQWV�DQG�%HKDYLRUDO�6LPXODWLRQ

7KH�WHDP�OHG�E\�3DUN�KDV�SXW�IRUWK�*HQHUDWLYH�$JHQWV�WKDW�FRPELQHV�//0�ZLWK�PHPRU\�VWUHDP��UHIOHFWLRQ��
DQG� UHWULHYDO� IDFLOLWDWLQJ� UHDO�OLIH� EHKDYLRU� LQ� DQ� LQWHUDFWLYH� VHWWLQJ� >��@�� 7KH� ILQGLQJV� VKRZ� WKDW� WKH�
H[SHULHQFHV�FDQ�DOWHU�IXWXUH�GHFLVLRQV�DQG�LQWHUDFWLRQV��7KHUHIRUH��WKLV�VHUYHV�DV�D�EDVLV�IRU�WKH�DSSOLFDWLRQ�
RI�H[SHULHQFH�PHPRU\�DQG�LWV�UHWULHYDO�E\�$'&��%XW��WKH�DJHQWV�DUH�RQO\�VLPXODWHG�SHUVRQDOLWLHV�DQG�QRW�
OLYLQJ�LQGLYLGXDOV�ZKLFK�FDQ�EH�UHPHPEHUHG�

%��/RQJ�7HUP�//0�0HPRU\

0HPRU\%DQN
V�DELOLW\�WR�UHWULHYH�ORQJ�WHUP�PHPRU\��XSGDWH�PHPRU\�FRQWLQXRXVO\��DGDSW�SHUVRQDOLW\��DQG�
VHOHFWLYHO\� IRUJHW� DGGUHVVHV� WKH� FKDOOHQJH� RI� OLPLWHG� LQWHUDFWLRQV� >�@�� 7KLV� UHODWHV� WR�$'&� EHFDXVH� DQ�
LGHQWLW\�SUHVHUYLQJ�V\VWHP�UHTXLUHV�PRUH�WKDQ�WKH�SUHVHQW�FRQYHUVDWLRQ�ZLQGRZ�WR�IXQFWLRQ��SDUWLDO�ORQJ�
WHUP�VWRUDJH�LV�DOVR�QHFHVVDU\�WR�EH�PDLQWDLQHG�DQG�VXLWDEO\�DOWHUHG��

&��/RQJ�7HUP�5HWULHYDO�DQG�5$*

5HWULHYDO�$XJPHQWHG�*HQHUDWLRQ��5$*��PHUJHV�WKH�NQRZOHGJH�RI�SDUDPHWULF�PRGHOV�ZLWK�DQ�H[WHUQDO�QRQ�
SDUDPHWULF�PHPRU\��UHWULHYLQJ�XVHIXO�GDWD�SULRU�WR�JHQHUDWLQJ�UHVSRQVHV�>�@��,Q�WKH�FDVH�RI�WKH�$'&��WKH�
H[WHUQDO�PHPRU\�LV�HVVHQWLDO�EHFDXVH�SULYDWH�LQIRUPDWLRQ�PXVW�EH�FOHDUO\�VWRUHG�DQG�DYDLODEOH�IRU�UHWULHYDO��
UDWKHU� WKDQ�SUHVXSSRVHG� WR�EH�FRQWDLQHG�ZLWKLQ� WKH�ZHLJKWV�RI� WKH� ODQJXDJH�PRGHO��+LSSR�5$*�IXUWKHU�
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LOOXVWUDWHV�KRZ� WKH� UHWULHYDO� RI� LQIRUPDWLRQ�ZLWK� WKH�XVH�RI�//0V��NQRZOHGJH�JUDSKV�� DQG�JUDSK�EDVHG�
UHWULHYDO�FDQ�PHUJH�WKH�ORQJ�WHUP�PHPRULHV�>�@�

'��$JHQWLF�0HPRU\

$�0(0� SUHVHQWV� D� G\QDPLF� DSSURDFK� RI� RUJDQL]LQJ�PHPRULHV� DQG� WKH� FUHDWLRQ� RI� QHZ�PHPRULHV� E\�
HVWDEOLVKLQJ�FRQQHFWLRQV�ZLWK�WKH�DSSURSULDWH�KLVWRULFDO�PHPRULHV��DOORZLQJ�IRU�WKH�HYROXWLRQ�RI�D�PHPRU\�
VWUXFWXUH�>�@��7KHUH�LV�D�FORVH�FRQQHFWLRQ�EHWZHHQ�WKLV�LGHD�DQG�WKH�$'&�UHTXLUHPHQWV��DFFRUGLQJ�WR�ZKLFK�
QHZ� H[SHULHQFHV� KDYH� WR� EH� LQFRUSRUDWHG� LQWR� WKH� FRPSXWDWLRQDO� UHSUHVHQWDWLRQ� RI� D� SHUVRQ� LQVWHDG� RI�
WUHDWLQJ�HYHU\�VLQJOH�PHPRU\�DV�DQ�LQGHSHQGHQW�UHFRUG�

(��+XPDQ�,QVSLUHG�$,�0HPRU\

:X�DQG�FROOHDJXHV�SURYLGH�D�UHYLHZ�RI�WKH�PHPRU\�SURFHVVHV�LQ�//0�V\VWHPV�DQG�GUDZ�SDUDOOHOV�ZLWK�
KXPDQ�PHPRU\�V\VWHPV�>�@��7KHLU�UHYLHZ�FODVVLILHV�PHPRU\�EDVHG�RQ�GLIIHUHQW�SDUDPHWHUV�VXFK�DV�REMHFW��
PRGDOLW\��DQG�GXUDWLRQ�ZKLOH�DOVR�LGHQWLI\LQJ�WKH�XQUHVROYHG�LVVXHV�LQ�ORQJ�WHUP�PHPRU\�V\VWHPV�LQ�$,��
$'&�HPSOR\V� VXFK�FRQFHSWV�DV�D�EDVLV� IRU� LWV�DUFKLWHFWXUH�ZKLOH�QRW�H[WHQGLQJ� LWV�FODLP� WR� WKH�DUHD�RI�
FRPSXWDWLRQ�LGHQWLW\�UHSUHVHQWDWLRQ�

)��7KH�'LPHQVLRQ�RI�$,�,GHQWLW\�DQG�,GHQWLW\�&RQWLQXLW\

/HH�GHYHORSV�D�PDWKHPDWLFDO�IUDPHZRUN�IRU�GHILQLQJ�DQG�TXDQWLI\LQJ�VHOI�LGHQWLW\�LQ�$,�V\VWHPV�>�@��3HUULHU�
DQG�%HQQHWW� GLVFXVV� WHPSRUDO� LGHQWLW\� DQG�FRQWLQXLW\� LVVXHV� LQ� DJHQWV�EDVHG�RQ� ODQJXDJH�PRGHOLQJ� DQG�
VHSDUDWH�FRQVLVWHQW�LGHQWLW\�IURP�WKH�SURFHVV�RI�ODQJXDJH�SURGXFWLRQ�WKDW�UHIOHFWV WKH�VHOI�>�@��7KHVH�VWXGLHV�
DUH� RI� JUHDW� LPSRUWDQFH� WR� $'&� VLQFH� D� V\VWHP� SUHVHUYLQJ� LGHQWLW\� VKRXOG� EH� PRQLWRUHG� EDVHG� RQ�
TXDQWLILDEOH�FULWHULD�RI�LGHQWLW\�VWDELOLW\�UDWKHU�WKDQ�RQ�VXEMHFWLYH�HYDOXDWLRQV�RI�KXPDQ�OLNH�LQWHUDFWLRQ�

*��/LIHORQJ�/HDUQLQJ

$FFRUGLQJ� WR�=KHQJ�HW� DO��� OLIHORQJ� OHDUQLQJ�RI�//0�EDVHG�DJHQWV� FRQVLVWV�RI�SHUFHSWLRQ��PHPRU\��DQG�
DFWLRQ� PRGXOHV�� KLJKOLJKWLQJ� WKH� VLJQLILFDQFH� RI� FRQWLQXRXV� DGDSWDWLRQ� DQG� VXVWDLQLQJ� KLJK� OHYHO� RI�
SHUIRUPDQFH�IRU�D�ORQJ�WLPH��&RQWUROOHG�DGDSWDWLRQ�LV�D�SULQFLSOH�DSSOLHG�LQ�WKH�FRQWH[W�RI�DGDSWDWLRQ�EXW�
IRFXVHG�RQ�UHWDLQLQJ�FHUWDLQ�IHDWXUHV�RI�DQ�LGHQWLW\�DQG�PDNLQJ�SURJUHVV�LQ�LWV�GHYHORSPHQW�

+��$JHQW�0HPRU\�(YROXWLRQ

$FFRUGLQJ�WR�/XR�DQG�KLV�FROOHDJXHV��WKHUH�DUH�WKUHH�IRUPV�RI�PHPRU\�DQG�WKH�GHYHORSPHQW�IURP�PHPRU\�
WR�UHIOHFWLYH�PHPRU\�WR�H[SHULHQWLDO�PHPRU\�ZKLFK�KHOSV�$'&�LQGLFDWH�WKDW�FXOWXUDO�PHPRU\�LV�QRW�D�VWDWLF�
HQFODYH�VLQFH�PHPRULHV�FDQ�EH�SURFHVVHG�DQG�GHYHORSHG�LQWR�XVHIXO�DVSHFWV�>�@�

,��&RPSDULVRQ�:LWK�([LVWLQJ�$SSURDFKHV

7DEOH�,�FRQWDLQV�D VXPPDU\�RI�WKH�OLQN�EHWZHHQ�WKH�H[LVWLQJ�PHWKRGV�DQG�WKH�SURSRVHG�$'&�FRQWH[WXDO�
IUDPHZRUN��7KH�SXUSRVH�RI�WKH�FRPSDULVRQ�LV�WR�FRPSDUH�WKH�H[LVWLQJ�FRQWULEXWLRQV�UDWKHU�WKDQ�WR�UDQN�WKH�
V\VWHPV��7KH�FRPSDULVRQ�GHPRQVWUDWHV�WKDW�WKH�$'&�GRHV�QRW�FODLP�WR�LQYHQW�ORQJ�WHUP�PHPRU\��5$*��
DJHQWLF�PHPRU\�� RU� OLIHORQJ� OHDUQLQJ�� ,WV� FRQWULEXWLRQ� FRQVLVWV� LQ� RUJDQL]LQJ� WKH� VSHFLILHG�PHFKDQLVPV�
DURXQG�DQ�H[SOLFLW�LGHQWLW\�VWDWH�DORQJ�ZLWK�LQWURGXFLQJ�WKH�DVSHFWV�RI�PHPRU\�PDQDJHPHQW��VSHFLILFDWLRQV��
DQG�GLJLWDO�KHULWDJH��
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7DEOH�,� &203$5,621�2)�(;,67,1*�$3352$&+(6�$1'�7+(�352326('�$'&�)5$0(:25.

&DSDELOLW\
*HQHUDWLYH�
$JHQWV�>��@

0HPRU\%DQN�
>�@

$�0(0�>�@
/LIHORQJ�
//0�$JHQWV�
>�@

$'&�
�3URSRVHG�

/RQJ�WHUP�
PHPRU\

<HV <HV <HV <HV <HV

'\QDPLF�
PHPRU\�
RUJDQL]DWLRQ

5HIOHFWLRQ�UHWULHYDO 8SGDWH�IRUJHWWLQJ
'\QDPLF�
OLQNLQJ�HYROXWLRQ

&RQWLQXDO�
DGDSWDWLRQ

,GHQWLW\�
FHQWHUHG�
HYROXWLRQ

,GHQWLW\�
UHSUHVHQWDWLRQ

&KDUDFWHU�SURILOH
3HUVRQDOLW\�
DGDSWDWLRQ

0HPRU\�
FHQWHUHG

$JHQW�
DGDSWDWLRQ

'LJLWDO�'1$�
VFKHPD

,GHQWLW\�DZDUH�
UHWULHYDO

1RW�SULPDU\�IRFXV 3DUWLDO 3DUWLDO
0HPRU\�
IRFXVHG

([SOLFLWO\�
SURSRVHG

&RQIOLFW�
KDQGOLQJ

1RW�SULPDU\�IRFXV /LPLWHG
0HPRU\�
HYROXWLRQ

$GDSWDWLRQ�
IRFXVHG

([SOLFLWO\�
SURSRVHG

&RQWUROOHG�
IRUJHWWLQJ

1RW�SULPDU\�IRFXV <HV
1RW�SULPDU\�
IRFXV

&RQWLQXDO�
OHDUQLQJ�
FRQFHUQ

*RYHUQDQFH�
DZDUH

,GHQWLW\�GULIW�
HYDOXDWLRQ

1RW�SULPDU\�IRFXV
1RW�SULPDU\�
IRFXV

1RW�SULPDU\�
IRFXV

$GDSWDWLRQ�
HYDOXDWLRQ

([SOLFLW�
PHWULF�
SURSRVHG

*RYHUQDQFH�
DQG�RZQHUVKLS

1RW�SULPDU\�IRFXV
1RW�SULPDU\�
IRFXV

1RW�SULPDU\�
IRFXV

1RW�SULPDU\�
IRFXV

([SOLFLW�OD\HU

'LJLWDO�OHJDF\ 1RW�SULPDU\�IRFXV
1RW�SULPDU\�
IRFXV

1RW�SULPDU\�
IRFXV

1RW�SULPDU\�
IRFXV

$SSOLFDWLRQ�
VFRSH

,9��352326('�$'$37,9(�',*,7$/�&216&,2861(66�)5$0(:25.

$��)UDPHZRUN�&RQFHSW

,W�LV�SURSRVHG�WKDW�$'&�VHUYHV�DV�D�OD\HUHG�VWUXFWXUH�LQ�ZKLFK�DQ�LGHQWLW\�UHSUHVHQWDWLRQ�H[LVWV�DV�D�IRUP�RI�
HYROYLQJ� FRPSXWDWLRQDO� VWDWH�� 7KH� IUDPHZRUN� GLVWLQJXLVKHV� EHWZHHQ� VWDEOH� DWWULEXWHV� RI� LGHQWLW\� IURP�
FKDQJLQJ�H[SHULHQFHV�DQG�LQWHUDFWLRQ�PHPRULHV��,W�GRHV�QRW�DLP�WR�HQFRGH�DQ�HQWLUH�KXPDQ�EHLQJ��EXW�LW�
NHHSV�WKH�LGHQWLW\�UHOHYDQW�LQIRUPDWLRQ�WKDW�KDV�EHHQ�JUDQWHG�SHUPLVVLRQ�E\�WKH�LQGLYLGXDO�WR�EH�UHWDLQHG��
7KH�SURFHVVLQJ�IORZ�WKDW�KDV�EHHQ�SURSRVHG�LV�DV�IROORZV�

$XWKRUL]HG�3HUVRQDO�'DWD�ĺ�'LJLWDO�'1$�ĺ�0XOWL�/D\HU�0HPRU\�ĺ�,GHQWLW\�5HOHYDQW�5HWULHYDO�ĺ�
5$*�ĺ�//0�5HDVRQLQJ�ĺ�$GDSWLYH�$JHQW

7KHUH� LV� D� IHHGEDFN� ORRS� WKURXJK� ZKLFK� WKH� YDOLGDWHG� QHZ� LQIRUPDWLRQ� LV� VHQW� EDFN� WR� WKH� PHPRU\�
PDQDJHPHQW�OD\HU�
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%��'LJLWDO�'1$�/D\HU

7KH�&HQWUDO� ,GHQWLW\�5HSUHVHQWDWLRQ� SURSRVHG� E\�$'&� LV� FDOOHG� WKH� GLJLWDO�'1$� OD\HU��7KLV� LV� QRW� WKH�
ELRORJLFDO�'1$��LW�GRHV�QRW�UHIHU�WR� WKH�JHQHWLF�FRGH��,W� LV� WKH�GDWD�VWUXFWXUH�WR�XVH�IRU�UHSUHVHQWLQJ�WKH�
LGHQWLW\�RI�DQ�LQGLYLGXDO�LQ�D�FRPSXWDEOH�IRUP�ZLWK�WKH�QHFHVVDU\�SDUDPHWHUV�WKDW�ZHUH�GHILQHG�DQG�DFFHSWHG�
E\�WKH�XVHU�

7KH�GHILQLWLRQ�RI�GLJLWDO�'1$�LV�

'� �^.�(�3�9�%�+�&`� ���

ZKHUH�.�LV�WKH�UHSUHVHQWDWLRQ�RI�NQRZOHGJH��(�LV�UHVSRQVLEOH�IRU�WKH�H[SHULHQFH��3�VWDQGV�IRU�WKH�SUHIHUHQFHV�
RI�WKH�LQGLYLGXDO��9�PHDQV�YDOXHV��%�VWDQGV�IRU�WKH�EHOLHIV��UHSUHVHQWV�EHKDYLRUDO�SURSHUWLHV��+�VWDQGV�IRU�
LQWHUDFWLRQ�KLVWRU\��DQG�&�VWDQGV�IRU�OLPLWV�LPSRVHG�E\�LGHQWLW\�

7KH�UHSUHVHQWDWLRQ�FDQ�FRQWDLQ�ERWK�GDWD�DV�ZHOO�DV�PHWDGDWD��$Q�LGHQWLW\�UHFRUG�FRXOG�FRQVLVW�RI�D�GDWD�
VRXUFH���GDWH�DQG�WLPH�RI�XSGDWH��FRQILGHQFH OHYHO���VHQVLWLYLW\�OHYHO��FXUUHQW�VWDWXV�RI�XSGDWH��SURYHQDQFH�
RI�WKH�GDWD��DQG�VWDWH�RI�XVHU�DXWKRUL]DWLRQV��7KLV�ZD\�WKH�V\VWHP�FDQ�GLVWLQJXLVK�D�SUHYDOHQW�SUHIHUHQFH�
IURP�D�WUDQVLHQW�GHFODUDWLRQ��

)LJ���� &RQFHSWXDO�'LJLWDO�'1$�VFKHPD�SURSRVHG�E\�$'&�

&��0XOWL�/D\HU�0HPRU\

7KH�LGHD�RI�YDULRXV�PHPRU\�OD\HUV�LV�EDVHG�RQ�WKH�SULQFLSOH�WKDW�LQIRUPDWLRQ�UHODWHG�WR�LGHQWLW\�LV�VWRUHG�DW�
YDULRXV�WHPSRUDO�DQG�VHPDQWLF�OHYHOV�

&XUUHQW�ZRUNLQJ�PHPRU\�FRQWDLQV�WKH�LQIRUPDWLRQ�QHHGHG�IRU�WKH�LQWHUDFWLRQ�WDNLQJ�SODFH�DW�SUHVHQW�
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(SLVRGLF� PHPRU\� FRQVLVWV� RI� LQIRUPDWLRQ� DERXW� VSHFLILF� HYHQWV� DQG� H[SHULHQFH�� VXFK� DV� LQWHUDFWLRQ��
GHFLVLRQ��DFFRPSOLVKPHQW��DQG�SHUVRQDO�HYHQW�

6HPDQWLF�PHPRU\�UHODWHV�WR�D�SHUVRQ¶V�JHQHUDO�NQRZOHGJH�WKDW�KDV�EHHQ�DFTXLUHG�EDVHG�RQ�WKH�H[SHULHQFH�
DQG�KDV�FHUWDLQ�FRQVWDQW�IHDWXUHV�OLNH�SUHIHUHQFHV��FRPSHWHQFHV��YDOXHV��DQG�EHKDYLRUDO�SDWWHUQV�

/RQJ�WHUP�H[WHUQDO�PHPRU\�JLYHV�SHUPDQHQW�DFFHVV�WR�LQIRUPDWLRQ�QHHGHG�DFURVV�VHVVLRQV�

7KHVH�DUH� WKH�PHPRU\� W\SHV�GLVFXVVHG� LQ� WKH�JLYHQ�IUDPHZRUN�� DOWKRXJK� WKHLU�SUDFWLFDO� LPSOHPHQWDWLRQ�
PLJKW�LQFOXGH�HLWKHU�UHODWLRQDO�GDWDEDVHV��GRFXPHQW�UHSRVLWRULHV��YHFWRU�GDWDEDVHV��NQRZOHGJH�JUDSKV��RU�
DOO�RI�WKHP�FRPELQHG�

'��6HPDQWLF�(PEHGGLQJV�DQG�,GHQWLW\�$ZDUH�5HWULHYDO

$Q�HPEHGGLQJ�PRGHO�FDQ�FRQYHUW�PHPRULHV�LQWR�YHFWRU�UHSUHVHQWDWLRQV��'HQRWH�D�PHPRU\�LWHP�E\�PL��DQG�
LWV�HPEHGGLQJ�E\�HL  I��PL���$�TXHU\�LV�GHQRWHG�T�DQG�LWV�HPEHGGLQJ�DV�HT  �I�T���6HPDQWLF�VLPLODULW\�LV�WKH�
EDVLF�TXDQWLW\�WR�GHWHUPLQH�

6VHP�T�PL�� ��HT ā�HL�����ۅHTۅ�ۅHLۅ� ���

+RZHYHU�� WKH�PHWKRG� SURSRVHG� E\� WKH�$'&� VD\V� WKDW� LGHQWLW\� �VHQVLWLYH� UHWULHYDO� VKRXOG� DOVR� FRQVLGHU�
IDFWRUV�RWKHU�WKDQ�VHPDQWLF�VLPLODULW\��7KDW�LV��FRQFHSWXDO�UHWULHYDO�FDQ�EH�GHILQHG�DV�

6�T�PL�� �Į6VHP ��ȕ6UHF ��Ȗ6LG ��į6UHO� ���

:KHUH�6UHF GHSLFWV�WKH�LPSRUWDQFH�RI�WLPH��6LG GHQRWHV�DSSURSULDWHQHVV�RI�LGHQWLW\�SURSHUWLHV�RU�UHVWULFWLRQV��
DQG�6UHO VKRZV�GHSHQGDELOLW\�RI�PHPRU\��7KH�FRHIILFLHQWV�PHQWLRQHG�DERYH�DUH�WKH�SDUDPHWHUV�RI�GHVLJQ�
VXEMHFW�WR�H[SHULPHQWV�

(��5HWULHYDO�$XJPHQWHG�*HQHUDWLRQ

7KH� SHUVRQDO� PHPRU\� IHWFKHG� LV� SURYLGHG� WR� //0� DV� UHJXODWHG� H[WHULRU� FRQWH[W�� 7KH� SURFHVV� FDQ� EH�
H[SUHVVHG�DV�

5� �5HWULHYH�T�'�0� ���

\� �//0�T�5�&�� ���

ZKHUH�'�VWDQGV�IRU�'LJLWDO�'1$��0�UHIHUV�WR�SHUVLVWHQW�PHPRU\��5�UHSUHVHQWV�UHWULHYHG�FRQWH[W��&�LV�IRU�
LGHQWLW\�FRQVWUDLQWV��DQG�\�V\PEROL]HV�UHVSRQVH�JHQHUDWHG�

7KH� GLIIHUHQWLDWLRQ� LV� QHFHVVDU\� DV� SHUVRQDO� PHPRU\� UHPDLQV� DQ� HVWDEOLVKHG� OHYHO� RI� GDWD�� //0� LV�
FRQVLGHUHG�SDUW�RI�UHDVRQLQJ�DQG�JHQHUDWLRQ��QRW�WUHDWHG�DV�SHUPDQHQW�GDWD�VWRUDJH�IRU�LQGLYLGXDO
V�LGHQWLW\�

)��//0�5HDVRQLQJ�/D\HU

7KH�//0�JHWV�WKH�ODWHVW�TXHVWLRQ�DQG�UHOHYDQW�LGHQWLW\�FRQWH[W�DV�ZHOO�DV�PHPRULHV�WKDW�LW�KDV�UHWULHYHG��,W�
LQWHUSUHWV� WKH� FXUUHQW� FRPPXQLFDWLRQ�� UHDVRQV�ZLWK� WKH� UHWULHYHG� LQIRUPDWLRQ�DQG�GHOLYHUV� DQ� DQVZHU� LQ�
FRPSOLDQFH�ZLWK�WKH�LGHQWLW\�UHSUHVHQWDWLRQ�DYDLODEOH�
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7KH�IUDPHZRUN�GRHV�QRW�SUHVXPH�WKDW�WKH�//0�KDV�WKH�LGHQWLW\�RI�WKH�XVHU��L�H��LGHQWLW\�FRQVLVWHQF\�LV�DQ�
DUFKLWHFWXUDO�IHDWXUH�WKDW�FRPHV�DV�D�UHVXOW�RI�FRQWUROOHG�FRPELQDWLRQ�RI�LGHQWLW\�GDWD��PHPRU\�UHWULHYDO��
FRQVWUDLQWV��DQG�JHQHUDWLRQ�

*��$GDSWLYH�/HDUQLQJ�DQG�,GHQWLW\�8SGDWH

7KH�REMHFWLYH�RI�WKH�XVH�RI�$'&�LV�IRU�LW�WR�HYROYH�DORQJ�ZLWK�QHZO\�HQFRXQWHUHG�H[SHULHQFHV��,PSRUWDQWO\��
WKLV�GRHV�QRW�PHDQ�WKDW�D�QHZ�LQWHUDFWLRQ�ZLOO�LPPHGLDWHO\�WUDQVODWH�LQWR�D�SHUPDQHQW�LGHQWLW\�FKDUDFWHULVWLF��
7KH�IUDPHZRUN�SURSRVHV�WKH�IROORZLQJ�DGDSWDWLRQ�SLSHOLQH�

1HZ�,QWHUDFWLRQ�ĺ�&DQGLGDWH�0HPRU\�ĺ�9DOLGDWLRQ�ĺ�&RQIOLFW�0DQDJHPHQW�ĺ�8SGDWH���6\QWKHVLV���
&DQFHOODWLRQ�ĺ�,GHQWLW\�6WDWH�8SGDWH

$�FDQGLGDWH�PHPRU\�LV�DVVHVVHG�EDVHG RQ�WKH�FUHGLELOLW\�RI�LWV�VRXUFH��LWV�IUHTXHQF\��WLPHOLQHVV��FRQJUXHQF\�
ZLWK�NQRZQ�LQIRUPDWLRQ��DQG�WKH�YHULILFDWLRQ�E\�WKH�XVHU�

)RU�H[DPSOH��LI�D�XVHU�UHSRUWV�RQFH�WKDW�WKHUH�KDV�EHHQ�D�FKDQJH�LQ�KLV�WHPSRUDU\�SUHIHUHQFHV��WKH�V\VWHP�
GRHV�QRW�QHHG�WR�LQVWDQWO\�FKDQJH�D�VWDEOH�LGHQWLW\�WUDLW��2IWHQ��WKHUH�ZLOO�EH�D�QHHG�IRU�HLWKHU�D�UHSHWLWLRQ�RI�
WKH�HYLGHQFH�RU�D�GLVWLQFW�FRQILUPDWLRQ�E\�WKH�XVHU�IRU�WKH�FKDQJH�WR�EH�DFFHSWHG��

+��&RQWURO�RI�LGHQWLW\�FRQVLVWHQF\�DQG�GULIW�

,GHQWLW\�FRQVLVWHQF\�LV�D�FRUH�UHTXLUHPHQW�RI�,GHQWLW\�EDVHG�7HFKQRORJ\��/HW�,W UHSUHVHQW�WKH�LGHQWLW\�DW�WLPH�
W��$IWHU�WKH�LQSXW�RI�QHZ�LQIRUPDWLRQ�[W��WKH�LGHQWLW\�LV�XSGDWHG�DV�IROORZV�

,W��  �8�,W�[W�*W�� ���

7KH�DLP�RI�WKH�IUDPHZRUN�LV�WR�REVHUYH�FKDQJHV�E\�PHDQV�RI�WKH�IROORZLQJ�IRUPXOD�

ǻ,� �G�,W�,W���� ���

EXW�LW�LV�VWLOO�NQRZQ�WKDW�WKH�HYROYHPHQW�VKRXOG�EH�OHJLWLPDWH��+HQFH��LI�ǻ,�LV�ORZ��WKLV�GRHV�QRW�LPSO\�LWV�
JRRG�QDWXUH EHFDXVH��GXH�WR�WKH�FKDQJHV��SHRSOH�FDQ�FKDQJH�DV�ZHOO��7KXV��WKH�HYDOXDWLRQ�VKRXOG�VHSDUDWH�
JHQXLQH�HYROYHPHQW�IURP�LPSURSHU�LGHQWLW\�GULIW�

,��0HPRU\�&RQIOLFW�DQG�2XWGDWHG�,QIRUPDWLRQ

&RQIOLFWLQJ�PHPRU\�FDQ�DULVH�ZKHQ�D�QHZ�SLHFH�RI�LQIRUPDWLRQ�FRQWUDGLFWV�DQ�H[LVWLQJ�PHPRU\��$FFRUGLQJ�
WR� $'&� WKHRU\�� UDWKHU� WKDQ� RYHUZULWLQJ� RQH� RI� WKH� PHPRULHV�� WKH� PHPRU\� V\VWHP� VKRXOG� PDLQWDLQ�
SURYHQDQFH�DQG�FRPSDUH�

x WKH�VRXUFH�DQG�UHOLDELOLW\�RI�LQIRUPDWLRQ�

x WKH�WLPHVWDPS�

x WKH�IUHTXHQF\�

x WKH�H[SOLFLW�FRUUHFWLRQV�PDGH�E\�WKH�XVHU�

x WKH�FRQWH[W��DQG

x WKH�UHFRQFLOLDWLRQ�ZLWK�RWKHU�PHPRU\�UHFRUGV�
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7KH�RXWFRPH�RI�WKH�YDULRXV�FRPSDULVRQ�SURFHVVHV�PD\�OHDG�WR�SUHVHUYLQJ�ERWK�PHPRULHV�LQ�WKH�V\VWHP��
UHSODFLQJ�WKH�ROGHU�PHPRU\�UHFRUG��IODJJLQJ�WKH�ROG�PHPRU\�DV�REVROHWH��DVNLQJ�WKH�XVHU�IRU�FRQILUPDWLRQ�
LQ�UHJDUG�WR�WKH�UHFRUG��RU�GHOHWLQJ�LW�DFFRUGLQJ�WR�WKH�DXWKRUL]HG�SROLF\�RI�IRUJHWWLQJ�

-��&RQWUROOHG�)RUJHWWLQJ

)RUJHWWLQJ�LV�XQGHUVWRRG�DV�D�SURFHVV�RI�JRYHUQLQJ�PHPRULHV�LQVWHDG�RI�EHLQJ�WKH�DVVRFLDWLRQ�RI�WKH�WHUP�
ZLWK�EOLQG�GHOHWLRQ��$�PHPRU\�PD\�EHFRPH�RXW�RI�GDWH��VXSHUIOXRXV��ZURQJ��RU�QRW�QHHGHG�DQ\PRUH��7KH�
PDWKHPDWLFDO�FRQFHSW�RI�UHWHQWLRQ�KDV�D�EDVLV�LQ�WKH�IROORZLQJ�HTXDWLRQ�

5P I�$P�7P�&P�8P�� ���

ZKHUH�$P GHQRWHV�LPSRUWDQFH��7P � WHPSRUDOLW\��&P � UHLWHUDWLRQ��DQG�8P LV�WKH�UHIHUHQFH�WR�XVHU�DXWKRULW\��
7KH�DFWXDO�IXQFWLRQ�LQ�WKH�HTXDWLRQ�UHSUHVHQWV�D�UHVHDUFK�TXHVWLRQ�

.��$XWRQRPRXV�$JHQW�/D\HU

7KH�DJHQW�OD\HU�SURYLGHV�WKH�LQWHUDFWLRQ�LQWHUIDFH�WKURXJK�ZKLFK�WKH�LGHQWLW\�UHSUHVHQWDWLRQ�LV�XVHG��7KH�
DJHQW�FDQ�UHWULHYH PHPRULHV�� UHDVRQ�RYHU� WKHP��JHQHUDWH� UHVSRQVHV��DQG� LQLWLDWH�DXWKRUL]HG�DFWLRQV��7KH�
DJHQW�PXVW�UHPDLQ�ERXQGHG�E\�LGHQWLW\�FRQVWUDLQWV�DQG�JRYHUQDQFH�UXOHV�

7KH� DUFKLWHFWXUH� WKHUHIRUH� VHSDUDWHV� DGDSWDWLRQ� IURP� XQUHVWULFWHG� DXWRQRP\��$Q� DJHQW� FDQ� XVH� VWRUHG�
LGHQWLW\� LQIRUPDWLRQ�� EXW� SHUVLVWHQW� FKDQJHV� WR� WKH� LGHQWLW\� VWDWH� VKRXOG� SDVV� WKURXJK� WKH� PHPRU\�
PDQDJHPHQW�DQG�JRYHUQDQFH�PHFKDQLVPV�

/��*RYHUQDQFH�/D\HU

3HUVLVWHQW�LGHQWLW\�GDWD�KDV�DVVRFLDWHG�ULVNV��VR�$'&�HPSOR\V�VHYHUDO�PHDVXUHV�WR�HQVXUH�VDIHW\�VXFK�DV�WKH�
UHTXLUHPHQW�IRU�XVHU�FRQVHQW��LPSOHPHQWDWLRQ�RI�DFFHVV�FRQWURO�PHDVXUHV�DQG�GDWD�PLQLPL]DWLRQ�SUDFWLFHV��
DV� ZHOO� DV� XVLQJ� HQFU\SWLRQ� DQG� VDIH� VWRUDJH��PDLQWDLQLQJ� SURYHQDQFH� DQG� DXGLWDELOLW\� RI� WKH� SURFHVV��
HQDEOLQJ�FRUUHFWLRQ�RI� LQDFFXUDWH�GDWD� E\� WKH�XVHU�� HQVXULQJ� WKH�RZQHUVKLS� DQG�SRUWDELOLW\�RI�GDWD�� DQG�
FUHDWLQJ�UXOHV�IRU�SRVWPRUWHP�DFFHVV�WR�WKH�GDWD�

*RYHUQDQFH�OD\HU�LV�HVVHQWLDO�SDUW�RI�WKH�SURSRVHG�LGHQWLW\�DUFKLWHFWXUH�DV�WKH�XWLOLW\�RI�SHUVLVWHQW�LGHQWLW\�
GHSHQGV�RQ�KRZ�VHFXUHO\�DQG�HIIHFWLYHO\�LWV�GDWD�LV�PDQDJHG�

9��352326('�6<67(0�:25.)/2:

7KH�SURSRVHG�$'&�ZRUNIORZ�LV�GLYLGHG�LQWR�HLJKW�VWDJHV�

$��6WDJH����6HWWLQJ�8S�,GHQWLW\

,Q�WKLV�VWDJH��WKH�SHUVRQ�LQSXWV�RIILFLDO�GDWD�LQFOXGLQJ�NQRZOHGJH��FKRLFHV��VWDQGDUGV��SDVW�H[SHULHQFHV��DQG�
GLVSRVLWLRQV��7KH�V\VWHP�FRQYHUWV�WKHVH�LQSXWV�LQWR�WKH�(DUWK
V�ILUVW�'LJLWDO�'1$�PRGHO�

%��6WDJH����0HPRU\�)RUPDWLRQ

,Q�WKLV�VWDJH��PRGHUQ�LQIRUPDWLRQ�LV�SURFHVVHG�DQG�VWUXFWXUHG�LQWR�UHFRUGV�DQG�VHPDQWLF�FRQFHSWV��0HWDGDWD�
VXFK�DV�WLPH��RULJLQ��FRQILGHQFH��SULYDF\��KLVWRU\��DQG�DSSURYDO�LV�DGGHG�



Ь«ĺīŪıôϙ͑ϠϙIŜŜŪôϙ͔ϙϼ�ôŕťôıæôŘϱièťĺæôŘϙ͑͏͕͑Ͻ ϼ�ŕôèĖÍīϙIŜŜŪôϙ͐ϽϙϙϙϙϙϙϙϙϙϙϙI��bϡϙ͒͐͒͘ϱ͓͕͐͗ϙϼiĲīĖĲôϽ

�V""ϱ͑͏͕͑ϱ͏͏͖͐͐ иϙ�i"FI«��X�F�ϙVi��b�[ϙi>ϙ"I«(��(ϙ"I��I�[Ib( иϙſſſϟæĤîîĤĺŪŘĲÍīϟĺŘČ иϙϙ͖͑͐

&��7KLUG�6WDJH��/RQJ�7HUP�3UHVHUYDWLRQ�

,GHQWLW\�GDWD� DUH� VWRUHG� VHSDUDWHO\� IURP�YHFWRU� UHSUHVHQWDWLRQV�� WKHUHE\�HQDEOLQJ�KDQGOLQJ�GHWHUPLQLVWLF�
DWWULEXWHV�DQG�VHPDQWLF�PHPRU\�WKURXJK�DSSURSULDWH VWRUDJH�WHFKQLTXHV�

'��7KH�)RXUWK�6WDJH��5HWULHYDO�3URFHVV�

:KHQ�D�QHZ�UHTXHVW�FRPHV��WKH�V\VWHP�GHWHFWV�LW�EDVHG�RQ�WKH�VHPDQWLF�DQG�LGHQWLW\�DZDUH�UDQNLQJ�EDVHG�
RQ�UHOHYDQW�NQRZOHGJH�DQG�LGHQWLW\�FKDUDFWHULVWLFV�DQG�UHWULHYHV�WKH�UHOHYDQW�PHPRU\�

(��7KH )LIWK�6WDJH��&RQWH[W�&UHDWLRQ�

7KH� UHWULHYHG� PHPRU\� JHWV� ILOWHUHG� DQG� RUJDQL]HG� LQWR� D� OLPLWHG� FRQWH[W�� ,Q� FDVHV� ZKHUH� FRQIOLFWLQJ�
LQIRUPDWLRQ�RU�ORZ�FRQILGHQFH�LV�SUHVHQW��WKH�UHOHYDQW�LQIRUPDWLRQ�ZLOO�EH�H[FOXGHG�RU�IODJJHG�

)��7KH�6L[WK�6WDJH��//0�5HDVRQLQJ�3URFHVV�

7KH�//0�JHWV� WKH�XVHU�TXHU\�DQG�SURFHVVHV�LW� WRJHWKHU�ZLWK�WKH�UHWULHYHG�UHVSRQVH�FRQWH[W�DQG�LGHQWLW\�
FRQVWUDLQWV�

*��6WHS�6HYHQ��5HDFWLRQ�DQG�,QWHUDFWLRQ�$PRQJ�WKH�3DUWLHV

7KH�DJHQW�LVVXHV�D�SHUVRQDOL]HG�UHSO\�RU�DQ�DFWLRQDEOH�VWHS�LQ�FRPSOLDQFH�ZLWK�D�VSHFLILF�DVSHFW�RI�LGHQWLW\�
UHSUHVHQWDWLRQ�ZLWKRXW�FRQVWUXFWLQJ�D�PHPRU\�

+��6WHS�(LJKW��0RGLILFDWLRQ�RI�0HPRU\

7KH�LQWHUDFWLRQ�LV�DQDO\]HG�DV�D�SRWHQWLDO�QHZ�PHPRU\��%DVHG�RQ�WKH�WUXVWZRUWKLQHVV��YDOXH��SUHVHQFH�RI�D�
GLVSXWH��DQG�XVHU�SUHIHUHQFH�IDFWRUV��WKH�PHPRU\�FDQ�EH�HLWKHU�VDYHG��SURFHVVHG��XSGDWHG��RU�GLVFDUGHG�
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)LJ���� 3URSRVHG�$'&�ZRUNIORZ�IURP�LGHQWLW\�LQLWLDOL]DWLRQ�WR�YDOLGDWHG�PHPRU\�XSGDWH�

9,��6<67(0�$5&+,7(&785(

$V�GHPRQVWUDWHG�E\�WKH�DUFKLWHFWXUH�LQ�)LJ�����WKH�//0�GRHV�QRW�UHSUHVHQW�WKH�RQO\�PHDQV�RI�PHPRU\��2WKHU�
FRPSRQHQWV�RI�WKH�PRGHO��LQFOXGLQJ�WKH�LGHQWLW\�UHSUHVHQWDWLRQ�FRPSRQHQW�DQG�PHPRU\�OD\HUV��SURYLGH�DQ�
LPSRUWDQW�H[WHUQDO�SHUPDQHQW�VWDWH��0RUHRYHU��UHWULHYDO�DOORZV�RQH�WR�GHWHUPLQH�ZKLFK�HOHPHQWV�RI�WKH�VWDWH
DUH�FRQQHFWHG�ZLWK�WKH�LQVWDQW�LQWHUDFWLRQ��ZKLOH�JRYHUQDQFH�OLPLWV�DFFHVV�WR�WKH�LQIRUPDWLRQ�DV�ZHOO�DV�WR�
WKH�LGHQWLW\�WUDQVIRUPDWLRQ�
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)LJ���� &RQFHSWXDO�$'&�DUFKLWHFWXUH�IRU�SHUVLVWHQW�DQG�HYROYLQJ�FRPSXWDWLRQDO�UHSUHVHQWDWLRQ�RI�VHOHFWHG�
DVSHFWV�RI�KXPDQ�LGHQWLW\�

9,,��0(7+2'2/2*<

7KH�UHVHDUFK�HPSOR\V�D�GHVLJQ�EDVHG�DSSURDFK�

$��/LWHUDWXUH�5HYLHZ

7KH� UHOHYDQW� OLWHUDWXUH�KDV�EHHQ� LGHQWLILHG�ZLWKLQ� IRXU� ILHOGV��//0�PHPRU\��JHQHUDWLYH�DJHQWV�� LGHQWLW\�
PRGHOLQJ�� DQG� OLIHORQJ�DJHQWLF� DGDSWDWLRQ�� 7KH� JRDO� LV� WR� GLVFRYHU� DSSURDFKHV� WKDW� PD\� KHOS� SUHVHUYH�
LGHQWLW\��ZLWKRXW�WUHDWLQJ�DQ\�H[LVWLQJ�V\VWHP�DV�HTXDO�WR�$'&�
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%��7KH�GHVLJQ�RI�WKH�LGHQWLW\�VFKHPD

$�VWUXFWXUHG�VFKHPD�RI�'LJLWDO�'1$�LV�HVWDEOLVKHG��DQG�WKLV�VFKHPD�LQFRUSRUDWHV�DOO�VXFK�YLWDO�IDFWRUV�DV�
SHUVRQDO�NQRZOHGJH��SHUVRQDO�H[SHULHQFH��SHUVRQDO�SUHIHUHQFHV��SHUVRQDO�YDOXHV��EHKDYLRUDO�FKDUDFWHULVWLFV��
LQWHUDFWLRQ�KLVWRU\��DQG�LGHQWLW\�FRQVWUDLQWV�

&��'HVLJQ�RI�WKH�PHPRU\�DUFKLWHFWXUH

7KH�PRGHO�LQFRUSRUDWHV�WKH�FRQFHSW�RI�WKH�PHPRU\�OD\HUV�DQG�GHILQHV�WKH�PHWDGDWD�WKDW�LV�QHHGHG�LQ�RUGHU�
WR�HQVXUH�WKH�SHUVLVWHQFH�RI�WKH�LQIRUPDWLRQ��WR�UHWULHYH�LW��WR�XSGDWH�LW��WR�FRQVROLGDWH�LW��WR�VROYH�FDVHV�RI�
FRQIOLFW��RU�FRQWURO�WKH�SURFHVV�RI�IRUJHWWLQJ�

'��'HVLJQ�RI�WKH�SURFHVV�RI�UHWULHYDO�DQG5$*

%RWK�WKH�FRQFHSW�RI�FRYHUW�VHPDQWLFV�DQG�WKH�LGHD�RI�UHWULHYDO�EDVHG�RQ�YHFWRUV�DUH�XWLOL]HG�WRJHWKHU�ZLWK�
LGHQWLW\�UHOHYDQFH�DQG�LGHQWLW\�UHOLDELOLW\�

(��'HVLJQ�RI�WKH�DGDSWLYH�XSGDWH

7KH�SURFHVV�RI�PHPRU\�XSGDWH�LV�HPSOR\HG�WR�DQDO\]H�QHZ�LQWHUDFWLRQV�EHIRUH�PDNLQJ�WKH�FKDQJH�LQ�WKH�
DWWLWXGHV�WRZDUG�LGHQWLW\�LQ�WKH�FRQWH[W�RI�'LJLWDO�'1$�

)��'HVLJQLQJ�,QWHUDFWLRQV�RI�$JHQWV

:KHQ�PDNLQJ�XVH�RI�SURJUHVVLYHV�DJHQWV��DQ�DJHQW�PDNHV�XVH�RI�LWV�UHSUHVHQWDWLRQ�RI�LGHQWLW\��DV�ZHOO�DV�WKH�
PHPRULHV�LW�KDV�JRWWHQ��DQG�LWV�LQWHUDFWLRQV�UHPDLQ�VXEMHFW�WR�LGHQWLW\�DQG�JRYHUQDQFH�FRQVWUDLQWV�

*��'HVLJQ�*RYHUQDQFH

7KH�FRPSRQHQWV�RI�FRPSOLDQFH��SULYDF\��VHFXULW\��RZQHUVKLS��DQG�DXGLWDELOLW\��DV�ZHOO�DV�FRQWURO�RI�XVHUV��
DUH�SDUW�RI�WKH�GHVLJQ�

9,,,��(9$/8$7,21�0(7+2'2/2*<

7KH�SDSHU�GRHV�QRW�DVVHUW�DQ\�H[SHULPHQWDO�SHUIRUPDQFH�ILQGLQJ�DV�$'&�LV�FRQVLGHUHG�DV�DQ� LGHD��7KH�
IXWXUH�SURWRW\SH�VKRXOG�EH�DEOH�WR�HYDOXDWH�DW�OHDVW���FRQILJXUDWLRQV��QDPHO\�����DQ�//0�ZLWKRXW�KDELWXDO�
SHUVRQDO�PHPRU\������DQ�RUGLQDU\�5$*�RU�PHPRU\�HQKDQFHG�EDVHOLQH�DQG�����WKH�SURSRVHG�$'&�PRGHO��
7KH�LGHD�LV�WR�VHH�LI�WKH�PHWKRGV�RI�UHWULHYDO�EDVHG�RQ�LGHQWLW\�DQG�PHPRU\�KDYH�DQ\�EHQHILFLDO�LPSDFW�RQ�
RXWFRPH�RI�WKH�VWXG\�

7DEOH�,,� 352326('�(9$/8$7,21�0(75,&6�)25�$'&

'LPHQVLRQ 3URSRVHG�0HWULF���(YDOXDWLRQ�0HWKRG

0HPRU\�UHWULHYDO 3UHFLVLRQ#.��5HFDOO#.��055��DQG�UHWULHYDO�UHOHYDQFH

,GHQWLW\�FRQVLVWHQF\ &RQVLVWHQF\�UDWH�DFURVV�UHSHDWHG�LGHQWLW\�TXHULHV

3HUVRQDOL]DWLRQ +XPDQ�UHOHYDQFH�UDWLQJ�DQG�SUHIHUHQFH�DJUHHPHQW

$GDSWDWLRQ�VWDELOLW\ 9DOLG�XSGDWH�UDWH�DQG�LQDSSURSULDWH�XSGDWH�UDWH

,GHQWLW\�GULIW ǻ,� �G�,W�,W����ZLWK�H[SHUW�XVHU�MXGJPHQW



Ь«ĺīŪıôϙ͑ϠϙIŜŜŪôϙ͔ϙϼ�ôŕťôıæôŘϱièťĺæôŘϙ͑͏͕͑Ͻ ϼ�ŕôèĖÍīϙIŜŜŪôϙ͐ϽϙϙϙϙϙϙϙϙϙϙϙI��bϡϙ͒͐͒͘ϱ͓͕͐͗ϙϼiĲīĖĲôϽ

�V""ϱ͑͏͕͑ϱ͏͏͖͐͐ иϙ�i"FI«��X�F�ϙVi��b�[ϙi>ϙ"I«(��(ϙ"I��I�[Ib( иϙſſſϟæĤîîĤĺŪŘĲÍīϟĺŘČ иϙϙ͖͔͑

'LPHQVLRQ 3URSRVHG�0HWULF���(YDOXDWLRQ�0HWKRG

&RQIOLFW�KDQGOLQJ &RQIOLFW�GHWHFWLRQ�UDWH�DQG�FRUUHFW�UHVROXWLRQ�UDWH

&RQWUROOHG�IRUJHWWLQJ $XWKRUL]HG�GHOHWLRQ�VXFFHVV�DQG�UHVLGXDO�PHPRU\�UDWH

5HOLDELOLW\ 8QVXSSRUWHG�PHPRU\�UDWH�DQG�SURYHQDQFH�FRYHUDJH

*RYHUQDQFH 8QDXWKRUL]HG�DFFHVV�UDWH�DQG�SROLF\�FRPSOLDQFH�UDWH

$��0HPRU\�5HWULHYDO�3HUIRUPDQFH

7KH�EHQFKPDUN�PD\�LQFOXGH�TXHULHV�WR�ZKLFK�DQVZHUV�DUH�JLYHQ�E\�NQRZQ�SHUVRQDO�PHPRULHV��0HWULFV�RI�
DFFXUDF\�RI�UHWULHYDO�PD\�LQFOXGH�SUHFLVLRQ��UHFDOO��0HDQ�5HFLSURFDO�5DQN��055���DQG�KXPDQ�MXGJPHQWV�

%��,GHQWLW\�&RQVLVWHQF\

7KH� HYDOXDWLRQ� RI� UHSHDWHG� LQWHUDFWLRQV� VKRXOG� XVH� D� FRQWUROOHG� LGHQWLW\� SURILOH�� ,W� VKRXOG� GLIIHUHQWLDWH�
EHWZHHQ�YDOLG�FKDQJHV�DQG�LPSURSHU�FRQWUDGLFWLRQV�LQWURGXFHG�E\�WKH�XVHU�

&��3HUVRQDOL]DWLRQ�(YDOXDWLRQ

7KH�YDOLGLW\�RI�UHVSRQVHV�FDQ�EH�DVVHVVHG�E\�FRQWUDVWLQJ�WKHP�ZLWK�UHVSRQVHV�SURGXFHG�ZLWKRXW�PHPRU\��
7KH�UHVXOWV�FDQ�EH�HYDOXDWHG�E\�KXPDQV�WR�YHULI\�WKH�FRUUHFWQHVV�RI�WKH�FRQWH[W�

'��$GDSWDWLRQ�6WDELOLW\

7KH�V\VWHP�FDQ�EH�SUHVHQWHG�ZLWK�D�QHZ�VHTXHQFH�RI�LQIRUPDWLRQ�LQFOXGLQJ�WHPSRUDU\�SUHIHUHQFHV��DEVROXWH�
FKDQJHV��FRQWUDGLFWLRQV��DQG�QRLVH�

(��,GHQWLW\�'ULIW

,GHQWLW\� GULIW� VKRXOG� QRW� EH� GHILQHG� VLPSO\� DV� DQ\� FKDQJH��$�XVHIXO� HYDOXDWLRQ� VKRXOG� FRPSDUH� V\VWHP�
XSGDWHV� ZLWK� DQ� DXWKRUL]HG� JURXQG�WUXWK� FKDQJH� VHW�� 7KH� GLIIHUHQFH� EHWZHHQ� DXWKRUL]HG� FKDQJHV� DQG�
V\VWHP�LQGXFHG�FKDQJHV�FDQ�WKHQ�EH�XVHG�WR�LGHQWLI\�LQDSSURSULDWH�GULIW�

)��'HDOLQJ�ZLWK�0HPRU\�&RQIOLFWV

7HVW� VFHQDULRV� RXJKW� WR� LQYROYH� FRQIOLFWLQJ� LQIRUPDWLRQ�� RXWGDWHG� GDWD�� GXSOLFDWH� PHPRULHV�� DQG� ORZ�
VHFXULW\�LQIRUPDWLRQ��7KH�DSSOLFDWLRQ�QHHGV�WR�UHFRJQL]H�WKHVH�FDVHV�DQG�LPSOHPHQW�LWV�XSGDWH�SURWRFRO�

*��5HJXODWHG�)RUJHWWLQJ

)RUJHWIXOQHVV WHVWV�VKRXOG�LQFOXGH�DXWKRUL]HG�GHOHWLRQV�DV�ZHOO�DV�RXWGDWHG�PHPRU\�VLWXDWLRQV��7KH�WHVW�ZLOO�
GHWHUPLQH�ZKHWKHU�WKH�GHOHWHG�LQIRUPDWLRQ�FDQ�EH�UHFRYHUHG�WKURXJK�GLUHFW�UHWULHYDO��JHQHUDWHG�RXWSXWV��RU�
UHODWHG�VXPPDULHV�

+��3ULYDF\�DQG�*RYHUQDQFH�$VVHVVPHQW

)XWXUH�SURWRW\SHV�VKRXOG�EH�H[DPLQHG�IRU�XQDXWKRUL]HG�DFFHVV�� LQDGYHUWHQW�PHPRU\�H[SRVXUH�� LQFRUUHFW�
GHOHWLRQ�SURFHGXUH��DEVHQW�FRQVHQW��DQG�LQDGHTXDWH�SURYHQDQFH�RU�DXGLW�ORJJLQJ�
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7KH�FRPPXQLFDWLRQ�WKDW�RFFXUV�FRPHV�DV�D�UHVXOW�RI�PXOWLSOH�GHYLFHV�EHLQJ�LQWHJUDWHG��7KH�XQLTXHQHVV�RI�
WKH� PHWKRGV� LV� QRW� WKDW� WKHVH� WHFKQRORJLHV� DUH� QHZ�� LW� LV� DFWXDOO\� WKH� FRQQHFWLRQ� RI� DOUHDG\� H[LVWLQJ�
WHFKQRORJLHV�ZLWK�WKH�DLP�RI�VROYLQJ�D�SDUWLFXODU�FKDOOHQJH�

)RU� DEVWUDFWLQJ� LGHQWLW\�� WKHUH� LV�'LJLWDO�'1$� OD\HU��7KHUH� LV�PXOWL�OHYHO� VWRUDJH��ZKLFK�PHDQV� WKDW� WKH�
LQIRUPDWLRQ�ZLOO�EH�NHSW�IRU�D� ORQJ�SHULRG�RI� WLPH��,Q�DGGLWLRQ��HPEHGGLQJ�HQDEOHV�WKH�UHWULHYDO�RI�RQO\�
QHFHVVDU\� LQIRUPDWLRQ�� 7KH� //0� DOORZV� WR� LQWHUSUHW� WKH� LQIRUPDWLRQ� DQG� SURGXFH� LW� DJDLQ��$GDSWLYH�
DSSURDFKHV�SURYLGH�FRQVWDQW�FKDQJH�RI�WHFKQRORJLHV�

2QH�HVVHQWLDO�SULQFLSOH�LQ�GHVLJQ�LV�LQ�FRQQHFWLRQ�WR�LGHQWLW\��LGHQWLW\�VKRXOG�EH�VHHQ�DV�D�GHYHORSLQJ�IDFW�
RI�SURYHQDQFH��QRW�DV�DQ�XQFKDQJHDEOH�SURILOH��7KLV�KHOSV�WKH�V\VWHP�WR�DGRSW�OHJLWLPDWH�SHUVRQDO�FKDQJHV�
DQG�VLPXOWDQHRXVO\�GLPLQLVKHV�WKH�FKDQFH�RI�DQ\�XQLQWHQGHG�FKDQJHV��7KLV�GLVWLQFWLRQ�LV�LPSRUWDQW��DV�WRR�
PXFK�VWDELOLW\�PLJKW�EORFN�OHJLWLPDWH�FKDQJHV��ZKLOH�WRR�PXFK�IUHHGRP�PLJKW�OHDG�WR�LGHQWLW\�GULIW�

$'&�PDNHV�DQ�LPSRUWDQW�GLVWLQFWLRQ�EHWZHHQ�SUHVHUYLQJ�LGHQWLW\�DQG�UHSUHVHQWLQJ�FRQVFLRXVQHVV��$�V\VWHP�
FDQ�SUHVHUYH� LQIRUPDWLRQ�DERXW�D�SHUVRQ�DQG�UHDFW�EDVHG�RQ� WKDW� LQIRUPDWLRQ��EXW�ZLWKRXW� WKH�DELOLW\� WR�
H[SHULHQFH�WKLQJV��,Q�WKLV�UHJDUG��$'&�XVHV�WKH�WHUP�³GLJLWDO�FRQVFLRXVQHVV´�IRU�WKH�SURSRVHG�PRGHO��ZKLOH�
VLPXOWDQHRXVO\�OLPLWLQJ�WKH�WHFKQLFDO�DVSHFW�WR�LGHQWLW\�UHSUHVHQWDWLRQ�

;��327(17,$/�$33/,&$7,216

$��3HUVRQDOL]HG�/RQJ�7HUP�$,�$VVLVWDQWV

$Q�$'&�EDVHG�DVVLVWDQW�FRXOG�PDLQWDLQ�DXWKRUL]HG�SUHIHUHQFHV��UHFXUULQJ�WDVNV��NQRZOHGJH��DQG�LQWHUDFWLRQ�
KLVWRU\�DFURVV�ORQJ�SHULRGV�

%��$GDSWLYH�'LJLWDO�&RPSDQLRQV

7KH� XVDJH� RI� ORQJ�WHUP� PHPRU\� WRJHWKHU� ZLWK� LGHQWLW\�DZDUH� FRPPXQLFDWLRQ� PD\� XVKHU� WKH� HUD� RI�
SHUVRQDOL]HG�GLJLWDO�FRPSDQLRQV�

&��'LJLWDO�/HJDF\�6WRUDJH

,Q� WKH� FDVH� RI� REWDLQLQJ� H[SOLFLW� SHUPLVVLRQ� DV� ZHOO� DV� JRYHUQDQFH�� GLIIHUHQW� NQRZOHGJH�� H[SHULHQFHV��
SUHIHUHQFHV��DQG�YDOXHV�FDQ�EH�NHSW�DV�SDUW�RI�GLJLWDO�OHJDF\�VWRUDJH�

'��,QWHU�JHQHUDWLRQDO�.QRZOHGJH�7UDQVIHU

$SSURYHG�PHPRULHV�DV�ZHOO�DV�SHUVRQDO�NQRZOHGJH�FDQ�EH�RUJDQL]HG IRU�WKH�XVH�RI�IXWXUH�IDPLO\�PHPEHUV�
RU�FRPPXQLWLHV�WKURXJK�WKH�WUDQVIHU�RI�NQRZOHGJH�

(��3HUVRQDO�.QRZOHGJH�0DQDJHPHQW

$'&�FDQ�EHFRPH�D�XQLYHUVDO�NQRZOHGJH�PDQDJHPHQW� V\VWHP�ZKLFK� LV�EDVHG�RQ� WKH� LPSRUWDQFH�RI� WKH�
LGHQWLW\�RI�D�SHUVRQ�

;,��(7+,&$/��35,9$&<��6(&85,7<��$1'�2:1(56+,3�&216,'(5$7,216

,GHQWLW\�SUHVHUYLQJ�$,� V\VWHPV� JHQHUDWH� ULVNV� WKDW� GLIIHU� IURP� WKRVH� RI� FRQYHQWLRQDO� FRQYHUVDWLRQDO�$,�
V\VWHPV�GXH�WR�WKHLU�UHOLDQFH�RQ�WKH�FRQWLQXHG�H[LVWHQFH�RI�SHUVRQDO�GDWD�
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)LUVW��FRQVHQW�IRU�WKH�XVH�RI�WKLV�GDWD�VKRXOG�EH�JLYHQ�H[SOLFLWO\��7KH�VXEMHFW�PXVW�FKRRVH�ZKDW�GDWD�WR�HQWHU��
KRZ�WR�XWLOL]H�LW��DQG�ZKHWKHU�WR�VKDUH�LW�

6HFRQG��PLQLPL]DWLRQ�RI�GDWD�PXVW�EH�DSSOLHG��L�H���WKH�V\VWHP�VKRXOG�NHHS�RQO\�GDWD�WKDW�LV�HVVHQWLDO�IRU�
WKH�LGHQWLW\�UHSUHVHQWDWLRQ�SURFHVV�

7KLUG��VHFXULW\�LV�YLWDO�EHFDXVH�D�SHUPDQHQW�LGHQWLW\�GDWD�EDVH�XVXDOO\�FRQWDLQV�VHQVLWLYH�LQIRUPDWLRQ�DERXW�
SHRSOH�� 6HFXULW\� PHDVXUHV� WKDW� PD\� EH� DSSOLHG� DW� WKH� LPSOHPHQWDWLRQ� VWDJH� LQFOXGH� DFFHVV� FRQWURO��
HQFU\SWLRQ��DXGLW�ORJJLQJ� SURYHQDQFH�SURWHFWLRQ��DQG�VHFXUH�GHOHWLRQ�RI�WKH�GDWD�

1XPEHU�IRXU�LV�LGHQWLW\�LPSHUVRQDWLRQ�DQG�KDUPIXO�PHPRU\�PRGLILFDWLRQ��ZKLFK�DUH�FULWLFDO�ULVNV��,I�DQ�
DGYHUVDU\�FDQ�JHW�WKHLU�KDQGV�RQ�RU�FKDQJH�WKH�LGHQWLW\�UHSUHVHQWDWLRQ��WKH�V\VWHP�PD\�LVVXH�XQDWWDLQDEOH�
RU�HUURQHRXV�RXWSXW�DV�LI�IURP�WKH�SHUVRQ�ZKRVH�LGHQWLW\�LV�EHLQJ�PLVUHSUHVHQWHG�

1XPEHU�ILYH�LV�SURSHUW\�DQG�SRUWDELOLW\��,QGLYLGXDOV�PXVW�SRVVHVV�VXEVWDQWLDO�FRQWURO�RYHU�WKH�UHSUHVHQWDWLRQ�
DQG�WKH�ULJKW�WR�H[DPLQH�RU�FKDQJH�VLJQLILFDQW�UHFRUGV DERXW�RQH¶V�LGHQWLW\�

/DVW� EXW�QRW� OHDVW�� GLJLWDO� LQKHULWDQFH� DQG�SRVW�PRUWHP�XVDJH�QHHG� WR�EH� FOHDUO\� VWDWHG� LQ�SROLFLHV��7KH�
WHFKQLFDO�SODWIRUP�ZLOO�QRW�GHWHUPLQH�DQ\�OHJDO�ULJKWV�RU�PRUDO�FRQVLGHUDWLRQV�RQ�LWV�RZQ�EHFDXVH�WKH\�PXVW�
EH�DVVLJQHG�DFFRUGLQJ�WR�WKH�FRQWH[W�RI�XVH�DQG�UHOHYDQW�ODZV�

;,,��/,0,7$7,216

7KH�SURSRVHG�IUDPHZRUN�KDV�VHYHUDO�OLPLWDWLRQV�

�� $'&�LV�D�WKHRUHWLFDO�PRGHO�DQG�PXVW�EH�SXW�LQWR�SUDFWLFH�DQG�YHULILHG�ZLWK�WKH�XVH�RI�H[SHULPHQWV�

�� 'LJLWDO�'1$� LV� DQ� LQQRYDWLYH�PRGHO� WKDW�QHHGV� WR�EH� FODULILHG� DQG� VXSSRUWHG�E\�H[SHULPHQWDWLRQ�
LQYROYLQJ�XVHUV�

�� 7KH�QRWLRQ�RI�LGHQWLW\�FRQVLVWHQF\�FDQQRW�EH�EDVHG�H[FOXVLYHO\�RQ�QDWXUDO�ODQJXDJH�JHQHUDWRU�IOXHQF\�

�� //0�KDOOXFLQDWLRQ��HUURUV�LQ�GDWD�UHWULHYDO��ELDVHG�VRXUFHV�RI�LQIRUPDWLRQ��DQG LQFRUUHFW�PRGLILFDWLRQV�
RI�PHPRU\�PD\�DIIHFW�GLJLWDO�LGHQWLW\�UHSUHVHQWDWLRQ�

�� 7KH� QRWLRQ� RI� KXPDQ� LGHQWLW\� LV� FRPSOLFDWHG� DQG� FDQQRW� EH� H[SUHVVHG� ZKROO\� LQ� D� OLPLWHG�
FRPSXWDWLRQDO�PRGHO�

�� $�FRPSXWDWLRQDO�PRGHO�RI�LGHQWLW\�GRHV�QRW�LPSO\�WKH�H[LVWHQFH RI�DQ\�ELRORJLFDO�FRQVFLRXVQHVV�RU�
VXEMHFWLYH�H[SHULHQFH�

�� 7KH�LVVXHV�RI�ORQJ�WHUP�VWRUDJH�DQG�UHWULHYDO�PD\�UHVXOW�LQ�ILQDQFLDO��ORJLVWLFDO��DQG�VDIHW\�SUREOHPV�

�� $�GLJLWDO�OHJDF\�SROLF\�LV�D�FRPELQDWLRQ�RI�XVHU�FRQVHQW��OHJDO�IUDPHZRUN��DQG�JRYHUQDQFH�LVVXHV��
H[FHSW�IRU�WKH�//0�LWVHOI�

;,,,��)8785(�5(6($5&+

7KH�IXWXUH�FRXUVH�VKRXOG�LQYROYH�WKH�FRQVWUXFWLRQ�RI�DQ�$'&�V\VWHP�SURWRW\SH�DQG�ORQJ�WHUP�DVVHVVPHQWV�
RI�LW��7KH�UHVHDUFK�QHHGV�WR�EH�DLPHG�DW�IRUPDOL]LQJ�WKH�'LJLWDO�'1$�VFKHPD��LPSOHPHQWLQJ�LGHQWLW\�DZDUH�
UHWULHYDO�PHWKRGV��SURYLGLQJ�UHOLDEOH�PHPRU\�FRQIOLFW�UHVROXWLRQ�VROXWLRQV��DQG�FRQWUROOLQJ�WKH�SURFHVV�RI�
IRUJHWWLQJ�
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([SHULPHQWV�PD\�EH�VWUXFWXUHG�WR�FRPSDUH�DQ�//0�ZLWK�QR�PHPRU\�DQG�D�VWDQGDUG�PHPRU\�5$*�V\VWHP�
ZLWK�DQ�$'&�V\VWHP�EDVHG�RQ�WKH�VDPH�LQWHUDFWLRQ�VHTXHQFH��7KH�HYDOXDWLRQ�VKRXOG�LQYROYH�VXFK�FULWHULD�
DV� UHWULHYDO� TXDOLW\�� LGHQWLW\� FRQVLVWHQF\�� SHUVRQDOL]DWLRQ�� DXWKRUL]HG� DGDSWDWLRQ�� LGHQWLW\� IOXFWXDWLRQV��
FRQIOLFW�UHVROXWLRQ��HIIHFWLYHQHVV�RI�GHOHWLRQ��DQG�FRPSOLDQFH�ZLWK�JRYHUQDQFH�

)XWXUH�UHVHDUFK�PD\�LQYROYH�NQRZOHGJH�JUDSKV��PXOWLPRGDO�SHUVRQDO�PHPRULHV��WUDFNLQJ�WKH�RULJLQ�RI�GDWD��
PHPRU\�PDQDJHPHQW�V\VWHPV�IRU�XVHUV��DQG�SODQQLQJ�RI�DGDSWLYH�DJHQWV��/RQJ�WHUP�XVHU�UHVHDUFK�PD\�EH�
FUXFLDO�IRU�WKLV�DUHD�DV�WKH�LVVXH�RI�LGHQWLW\�SUHVHUYDWLRQ�LV�WLPH�UHODWHG�

;,9��&21&/86,21

,Q�WKLV�SDSHU��D�QHZ�IUDPHZRUN�FDOOHG�$GDSWLYH�'LJLWDO�&RQVFLRXVQHVV��$'&��LV�LQWURGXFHG�DV�D�WKHRUHWLFDO�
PRGHO� IRU� SUHVHUYLQJ� DQG� GHYHORSLQJ� SDUWLFXODU� DVSHFWV� RI� KXPDQ� LGHQWLW\� XVLQJ� DGYDQFHG� GLJLWDO�
WHFKQRORJLHV�EDVHG�RQ�*HQ$,�DQG�//0V��7KH�IUDPHZRUN�LQFRUSRUDWHV�WKH�UHSUHVHQWDWLRQ�RI�'LJLWDO�'1$��
VHYHUDO�OD\HU�PHPRULHV� VHPDQWLF�HPEHGGLQJV��DQG�YHFWRU�VWRUDJH��DORQJ�ZLWK�IHDWXUHV�SURYLGLQJ�UHWULHYDO�
EDVHG�RQ�WKH�LGHQWLW\�DQG�DGDSWLYH�OHDUQLQJ�

7KH�SULPDU\�UHVHDUFK�SUREOHP�LV� WKH�EURNHQ�FRQQHFWLRQ�EHWZHHQ� ORQJ�WHUP�PHPRU\�� LGHQWLW\�PRGHOLQJ��
DGDSWLYH�DJHQWV�� DQG� LQGLYLGXDO� LQWHUDFWLRQV��$'&�FRPELQHV� WKHVH�HOHPHQWV�DURXQG�DQ� LGHQWLW\�FHQWHUHG�
VWUXFWXUH��D�PHFKDQLVP�GHVLJQHG�IRU�VWRULQJ�DQG�UHWULHYLQJ�LQIRUPDWLRQ��DQG�UHPLQGLQJ�D�SHUVRQ�DERXW�WKH�
LGHQWLW\�WKH\�UHSUHVHQW�

+RZHYHU��$'&�PDNHV�QR�FODLPV�DERXW�EHLQJ�DEOH�WR�UHFUHDWH�ELRORJLFDO�RU�VXEMHFWLYH�FRQVFLRXVQHVV��,WV�
SXUSRVH� LV� WR� FUHDWH� D� FRPSXWDWLRQDO� PHFKDQLVP� IRU� UHSUHVHQWLQJ� GLJLWDO� LGHQWLW\� LQ� D� VXVWDLQDEOH� DQG�
HYROYLQJ�PDQQHU��7KH�SURSRVHG�HYDOXDWLYH�DSSURDFK�JLYHV�JURXQGV�IRU�SUDFWLFDO�WHVWLQJ�PHPRU\�UHWULHYDO��
FRQVLVWHQF\�RI�LGHQWLW\��DELOLW\�WR�DGMXVW��ZD\V�RI�FRQIOLFW�UHVROXWLRQ��IRUJHWWLQJ��DQG�PDQDJHPHQW�RI�WKH�QHZ�
LGHQWLW\��$�YDOLGDWHG�LPSOHPHQWDWLRQ�RI�WKH�IUDPHZRUN�ZRXOG�SURYLGH�D�EDVLV�IRU�VWURQJHU�VWDWHPHQWV�RQ�
SUDFWLFDO�DSSOLFDELOLW\�LQ�WKH�DUHD�RI�WKH�GLJLWDO�LGHQWLW\�

5()(5(1&(6

>�@ :��=KRQJ��/��*XR��4��*DR��+��<H��DQG�<��:DQJ��³0HPRU\EDQN��(QKDQFLQJ�ODUJH�ODQJXDJH�PRGHOV�
ZLWK�ORQJ�WHUP�PHPRU\�´�LQ�3URFHHGLQJV�RI�WKH�$$$,�&RQIHUHQFH�RQ�$UWLILFLDO�,QWHOOLJHQFH��YRO������
QR������������SS�������±������

>�@ :��;X��=��/LDQJ��.��0HL��+��*DR��-��7DQ��DQG�<��=KDQJ��³$�PHP��$JHQWLF�PHPRU\�IRU�OOP�DJHQWV�´�
LQ�$GYDQFHV�LQ�1HXUDO�,QIRUPDWLRQ�3URFHVVLQJ�6\VWHPV��YRO������������SS�������±������

>�@ -��=KHQJ��&��6KL��;��&DL��4��/L��'��=KDQJ��&��/L��'��<X��DQG�4��0D��³/LIHORQJ�OHDUQLQJ�RI�ODUJH�
ODQJXDJH�PRGHO�EDVHG�DJHQWV��$�URDGPDS�´�,(((�7UDQVDFWLRQV�RQ�3DWWHUQ�$QDO\VLV�DQG�0DFKLQH�
,QWHOOLJHQFH��YRO������QR�����SS������±�����������

>�@ (��3HUULHU�DQG�0��7��%HQQHWW��³7LPH��LGHQWLW\�DQG�FRQVFLRXVQHVV�LQ�ODQJXDJH�PRGHO�DJHQWV�´�
3URFHHGLQJV�RI�WKH�$$$,�6\PSRVLXP�6HULHV��YRO�����QR�����SS�����±����������

>�@ <��:X��6��/LDQJ��&��=KDQJ��<��:DQJ��<��=KDQJ��+��*XR��5��7DQJ��DQG�<��/LX��³)URP�KXPDQ�PHPRU\�
WR�DL�PHPRU\��$�VXUYH\�RQ�PHPRU\�PHFKDQLVPV�LQ�WKH�HUD�RI�OOPV�´������

>�@ -��/XR��<��7LDQ��&��&DR��=��/XR��+��/LQ��.��/L��&��.RQJ��5��<DQJ��DQG�-��0D��³)URP�VWRUDJH�WR�
H[SHULHQFH��$�VXUYH\�RQ�WKH�HYROXWLRQ�RI�OOP�DJHQW�PHPRU\�PHFKDQLVPV�´�LQ�)LQGLQJV�RI�WKH�
$VVRFLDWLRQ�IRU�&RPSXWDWLRQDO�/LQJXLVWLFV��$&/�������$VVRFLDWLRQ�IRU�&RPSXWDWLRQDO�/LQJXLVWLFV��
������SS�������±������
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>�@ 0��/HH��³(PHUJHQFH�RI�VHOI�LGHQWLW\�LQ�DUWLILFLDO�LQWHOOLJHQFH��$�PDWKHPDWLFDO�IUDPHZRUN�DQG�
HPSLULFDO�VWXG\�ZLWK�JHQHUDWLYH�ODUJH�ODQJXDJH�PRGHOV�´�$[LRPV��YRO������QR�����S�����������

>�@ %��-��*XWLHUUH]��<��6KX��<��*X��0��<DVXQDJD��DQG�<��6X��³+LSSRUDJ��1HXURELRORJLFDOO\�LQVSLUHG�ORQJ�
WHUP�PHPRU\�IRU�ODUJH�ODQJXDJH�PRGHOV�´�LQ�$GYDQFHV�LQ�1HXUDO�,QIRUPDWLRQ�3URFHVVLQJ�6\VWHPV��
YRO������������SS�������±������

>�@ 3��/HZLV�HW�DO���³5HWULHYDO�DXJPHQWHG�JHQHUDWLRQ�IRU�NQRZOHGJH�LQWHQVLYH�1/3�WDVNV�´�LQ�$GYDQFHV�
LQ�1HXUDO�,QIRUPDWLRQ�3URFHVVLQJ�6\VWHPV��YRO������������SS������±�����

>��@ -��6��3DUN��-��&��2¶%ULHQ��&��-��&DL��0��5��0RUULV��3��/LDQJ��DQG�0��6��%HUQVWHLQ��³*HQHUDWLYH�DJHQWV��
,QWHUDFWLYH�VLPXODFUD�RI�KXPDQ�EHKDYLRU�´�LQ�3URFHHGLQJV�RI�WKH���WK�$QQXDO�$&0�6\PSRVLXP�RQ�
8VHU�,QWHUIDFH�6RIWZDUH�DQG�7HFKQRORJ\��8,67���������SS���±���


